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Abstract. This paperpresentsa constructionfor runtime monitorsthat check
real-timepropertiesexpressedn timed LTL (TLTL). Dueto D'Souzas results,
TLTL canbeconsiderednaturalextensionof LTL towardsreal-time.Moreover,
atypical obstaclén runtimeveri cation is solvedbothfor untimedandtimedfor-
mulae,in thatstandardnodelsof lineartemporalogic arein nite traceswhereas
in runtimeveri cation only nite systembehaioursareathand.Thereforea 3-
valuedsemanticqtrue, false inconclusivg for LTL and TLTL on nite traces
is de ned thatresembleghe in nite tracesemanticdn a suitableand intuitive
manner Then,the paperdescribeshow to constructgivena (T)LTL formula, a
deterministianonitorwith threeoutputsymbolsthatreadsa nite traceandyields
its according3-valued(T)LTL semanticsNotably the monitorrejectsatraceas
earlyaspossiblejn thatany minimal badpre x resultsin falseasareturnvalue.

1 Intr oduction

Runtimeveri cation [9] is becominga populartool to complementveri cation tech-
niquessuchasmodelcheckingandtesting,especiallyfor so-calledblackbox systems.
In anutshell,runtimeveri cation worksasfollows. A correctnesgroperty' , usually
formulatedin somelineartemporallogic, suchasLTL [20], is givenanda so-called
monitor that acceptsall modelsfor ' is automaticallygeneratedThe systemunder
scrutiry aswell asthe generatednonitor arethen executedin parallel,suchthatthe
monitor obsenesthe systems behaiour. Systembehaiour which violatesproperty'
is thendetectedy the monitorandanaccordingalarmsignalis returned.

Monitorscanbeemployedin differentphase®f systemdevelopmentin thetesting
phase[7], the systemis executedwith typical inputs and monitorsare obsened for
complaints At customers$ site, monitorscheckfor bugsthatescapedhetestingphase
andmaytriggerrecovery actions[5].

Variousruntimeveri cation approachesor LTL have beenproposedalready[13,
16,17,15,23]. However, thecurrentapproachesuffer—to our opinion—fromthetreat-
ment of the following obstacle:The semanticsof LTL is de ned over in nite (be-
havioural) traceswvhereasnonitoringarunningsystemallows anat most nite view. In
consequence/ariousauthorshave proposeccustominterpretationof LTL over nite
tracesusingweakand strong semanticsthe weakinterpretationof a formula' w.r.t.
a nite traceu is thatif up to the point whereu ends,“nothing hasyet gonewrong”,
" holds.In the strongview, ' holdsonly if it evaluatesto tr ue within u. (see[12]
for anoverview). However, goodexamplescanbefoundfor eachof theinterpretations
and—atthe sametime—alsoexampleghatthe choserapproactis misleading.

In this paper we proposea simple,yet—aswe nd—convincing way to overcome
thisobstaclelnsteadof trying to de ne atwo-valuedsemanticgor LTL on nite traces,
we de ne a threevaluedsemanticsusing valuestrue, false, and?, wherethe latter



denotesnconclusiveGivena nite stringu andaformula’ , thetruthvaluesarede ned
asexpected:if thereis no continuationof u satisfying' , the valueis false. If every
continuatiorof u satis es' , wegofor true. Otherwisewe say?, sincetheobsenations
sofararejustinconclusveto sayeithertrue or false.

We arguethatit is importantto work with threeinsteadof two truth values:Con-
sider, for instancethe propertyG: p statingthat no statesatisfyingp shouldoccut
Clearly, whenp is obsened,the monitor shouldcomplain.As long asp doesnot hold,
it is misleadingo saythattheformulais true, sincethenext obsenationmightalready
violatetheformula.Ontheotherhand,consideitheformula: pU init statingthatnoth-
ing bad(p) shouldhapperbeforetheinit functionis called.If, indeed theinit function
hasbeencalledandno p hasbeenobsenredbefore theformulais true, regardlessvhat
will happenin the future. For testingandveri cation, it is importantto know whether
somepropertyis indeedtrue or whetherthecurrentobsenationis justinconclusve.

Thus,in this paper we proposea 3-valuedlogic, LTL 3, which canbe interpreted
over nite tracesbasedon the standardsemanticf LTL for in nite traces.Further
more,we describenow to constructgivenanLTL formula,a(deterministic) nite state
machingFSM)with threeoutputsymbolsThisautomatomeadsnite tracesandyields
their 3-valuedLTL semanticsHence,it canbedirectly deployedfor runtimeveri ca-
tion. Standardninimisationtechniquegor FSMscanbeusedto obtainanoptimalFSM
w.r.t. numberof states.

Our 3-valuedsemanticdor LTL roundsoff the studyof safetypropertiesn terms
of automatan [18] from atemporallogic perspectie.n [18], abadpre x (of aBuchi
automaton)js de ned asa nite pre x which cannotbe the pre x of ary accepting
trace.Dually, agoodpre x is a nite pre x suchthatary in nite extensionof thetrace
will be acceptedlt is exactly this classi cation that forms the basisof our 3-valued
semantics‘bad pre x es” (of formulas)aremappedo false, “good pre x es” evaluate
to true, while the remainingpre xesyield ?. Thus, monitorsfor 3-valuedformulas
classifypre xesasoneof gaod = true, bad = false, or ? (neithergaod nor bad).

Sincean extensionof a bad (good) pre x is bad (good, respectrely), thereis a
minimalbad (good) pre x for every bad(good)pre x. In runtimeveri cation, oneis
interestedin getting information alreadyfor minimal pre x es and one solution was
worked out in [10]. However, all “bad pre xes” for a formula' givesrise to false—
alsominimal ones.Thus,the correctnessf our monitorproceduregor LTL andTLTL
ensureshatalreadyfor minimal goodor badpre x esoneof true or false is obtained.
Altogether we geta coherenstudyof (notonly safety)LTL propertieshasedon nite
pre x estogethemvith optimalacceptorsasthey arecalledin [10], basedn elementary
resultsfor LTL andautomataheory

To make ourresulteasilyaccessibléo thereaderandto completethepicturestarted
in [10], our conceptsare rst developedin the settingof LTL. However, the maincon-
cernof this paperarereal-timesystemsThereforewe developourideasalsofor TLTL,
alogicintroducedn [21], which,asarguedby D'Souzain [11] canbeconsidered nat-
ural counterparbf LTL in thetimed setting.Hence for a TLTL formulaa monitoris
constructedvhich operatesver nite timedtraces.Again, by correctnessf our con-
struction,monitorssignalfaultsor satishction“as earlyaspossible” While thegeneral
schemeaswe shaw, is alsoapplicablein thetimed setting,the monitor constructions
technicallymuchmoreinvolved.Automatafor TLTL employ so-calledeventrecoding



and event predicting clocks. Sincein runtime veri cation the future of a traceis not
known, predictingeventsaredif cult to handle We introducesymbolicrunsandshov
their bene t for checkingpromisesef ciently, avoiding the translationof event-clock
automatdo (predicting-free}imedautomata.

[14] studiesmonitor generationbasedon LTL enrichedwith a freezequanti er
for time. In [24,6], fault diagnosisfor timed systemss examined,a problemthatis
more complicatedthan runtime veri cation. However, only timed automataor event
recordingautomatareusedno predictionof eventsis supportedTLTL is event-based,
meaninghatthesystememitseventswhenthesystems statehaschangedin [19] mon-
itoring of continuoussignalsis consideredwhich is intrinsicly differentto observing
discretesignalsin acontinuougime domain.All of thework mentionedsofaremploys
a 2-valuedsemanticsin [10], minimal pre x esfor runtimeveri cation arediscussed,
which our approactoffersfor freethanksto the 3-valuedsemantics.

We have implementedhe untimedsettingandvalidatedour approachexamininga
real-world casestudy The monitor generatarexemplifying material,a casestudy and
afull versionof thepaperis availablefrom http://runtime.in.tum.de/

2 Preliminaries

For theremainderof this paperlet AP bea nite setof atomicpropositionsand§ =
2P a nite alphabetWe write a; for ary singleelementof § , i.e., a; is a possibly
emptysetof propositiongakenfrom AP . Finite tracesover§ areelementof § %, and
are usuallydenotedby u; u® uy;u,;:::, whereadn nite tracesare elementsof § ',
usuallydenotedoy w; W% wq; wy; @ ::.

Thesetof LTL formulaeis inductively de ned by thefollowing grammar:

"u=truejpjt gyt _tjt U XY (p2 AP)

Leti 2 N beaposition.Thesemantic®f LTL formulaeis de ned inductively over
in nite sequences = apa;:::2 §' asfollows:w;i E true,w;i F : ' iffw;i 6§ ',
w;i F piffp2a,w;if "1 'oiffwjifE"1orw;i E ' 2,w;i F " 1U" 5 iff there
existsk , i withw;k F ', andforalll withi - | < k,w;l E ' 1,andw;i F X'
iff w;i+ 1 '.Furtherletw E ' ,iff w;0 F ' . ForeveryLTL formula’ , its set
of modelsdenotechy L (' ), is aregularsetof in nite tracesandcanbedescribedy a
correspondinddiichi automaton.

A (nondeterministicBiichi automaton(NBA) is atuple A = (§8;Q;Qo;£F),
where§ is a nite alphabetQ is a nite non-emptysetof statesQo 1 Q is asetof
initial statesx: Q£ § | 29 isthetransitionfunction,andF p Q is asetof accepting
statesWe extendthetransitionfunction+: Q£ § ! 29, asusualto+°: 20 £ §° 1
29 by £YQ%2) = QWhereQ° Qand+(Q%ua) = 1o, 10g0y,) (% 8). To simplify
notation,we use+ for both+ and+°. A NBA is calleddeterministiciff for all g 2 Q,
a2 8,jxqga)j = 1 andjQoj = 1. We useDBA to denotea deterministicBuchi
automatonA run of anautomatorA onawordw = a;::: 2 §' is asequencef
statesandactions¥s= a1 :::, whereq is aninitial stateof A andfor alli 2 N we
haveqg.1 2 (g ;a;). Forarun;letInf(3 denotethe statesvisitedin nitely often.A
run%2of aNBA A is calledacceptingff Inf((A\ F 6 ;.

A nondeterministicnite automatonNFA) A = (8 ;Q; Qo; £ F) isonewhere§ ,
Q, Qo, +, andF arede ned asfor a Buchi automatonjput which operateson nite



words.A run of A onawordw = a;:::a, 2 § " is asequencef statesandactions
Y= aith ::: o, Whereq is aninitial stateof A andfor alli 2 N wehaveqg+; 2

1(g;a). Therunis calledacceptingf g, 2 F. A NFA is calleddeterministiciff for

allg2 Q,a2 §,jx(qg,a)j = 1,andjQoj = 1. We useDFA to denotea deterministic
nite automaton.

Finally, let usrecallthe notionof a Moore madine, alsocalled nite-state macine
(FSM), whichis a nite stateautomatorenrichedwith output,formally denotedby a
tuple (8;Q; Qo; £ ¢; , ), where§, Q, Qo i Q, *is asheforeand¢ is the output
alphabet, : Q! ¢ theoutputfunction.Theoutputsof a Moore machinede ned by
thefunction, , arethusdeterminedy thecurrentstateq 2 Q alone ratherthanby input
symbols.As before,+ extendsto the domainof wordsasexpected For a deterministic
Moore machinewe denoteby , alsothe functionthatappliedto a word u yieldsthe
outputin the statereachedy u ratherthanthe sequencef outputs.

3 Three-waluedLTL in the untimed setting

To overcomedif culties in de ning an adequatéooleansemanticdor LTL on nite
traceswe proposea 3-valuedsemanticsThe intuition is asfollows: in theory we ob-
seneanin nite sequencev of somesystemFor agivenformula' , thuseitherw '
or not. In practice however, we canonly obsere a nite pre x u of w. Consequently
we let thesemanticof u and' betrue,if uw®E ' for every possiblefuture extension
wP. Ontheotherhand,if uw®is notamodelof' for all possiblein nite continuations
wO of u, we de ne the semanticof u and' asfalse.In the remainingcase the truth
valueof uw®and' dependonw?’ Thus,we de ne the semantic®f u with respecto
' to beinconclusivedenotedby ?, to signalthatu itself is not sufcient to determine
how ' will evaluatein ary possiblefuturewhichis pre x edwith u.

Formally, we de ne our 3-valuedsemanticsn termsof LTL 3 over the setof truth
valuesB3 = f? ;?,>g asfollows:

De nition 1 (3-valuedsemanticsof LTL). Letu 2 § ° denotea nite trace Thetruth

valueofa LTLz formula’ w.r.t. u,denotedby[u ' ], isanelemenbfB3; andde ned

asfollows: 8

2> if8%28' :uvdF"

uF'1=_7 if 8%2 8' :u%§ "
? otherwise

Now, we developanautomata-basedonitorprocedurdor LTL 3. Morespeci cally,
foragivenformula' 2 LTLg3, weconstruct nite MooremachineA" thatreadsnite
tracesu 2 § ® andoutputsfu F ' ], thusavaluein Bs.

For a NBA A, we denoteby A (g) the NBA thatcoincideswith A exceptfor Qo,
whichisde nedasQ = fqg.Fix' 2 LTL for therestof thissectionandletA" denote
the NBA, which acceptsall modelsof ' , andlet A*" denotethe NBA, which accepts
all counterexamplesof ' . The correspondingonstructionis standarcand explained,
for examplein [26]. For theseautomataye obsene:



Lemma2. LetA’ = (§;Q ';Qp ;+ ;F'")denotaheNBAsucthatL(A ") =]
L(:").Foru2 §° letxQy ;u) = fau;:::;99. Then

Correctnessf the rst lemmafollowsdirectly from thede nition of acceptancéor
Buchiautomataandthe secondemmarephraseshe rst oneby substituting ' for'

For A" andA‘’ , we now de ne afunctionF" : Q ! B respectiely F*'
Q' ! B (whereB = f>;?g), assigningto eachstateq whetherthe languageof
the respectre automatorstartingin stateq is not empty Thus,if F' (g) = > holds,
thentheautomatorA’ startingat stateq acceptsa non-emptylanguageandeach nite
pre x u leadingto stateq canbeexpandedn orderto satisfy' . UsingF* andF ‘", we
denetwoNFAsS A" = (§;Q ;Qu:+ ;F )andA ' = (§8;Q ' ;Q, ;¥ ;F ")
whereF' = fq2Q jF (q)=>gandF =fq2Q  jF ' (q =>g.

A", resp.A*" | accepthe nite tracesu for which[u | ' ] evaluateto 6 ? and,
respectiely, 6 >.

Lemma 3. Usingthenotationasbefor, wehavefor all u 2 § °:
u2 LA )ifflup '16 2 and u2 L(A" " )iffluF ' 16 >

Thereforewe canevaluate[u = ' ] accordingto Lemma3 asfollows.

Lemma 4. With thenotationasbefore, wehavelu F ' 1= > ifu 62L (A" " ),[uE '] :|
2 ifubd (A ),andluE ' ]=?ifu2 L(A" )andu2 L(A*").

Thelemmayieldsasimpleprocedurdo evaluatethesemanticef' for agiven nite
traceu: we evaluatebothu 2 L(A" ") andu 2 L(A" ) anduseLemma4 to determine
[UfF ' ]. As a nal step,we now de ne a (deterministic)FSM A" that outputsfor
each nite stringu its associate@®-valuedsemanticakvaluationwith respecto some
LTL-formula’ .

LetA andA®’ bethedeterministicversionsof A" andA" ", which canbecom-
putedin the standardnannerby power-setconstruction Now, we de ne the FSM in
questiomasaproductof &' andA* " :

De nition 2 (Monitor A" for aLTL-formula' ). LetA” = (§;Q ;fgyg  ;F")
andA*" = (8;Q ;fqy g+ ;F ') bethe DFAs which correspondto the two
NFAsA" andA"' asde nedfor Lemma3. Thenwede ne themonitorA' = A £
A astheFSM(§ ; Q;ep; k1), wheeQ = Q £Q° & = (% ). (g q);) =]

(+ (qa);+ (¢®a),and’ : O '8 Bz is de nedby
<> ifgP6F"

S(gdY) =, 2 ifqeF
" ? ifg2 F andd®2 F

We sumup our entireconstructionin Fig. 1 andconcludeby formulatingthe cor-
rectnessheorem.

Theorem1. Let' 2 LTLs andletA’ = (8;Q;é;3% ) bethe correspondingnoni-
tor. Then for all u 2 §  thefollowing holds:[u F ' 1= © (¥(&;u)).

5



Emptiness

Input  (1)Formula (2)NBA (3) (4NFA  (5)DFA  (6)FSM

perstate
. A F A A — A
T :, A:' F:‘ A\ RZ' __—

Fig. 1. Theprocedurdor getting[u | ' ] for agiven'

Complexity. ConsiderFig. 1: Given' , stepl requiresusto replicate’ andto negate
it, i.e., it is linearin the original size.Step2, the constructionof the NBAs, causesan

exponentialblow-up in the worst-caseSteps3 and4, leadingto A" andA™ ', do not

changethe sizeof the original automataThen,computingthe deterministicautomata
of step5, might againrequirean exponentialblow-up in size.In total the FSM of step
6 will have doubleexponentialsizewith respecto ' j.

While thesizeof the nal FSMisin O(22" ) whichsoundsalot, standardninimisa-
tion algorithmsfor FSMscanbe usedto derive anoptimal deterministiomonitorw.r. t.
the numberof states Optimality impliesthatarny othermethod,in theworstcase has
thesamecompleity. Bettercompleity resultsin otherapproacheareeitherdueto us-
ing arestrictedragmentof LTL or otherwiseimply thatthe chosertemporaloperators
might not limit the expressve power of LTL but sometimesmposelong formulasfor
encodinghedesiredbehaiour.

Thatsaid, we have implementedhe determinisatiorof NFAs andthe productfor
obtainingA (steps4—6)in anon-the- y fashion.This techniques well known for ex-
amplein compiler construction[1]. Our examplescon rm hugesavings in memory
consumption.

4 Three-aluedLTL in the timed setting—TLTL

In this part, we extendthe approachdevelopedin the precedingsectionto the timed
setting.Thus,the goalis to dynamicallycheckreal-timespeci cationsformulatedin a
timedtemporalogic. We usetimedLTL (TLTL for short),alogic introducedn [21], in
theform presentedh [22]. Thelanguageexpressibleby aTLTL formulacanbede ned
by event-clo& automata[4], a subclas®of timedautomata It wasshawn in [11] that
TLTL correspondgxactly to the classof languagesle nablein rst-order logic inter-
pretedover timedwords. Thus,it canbe consideredasthe naturalcounterparbf LTL
for thetimedsetting Giventhetranslatiorto event-clockautomatan theliterature[22],
we baseour timedruntimeveri cation approacton TLTL andevent-clockautomata.

4.1 Preliminaries

Letus x analphabeg of actionsfor therestof thissection.In thetimedsetting,every
symbola 2 § is associateavith anevent-lecoding clodk, x,, andanevent-pedicting
clo, ya. An (in nite) timedword w over the alphabet§ is an (in nite) sequence
of timed events(ag;to)(as;t1) ::: consistingof symbolsa; 2 §, andnon-ngjative
numberg; 2 R- °, suchthatfor eachi 2 N, t; < ti.; (strict monotonicity, andfor all
t 2 R- O thereisani 2 N suchthatt; > t (progres3. Furthermorefor w asabove, we
call its sequencef actions(the projectionto the rst componentthe untimedword of
w, denotedoy ut (w).



To simplify notation,we abbreviate(§ £ R- °) by T§ . Thus,a nite timedwordis
anelementof T§ ® andthe domainof in nite timedwordsis denotecby T§ ' . Given
an(in nite) timedwordw, thevalueof theevent-recordinglockvariablex; atposition
i of wequalstj i t;, wherej representshelastpositionpreceding suchthata; = a.
If no suchpositionexists, thenthevalueof x, remainsunde ned,denotecby ? . The
event-predictingclock variabley, at positioni equalsty j t;, wherek representshe
next positionafteri suchthatay = a. If no suchpositionexists, again,the variable
remainsunde ned.The setof all event-clocksis denotedby Cs = fxs;yaja2 §g.
A clock valuationfunctionover atimedwordw, °; : Cg ! R-9[ f?g assignsa
positive real,or unde nedvalueto eachclock variablecorrespondingo positioni. We
abbreviateR: °[ f2g by T>.

A clodk constrint compares clock valueto a naturalnumberLet2 (Cg ) denote
the setof clock constraintsover Cs . Formally, a clock constraintA 2 2 (Cs) is a
conjunctionof formulaeof theform z ./ ¢, wherez 2 Cg,./ 2 f<; - ;, ;>gand
¢ 2 N. For clock constraintA andclock valuationfunction® , wewrite ° = A to denote
thatw.r.t. °, constraintA is ful lled, where? ./ cforc2 Nand./ 2 f<;-; ;>g
doesnot hold andtheremainingcasesarede ned in theexpectedmanner

4.2 Syntaxand semanticsof TLTL 3

Let§ bea nite setof actionsA setof formulas' of TLTL is de ned by thegrammar
"u=truejajCa2l jBa21 it jt " jr Ut Xt (a2 8);
whereC, is the operatorthatmeasureshetime elapsedsincethe lastoccurrencef a,
andB , theoperatotthatpredictsthe next occurrencef a within atimedintervall 2 | .
The setof intenals| containsintervals of the form (I;r), [I;r), (I;r], or [I;r], where
I;r 2 R O flg . Withoutlossof generalitywe assumd < r, exceptfor [I;r], and
forintervals(l;r], or[l; r] thatr 6 1 . To simplify notation,we use[ and)] for interval

borderswhich caneitherbe( or [, respectiely);].

Thesemanticof TLTL formulaearede ned inductively overin nite timedwords
w2 T8§', wherew = (ap;to)(ar;t1):::, andi 2 N- © asfollows: w;i F true,
wii oot iffwi 6wl Foaiffa = a,wyi | Cq 21 iff°i(xa) 2 1, w;i F
Ba2liffei(ya)21,w;iE "1 '"2iffwjifF '"rorw;i F'2,w;ifF "' U Liff
9k, iwithw;kF '2and8l:(i - <k wlE"),wifF X" iffw;i+1F".
Furtherletw ' ,iffw;0F ' .

Analogouslyto the untimedcase ,we now de ne a 3-valuedsemanticdor TLTL,
from this pointonwardsdenotedas TLTL 3, asfollows:

De nition 3. Letu 2 T8 ® denotea nite timedtrace Thetruth valueof a TLTL3
formula' w.r.t. u, denoteg)y[u F ' ],isanelemenbf B; andde nedasfollows:
2 > if 8%sudthatu¥s2 T§ ' u¥%fE
[uF'1=_ 7 if8%suhthatu¥2 T8 A=
? otherwise

4.3 Symbolicruns of event-clock automata

We rst recallthede nition of anevent-clockautomatonGivena nite setof clocks,
Cs , wede ne anevent-clockautomatorasa nite stateautomatorwhoseedgesarean-
notatedbothwith inputsymbolsandwith clock constraint@sAe. = (8 ;Q; Qo E; F),



where§ is a nite inputalphabetQ a nite setof statesQo 1 Q areinitial states,
F p 29 is a setof acceptingstates(generalizedBiichi acceptanceondition) and
EUNuQES8E?2(Csg)E Qasetof transmonsAn edgee = (q; a;A,; qO) represents.
transitionfrom stateq uponsymbola to q°, wherethe clock constraintA thenspeci es
whene is enabledFor anevent-clockautomatorA , let K o denotethebiggestconstant
appearingn someconstrainof A ; we write K whenA is clearfrom the context.

A timedrun p of anautomatorAe. = (8;Q; Qo; E;F) overatimedwordw 2
T§ ' startingin (0p; °o) is anin nite sequencef state-aluationtuplesandtransitions
(a0;°0) P (n;°1) P2 - with g 2 Q, and’; beingthe evaluationfunctionassigning
for every elementrom § thevalueof therecordingandpredictingeventclockscorre-
spondingto ® , where® 2 T§ is atimedeventof theform (a; 2 § ;t; 2 R- %), and
foralli , 1thereisatransitionin E of theform (g; 1;ai;A;q) suchthat®; A Ao
acceptyy, iff for eachF; 2 F, astateq 2 F; existssuchthatq occursin nitely often
in W °p isinitial (w.r.t. w) if °o(Xa) = ? and®o(ya) = ti if & = (a;t;) andforj < i
and® = (a;tj), & 6 a, and®g(ya) = ? if adoesnotoccurin w. Then,thetimed
languageacceptedy A¢c, denotedasL (Aec), is the setof timedwordsfor which an
acceptingun of A ¢ existsstartingin (go; °o), for somegy 2 Qg andtheinitial °g.

For runtimeveri cation predictingclock variablesposea problem,sinceinforma-
tion aboutthe future occurrenceof anactiona is predicted put this informationis not
availableyet. We solve this problemby representinghe valueof somepredictingclock
variablesymbolically A symbolicclodk valuationfunctionj : Cg ! T, [ | assigns
a positive real, or unde nedvalueto eachrecordingclock variableandaninterval or
unde nedvalueto eachpredictingclock variable. Theinterval constrainghe possible
valuesof a predictingvariable.To simplify notation,we identify j (ya) = (I;r) with
theconstrainty, > | * y, < r (andsimilarly for borderq and]).

For a symbolicclock evaluationj , we de ne the following threeoperationstime
elapse reset and conjunction Givenan elapsedtimet 2 R- %, ©= | + t, where
i Axa) = i (xa) + tandfori (ya) = [I;r)], wesetj Aya) = [lit;r i 1), where
i_yieldsatleast0. If r j t < 0O, thenj %isinvalid. i resetby actiona, denotedoy
i #a, setsx, = 0 andremovesall constraintson y,, andwe setj Yya) = [0;1)
and O(zb) = i (z) for all b 6 a. The conjunctionof j with constraintA yields
i °= i ~A, whereeachpredictingclockys, is copbinedvith theconstraint®f A which
mvoIveya,l e,fora2 8,i%Ava) =i (Ya)* fya. cp Ag. We calll Oinvalid,
if for someya, i Aya) is not satis able. Furthermorea transition(q; a;A; 9 2 E
is applicableto a pair (¢ ), if the constraintsx, ./ cin A aresatis ed by j , for
allb2 §,and0 2 j (va). If (g a;A; ) 2 E is applicablethenthe corresponding
successoof (g;i ) is (a%i 9, wherej °= (j #a) * A.

A symbolictimedrun £ of anautomatonAe. = (8;Q; Qo; E;F) overatimed
wordw 2 T§ ' startingin (oo} i o) is anin nite sequencef state-symbolic-aluation
tuplesandtransitionsasfollows: (Go; i 0) ©* (cu;i 1) £ ::: with g 2 Q, andj ; being

a symbolicvaluationfunction, wherefor each(g; 1;i i; 1) “ (G514, thereexists
sometransition(q; 1;a; A; g) applicableto (G; 1;ii; 1+ ti) and(qg; i) istheresult
of this application.The notion of acceptancéor symbolicrunscorrespondso that of
runs,i. e.,for eachF; 2 F thereis someq 2 F; occurringin nitely often.Wecall j o
initial if fora2 &, o(xa) = ? andj o(ya) = [0;1 ).



Theorem 2. LetAgc = (8;Q; Qo; E; F) beanevent-clok automatorandw 2 T§ h
Thenthereis anacceptingun onw startingin (go; ° o) iff thereis a symbolicaccepting
run onw startingin (gp; i o) for initial j o.

Theimportantfact aboutthe previoustheoremis that°y is dependenbnw (since
eachpredictingclocky, hasto beinitialisedto matchthe rst occurrencef a), while j ¢
is independendf w. Thus,symbolicrunsarea suitabledevice for runtimeveri cation.

4.4 A monitor procedurefor TLTL 3

We canassumehat for someproperty’ aswell asits negation,an event-clockau-
tomatonis given, acceptingpreciselythe modelsof ' respectiely : ' (see[22] for
details).Looking at the schemedevelopedin the untimedsetting,we arenow tempted
to checkfor every stateq of the event-clockautomatonwhetherthelanguageaccepted
from stateq is empty However, this would yield wrong conclusionsas canbe seen
in Fig. 2. While the languageacceptedn state2 is non-emptyand, despite state2 is
bixa . 2 reachablethe automatondoesnot accept
(O ——(1)— @. alxa - 1] ary wordwhenstartingin state0. Thecon-
straintwhen passingfrom 1 to 2 requires
Fig. 2. Event-clockautomaton theclockx, to beatleast?2. This, however,
preventstheloopin state2 to betaken.
Wethereforedecidedo work ontheso-calledegionautomator{for alternatvessee
Remark2 on pagel1). RecallthatK denoteghe biggestconstantoccurringin some
constraintof the event-clockautomatonTwo clock valuations® 1, °» arein the same
region,denotedoy °; ~ °, iff

—forallz2 Cg,°1(z) = ? iff °»(2) = ?,and (agreemenbnunde ned
—forallz2 Cg,if °1(z) - K or°,(z) - K,thenb®’1(z)c= b°»(z)c, and
(agreemenbn integral part)
— foralla2 §,leth’ (xa)i = dxaei °(Xa) andif (ya)i = °(Ya) i byaC. Then,for
all z3;z, 2 Cg with°1(z1) - K and®»(z2) - K,
2 IP1(z1)i = 0iff P 2(z1)i = O
2 Wy(z1)i - WP1(20)i iff BPo(z1)i - P 2(22)i. (agreemenbnfraction'sorder)

A clock regionis anequialenceclassof * . Let R denotethesetof all regions.

The key propertyof the region equivalenceis stability [3]: given states andtwo
equivalentvaluations®; and®,, then(s® °9 is ana-successoof (s;°1) iff (s%°% is
oneof (s;°») for suitable® ®®equivalentto °°. Lifting thisto in nite runs,we get:

Lemmab5. Let A bean event-clo&k automatong somestateof Aec, and®; °, two
valuationswith °; ~ °,. Letw 2 §'. Then,there existsan acceptingrun on some
in nite timedword wy 2 T§ ' with ut(w;) = W startingin (q; °1) iff there existsan
acceptingrun on somein nite timedword w, 2 T§ ' with ut(w,) = W startingin

(o,°2).

Notethattheso-calledzoneequivalencg?] is notstable.

For completenessye give the translationof an event-clockautomatorto a region
automatonas presentedn [22], whosestatesactually sene their purposein our ap-
proach becausef the previouslemma.



A clockregion- , isatimesuccessoof aclockregion- 1, denotedby - , 2 TS(- 1),
iff for all © 2 - ; thereis somet 2 R: % suchthat® +t 2 -,. Here,°%= ° + tis
de nedas®°Yxa) = °(xa) + t and°Yys) = °(ya) i t. To simplify notation,let us
x anevent-clockautomatorA ¢ = (8 ; Q; Qo; E; F). Theregionautomatorof A is
the (generalizedBiichiautomatorR(Aec) = (8§ ";Q"; Qp; E'; F"), where

-Q =1(;-3)jl12Q;- 2R;32ft; dggisthesetof states
—Qp=f(;:3)2Q"jl2Qu8a28;:(xa) = ?;3 = dgisthesetof initial
states
-8§"=8§] fzg
— E" = E4 [ E{ istheunionof untimedandtimedtransitionswhere
2 By = f((lii- 1) (12 - 2;d);8) j (I, A1) 2 E and
9-38.t.:1= -3[ya:=0]-2= -3[Xqa:= 0], and- 3 F Ag
2 Ef = f((1;- ;) (15 2:1):2) - 22 TS(- 1)g
—F'=fF jFi2Fg[ fFx,jCa21 2Sub(" )g[ fFy, jBa21 2 Sub(' )g,
2 whereforF; 2 F,F =f(l;-;3)j12Fig
2 By, =1(;53)j8° 2 °(Xa) = 0_°(Xa)>cCc_°(Xa) = 70
2 Fy, = f(15%)]8 2 °(ya)= 0_°(ya) = 79

Notethatthe region automatorasde ned hereis a Biichi automatorandthus,the
acceptedanguages asequencef (untimed)wordsover§ . Thus,it is easyto compute
for every statewhethertheacceptedquntimed)languages emptyor not. For every state
(1;-; 3) with anon-emptylanguagestability now guaranteethatfor each® 2 -, there
is someacceptingun of the original event-clockautomatorstartingin (l; °) for some
timed word w. Dually, if the acceptedanguagdas empty the underlyingevent-clock
automatorhasno acceptingun startingin (I;°) forany ° 2 - andary w (Lemmab5).

We now describea procedurghatreadstimed eventsanddecidesvhetherfurther
eventsmightyield anacceptingun (satisfyingtheformulato check).

Theproceduras basedn the event-clockautomatoraswell astheregion automa-
ton. It follows the possiblesymboliccomputationdor the giveninput alongthe lines
of the event-clockautomatonTo decide whetherfuture eventsmight contributeto an
acceptingun, theregion automatoris consulted.

Letus x anevent-clockautomatonA . andits region automatorR(A¢c) for the
moment.Let us considerthetimedwordw = (ag;to)(as;t1) ¢¢¢2 T§ ' . Recallthat
(ap; to) actuallymeanghatthe rst actionag occursattimety.

Let j o betheinitial symbolicvaluationof A.. andly oneof the initial statesof
Acc. Now, for the rst event(ap;to), we computethe setof successorsv.r.t. Agc. If
this setis empty the underlyingformulais obviously violated. If not, eachsuccessor
isapair(l;j ). Each(l; i ) now correspondso a setof statesn theregion automaton.
If andonlyif for all of themthe acceptedanguagds empty the underlyingproperty
is violated,which follows directly from Theorem2 andLemmab. We continuewith
eachsuccessostate(l; j ) for whicha correspondingicceptingstateof R(A ¢¢) exists,
readingtheinputevent.

Thus,thegenerategrocedurédeepsa setof possiblestate-symbolizvaluationpairs
thatrepresenthe possiblecurrentstatesof A ¢ (giving creditto the non-deterministic
natureof A¢c). Furthermorethe transitiontable of A¢. andthe statesof R(A¢c) en-
richedwith emptinesger stateinformationarestoredaslook-uptables.
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Fig. 3. Theprocedurdor getting[u | ' ] foragiven' 2 TLTLs.

Remarkl. To enhancehepracticalapplicability of our approachwe adjustthe proce-
dureslightly: the formal framework describedabove requiresthe monitorto complain
iff for somepre x (ap;to) ::: (& ;tj) noacceptingunexists.In particular it isassumed
that “a watchis consultedonly when someaction occurs”. But the time transitions
yielding the subsequentegionsin the region automatoractually (often) constrainthe
possibleoccurrencef somefutureeventa. For eachcurrentvaluationj corresponding
to a setof regions,we checkin R(A) the possibleacceptingime successorandcom-
putea maximaltime boundbeforesomeeventhasto occurto reachanacceptingstate.
Thus,in practice we cansetatimerinterrupt,whensuchaboundexists,anddecidefor
rejectionwhenatimeoutoccursbeforea suitableactionhasbeenread.

The overall monitor procedurefor TLTL 3 is similar to the untimedcaseand sum-
marisedn Fig. 3. However, sincewe haveto considetheregionautomator{with empti-
nessper stateinformation) togetherwith the currentclock valuationto computethe
timedsuccessomwe do notgetanNFA neithercandeterminisdo geta DFA (atleastin
a straightforward manner) We thereforeproposefor the overall monitor procedureo
relyonR(A,.) andR(A%. ) in anon-the- y mannerasdescribedibove.

Remark2. We have usedregion automatao keepour presentatiorshortand simple.
Thekey propertyof our monitorconstructionhowever, is stability of theregion equiv-
alenceThus,our approactcanbeimprovedby taking a coarserstablepartition of the
underlyingtimed transitionsysteminsteadof the region equivalence.Suchpartitions
have beenstudiedextensiely in [25].

Complexity. ConsiderFig. 3 andobsenrethatstepl is constantTheregionautomaton
of A, (resp.A, ) is exponentialwith respecto the lengthof the underlyingformula
' aswell asthe largestconstantK appearingn ' . Following the differentpathsfor

somepre x (dueto the non-determinisnof the region automaton)might causefurther
exponentialblow-upin spacejn theworstcase.

5 Conclusions

The paperpresenteda monitor constructionfor (T)LTL formulae.For LTL, we have
shown the constructiorto be optimal,in thatno smallerdeterministic nite statemon-
itor acceptinghe samelanguageasourscanbe constructedror both,LTL andTLTL,
theconstructiorre ects minimality, suchthattrue or falseis returnedby themonitoras
earlyasan obsenedbehaioural traceallows. The latteris animplicit propertyof the
constructeanonitoranddoesnot requireadditionalanalysesor datastructuresdesides
themonitoritself.

We have alreadyimplementedhe untimedsettingandintegratedthe monitor gen-
eratorwithin alargerlogging and unit testingframewnork. Examplesand an extended
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versionof this paperincludingdetailsof theimplementatiorareavailablefrom http:
[Iruntime.in.tum.de/
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