
Monitoring of real-timeproperties

AndreasBauer,Martin Leucker,andChristianSchallhart

Institut für Informatik,TechnischeUniversiẗat München

Abstract. This paperpresentsa constructionfor runtime monitorsthat check
real-timepropertiesexpressedin timed LTL (TLTL). Due to D'Souza's results,
TLTL canbeconsideredanaturalextensionof LTL towardsreal-time.Moreover,
atypicalobstaclein runtimeveri�cation is solvedbothfor untimedandtimedfor-
mulae,in thatstandardmodelsof lineartemporallogic arein�nite traces,whereas
in runtimeveri�cation only �nite systembehavioursareat hand.Therefore,a 3-
valuedsemantics(true, false, inconclusive) for LTL andTLTL on �nite traces
is de�ned that resemblesthe in�nite tracesemanticsin a suitableand intuitive
manner. Then,thepaperdescribeshow to construct,given a (T)LTL formula,a
deterministicmonitorwith threeoutputsymbolsthatreadsa�nite traceandyields
its according3-valued(T)LTL semantics.Notably, themonitorrejectsa traceas
earlyaspossible,in thatany minimal badpre�x resultsin falseasa returnvalue.

1 Intr oduction

Runtimeveri�cation [9] is becominga populartool to complementveri�cation tech-
niquessuchasmodelcheckingandtesting,especiallyfor so-calledblackbox systems.
In a nutshell,runtimeveri�cation worksasfollows.A correctnessproperty' , usually
formulatedin somelinear temporallogic, suchasLTL [20], is given anda so-called
monitor that acceptsall modelsfor ' is automaticallygenerated.The systemunder
scrutiny aswell asthe generatedmonitor arethenexecutedin parallel,suchthat the
monitorobservesthesystem's behaviour. Systembehaviour which violatesproperty'
is thendetectedby themonitorandanaccordingalarmsignalis returned.

Monitorscanbeemployedin differentphasesof systemdevelopment:In thetesting
phase[7], the systemis executedwith typical inputs and monitorsare observed for
complaints.At customer's site,monitorscheckfor bugsthatescapedthetestingphase
andmaytriggerrecoveryactions[5].

Variousruntimeveri�cation approachesfor LTL have beenproposedalready[13,
16,17,15,23].However, thecurrentapproachessuffer—toouropinion—fromthetreat-
ment of the following obstacle:The semanticsof LTL is de�ned over in�nite (be-
havioural) traceswhereasmonitoringarunningsystemallowsanatmost�nite view. In
consequence,variousauthorshave proposedcustominterpretationsof LTL over �nite
tracesusingweakandstrongsemantics: theweakinterpretationof a formula ' w. r. t.
a �nite traceu is that if up to thepoint whereu ends,“nothing hasyet gonewrong”,
' holds. In the strongview, ' holds only if it evaluatesto tr ue within u. (see[12]
for anoverview). However, goodexamplescanbefoundfor eachof theinterpretations
and—atthesametime—alsoexamplesthatthechosenapproachis misleading.

In this paper, we proposea simple,yet—aswe �nd—convincingway to overcome
thisobstacle.Insteadof trying to de�ne atwo-valuedsemanticsfor LTL on�nite traces,
we de�ne a threevaluedsemantics,usingvaluestrue, false, and?, wherethe latter
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denotesinconclusive.Givena�nite stringu andaformula' , thetruthvaluesarede�ned
asexpected:if thereis no continuationof u satisfying' , the valueis false. If every
continuationof u satis�es' , wegofor true. Otherwise,wesay?, sincetheobservations
sofararejust inconclusiveto sayeithertrue or false.

We arguethat it is importantto work with threeinsteadof two truth values:Con-
sider, for instance,the propertyG: p statingthat no statesatisfyingp shouldoccur.
Clearly, whenp is observed,themonitorshouldcomplain.As long asp doesnot hold,
it is misleadingto saythattheformulais true, sincethenext observationmightalready
violatetheformula.Ontheotherhand,considertheformula: pU init statingthatnoth-
ing bad(p) shouldhappenbeforetheinit functionis called.If, indeed,theinit function
hasbeencalledandnop hasbeenobservedbefore,theformulais true, regardlesswhat
will happenin thefuture.For testingandveri�cation, it is importantto know whether
somepropertyis indeedtrue or whetherthecurrentobservationis just inconclusive.

Thus,in this paper, we proposea 3-valuedlogic, LTL3, which canbe interpreted
over �nite tracesbasedon the standardsemanticsof LTL for in�nite traces.Further-
more,wedescribehow to construct,givenanLTL formula,a(deterministic)�nite state
machine(FSM)with threeoutputsymbols.Thisautomatonreads�nite tracesandyields
their 3-valuedLTL semantics.Hence,it canbedirectly deployedfor runtimeveri�ca-
tion.Standardminimisationtechniquesfor FSMscanbeusedto obtainanoptimalFSM
w. r. t. numberof states.

Our 3-valuedsemanticsfor LTL roundsoff thestudyof safetypropertiesin terms
of automatain [18] from a temporallogic perspective.In [18], a badpre�x (of a Büchi
automaton),is de�ned asa �nite pre�x which cannotbe the pre�x of any accepting
trace.Dually, a goodpre�x is a �nite pre�x suchthatany in�nite extensionof thetrace
will be accepted.It is exactly this classi�cation that forms the basisof our 3-valued
semantics:“bad pre�xes” (of formulas)aremappedto false, “good pre�xes” evaluate
to true, while the remainingpre�xesyield ?. Thus,monitorsfor 3-valuedformulas
classifypre�xesasoneof good = true, bad = false, or ? (neithergood norbad).

Sincean extensionof a bad (good) pre�x is bad (good, respectively), thereis a
minimal bad(good)pre�x for every bad(good)pre�x. In runtimeveri�cation, oneis
interestedin getting information alreadyfor minimal pre�xes and one solution was
worked out in [10]. However, all “bad pre�xes” for a formula ' givesrise to false–
alsominimal ones.Thus,thecorrectnessof our monitorproceduresfor LTL andTLTL
ensuresthatalreadyfor minimal goodor badpre�xesoneof true or false is obtained.
Altogether, we geta coherentstudyof (not only safety)LTL propertiesbasedon �nite
pre�xestogetherwith optimalacceptors,asthey arecalledin [10], basedonelementary
resultsfor LTL andautomatatheory.

To makeourresulteasilyaccessibleto thereaderandto completethepicturestarted
in [10], our conceptsare�rst developedin thesettingof LTL. However, themaincon-
cernof thispaperarereal-timesystems.Therefore,wedevelopourideasalsofor TLTL,
alogic introducedin [21], which,asarguedby D'Souzain [11] canbeconsideredanat-
ural counterpartof LTL in the timedsetting.Hence,for a TLTL formula a monitor is
constructedwhich operatesover �nite timedtraces.Again, by correctnessof our con-
struction,monitorssignalfaultsor satisfaction“asearlyaspossible”.While thegeneral
scheme,aswe show, is alsoapplicablein thetimedsetting,themonitorconstructionis
technicallymuchmoreinvolved.Automatafor TLTL employ so-calledeventrecording

2



andeventpredictingclocks.Sincein runtimeveri�cation the future of a traceis not
known, predictingeventsaredif�cult to handle.We introducesymbolicrunsandshow
their bene�t for checkingpromisesef�ciently , avoiding the translationof event-clock
automatato (predicting-free)timedautomata.

[14] studiesmonitor generationbasedon LTL enrichedwith a freezequanti�er
for time. In [24,6], fault diagnosisfor timed systemsis examined,a problemthat is
more complicatedthan runtime veri�cation. However, only timed automataor event
recordingautomataareused,nopredictionof eventsis supported.TLTL is event-based,
meaningthatthesystememitseventswhenthesystem'sstatehaschanged.In [19] mon-
itoring of continuoussignalsis considered,which is intrinsicly differentto observing
discretesignalsin acontinuoustimedomain.All of thework mentionedsofaremploys
a 2-valuedsemantics.In [10], minimal pre�xesfor runtimeveri�cation arediscussed,
whichourapproachoffersfor freethanksto the3-valuedsemantics.

We have implementedtheuntimedsettingandvalidatedour approachexamininga
real-world casestudy. Themonitorgenerator, exemplifying material,a casestudy, and
a full versionof thepaperis availablefrom http://runtime.in.tum.de/ .

2 Preliminaries

For theremainderof this paper, let AP bea �nite setof atomicpropositionsand§ =
2AP a �nite alphabet.We write ai for any singleelementof § , i.e., ai is a possibly
emptysetof propositionstakenfrom AP. Finite tracesover§ areelementsof § ¤, and
areusuallydenotedby u; u0; u1; u2; : : : , whereasin�nite tracesareelementsof § ! ,
usuallydenotedby w; w0; w1; w2; : : : .

Thesetof LTL formulaeis inductively de�ned by thefollowing grammar:

' ::= tr ue j p j : ' j ' _ ' j ' U ' j X ' (p 2 AP)

Let i 2 N beaposition.Thesemanticsof LTL formulaeis de�ned inductively over
in�nite sequencesw = a0a1 : : : 2 § ! asfollows:w; i j= true, w; i j= : ' if f w; i 6j= ' ,
w; i j= p if f p 2 ai , w; i j= ' 1 _ ' 2 if f w; i j= ' 1 or w; i j= ' 2, w; i j= ' 1U' 2 if f there
existsk ¸ i with w; k j= ' 2 andfor all l with i · l < k, w; l j= ' 1, andw; i j= X '
if f w; i + 1 j= ' . Further, let w j= ' , if f w; 0 j= ' . For every LTL formula ' , its set
of models,denotedby L(' ), is a regularsetof in�nite tracesandcanbedescribedby a
correspondingBüchi automaton.

A (nondeterministic)Büchi automaton(NBA) is a tuple A = (§ ; Q; Q0; ±; F ),
where§ is a �nite alphabet,Q is a �nite non-emptysetof states,Q0 µ Q is a setof
initial states,± : Q£ § ! 2Q is thetransitionfunction,andF µ Q is asetof accepting
states.We extendthetransitionfunction± : Q £ § ! 2Q , asusual,to ±0 : 2Q £ § ¤ !
2Q by ±0(Q0; ²) = Q0whereQ0 µ Qand±0(Q0; ua) =

S
q02 ±0(Q0;u ) ±(q0; a). To simplify

notation,we use± for both± and±0. A NBA is calleddeterministicif f for all q 2 Q,
a 2 § , j±(q; a)j = 1, and jQ0j = 1. We useDBA to denotea deterministicBüchi
automaton.A run of an automatonA on a word w = a1 : : : 2 § ! is a sequenceof
statesandactions½= q0a1q1 : : : , whereq0 is aninitial stateof A andfor all i 2 N we
haveqi +1 2 ±(qi ; ai ). For a run½, let Inf(½) denotethestatesvisitedin�nitely often.A
run½of a NBA A is calledacceptingif f Inf(½) \ F 6= ; .

A nondeterministic�nite automaton(NFA) A = (§ ; Q; Q0; ±; F ) is onewhere§ ,
Q, Q0, ±, andF arede�ned as for a Büchi automaton,but which operateson �nite
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words.A run of A on a word w = a1 : : : an 2 § ¤ is a sequenceof statesandactions
½= q0a1q1 : : : qn , whereq0 is an initial stateof A andfor all i 2 N we have qi +1 2
±(qi ; ai ). The run is calledacceptingif qn 2 F . A NFA is calleddeterministicif f for
all q 2 Q, a 2 § , j±(q; a)j = 1, andjQ0j = 1. We useDFA to denotea deterministic
�nite automaton.

Finally, let usrecallthenotionof aMooremachine, alsocalled�nite-statemachine
(FSM), which is a �nite stateautomatonenrichedwith output,formally denotedby a
tuple (§ ; Q; Q0; ±; ¢; ¸ ), where§ , Q, Q0 µ Q, ± is asbeforeand¢ is the output
alphabet,̧ : Q ! ¢ theoutputfunction.Theoutputsof a Mooremachine,de�ned by
thefunction¸ , arethusdeterminedby thecurrentstateq 2 Q alone,ratherthanby input
symbols.As before,± extendsto thedomainof wordsasexpected.For a deterministic
Mooremachine,we denoteby ¸ alsothe function thatappliedto a word u yields the
outputin thestatereachedby u ratherthanthesequenceof outputs.

3 Three-valued LTL in the untimed setting
To overcomedif�culties in de�ning an adequatebooleansemanticsfor LTL on �nite
traces,we proposea 3-valuedsemantics.Theintuition is asfollows: in theory, we ob-
serveanin�nite sequencew of somesystem.For agivenformula' , thuseitherw j= '
or not. In practice,however, we canonly observe a �nite pre�x u of w. Consequently,
we let thesemanticsof u and' betrue,if uw0 j= ' for everypossiblefutureextension
w0. On theotherhand,if uw0 is not a modelof ' for all possiblein�nite continuations
w0 of u, we de�ne the semanticsof u and' asfalse.In the remainingcase,the truth
valueof uw0 and' dependson w0. Thus,we de�ne thesemanticsof u with respectto
' to be inconclusive, denotedby ?, to signalthatu itself is not suf�cient to determine
how ' will evaluatein any possiblefuturewhich is pre�xedwith u.

Formally, we de�ne our 3-valuedsemanticsin termsof LTL3 over thesetof truth
valuesB3 = f? ; ?; >g asfollows:

De�nition 1 (3-valuedsemanticsof LTL). Letu 2 § ¤ denotea �nite trace. Thetruth
valueof a LTL3 formula' w. r. t. u, denotedby[u j= ' ], is anelementof B3 andde�ned
asfollows:

[u j= ' ] =

8
><

>:

> if 8¾2 § ! : u¾j= '
? if 8¾2 § ! : u¾6j= '
? otherwise:

Now, wedevelopanautomata-basedmonitorprocedurefor LTL3. Morespeci�cally,
for agivenformula' 2 LTL3, weconstructa�nite Mooremachine, ¹A ' thatreads�nite
tracesu 2 § ¤ andoutputs[u j= ' ], thusa valuein B3.

For a NBA A, we denoteby A(q) theNBA that coincideswith A exceptfor Q0,
whichis de�nedasQ0 = f qg. Fix ' 2 LTL for therestof thissectionandletA ' denote
theNBA, which acceptsall modelsof ' , andlet A : ' denotetheNBA, which accepts
all counterexamplesof ' . Thecorrespondingconstructionis standardandexplained,
for examplein [26]. For theseautomata,weobserve:

Lemma 1. LetA ' = (§ ; Q' ; Q'
0 ; ±' ; F ' ) denotetheNBA such thatL (A ' ) = L (' ).

For u 2 § ¤, let ±(Q'
0 ; u) = f q1; : : : ; ql g. Then

[u j= ' ] 6= ? iff 9q 2 f q1; : : : ; ql g such that L (A ' (q)) 6= ; :
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Lemma 2. LetA : ' = (§ ; Q: ' ; Q: '
0 ; ±: ' ; F : ' ) denotetheNBA such thatL (A : ' ) =

L (: ' ). For u 2 § ¤, let ±(Q: '
0 ; u) = f q1; : : : ; ql g. Then

[u j= ' ] 6= > iff 9q 2 f q1; : : : ; ql g such that L (A : ' (q)) 6= ; :

Correctnessof the�rst lemmafollowsdirectly from thede�nition of acceptancefor
Büchi automataandthesecondlemmarephrasesthe�rst oneby substituting: ' for ' .

For A ' andA : ' , we now de�ne a function F ' : Q' ! B respectively F : ' :
Q: ' ! B (whereB = f> ; ?g ), assigningto eachstateq whetherthe languageof
the respective automatonstartingin stateq is not empty. Thus,if F ' (q) = > holds,
thentheautomatonA ' startingat stateq acceptsanon-emptylanguageandeach�nite
pre�x u leadingto stateqcanbeexpandedin orderto satisfy' . UsingF ' andF : ' , we
de�ne two NFAs Â ' = (§ ; Q' ; Q'

0 ; ±' ; F̂ ' ) andÂ : ' = (§ ; Q: ' ; Q: '
0 ; ±: ' ; F̂ : ' )

whereF̂ ' = f q 2 Q' j F ' (q) = >g andF̂ : ' = f q 2 Q: ' j F : ' (q) = >g .
Â ' , resp.Â : ' , acceptthe�nite tracesu for which [u j= ' ] evaluatesto 6= ? and,

respectively, 6= > .

Lemma 3. Usingthenotationasbefore, wehavefor all u 2 § ¤:

u 2 L (Â ' ) iff [u j= ' ] 6= ? and u 2 L(Â : ' ) iff [u j= ' ] 6= >

Therefore,we canevaluate[u j= ' ] accordingto Lemma3 asfollows.

Lemma 4. With thenotationasbefore, wehave[u j= ' ] = > if u 62L(Â : ' ), [u j= ' ] =
? if u 62L(Â ' ), and[u j= ' ] =? if u 2 L (Â ' ) andu 2 L(Â : ' ).

Thelemmayieldsasimpleproceduretoevaluatethesemanticsof ' for agiven�nite
traceu: we evaluatebothu 2 L(Â : ' ) andu 2 L(Â ' ) anduseLemma4 to determine
[u j= ' ]. As a �nal step,we now de�ne a (deterministic)FSM ¹A ' that outputsfor
each�nite stringu its associated3-valuedsemanticalevaluationwith respectto some
LTL-formula ' .

Let ~A ' and ~A : ' bethedeterministicversionsof Â ' andÂ : ' , whichcanbecom-
putedin the standardmannerby power-setconstruction.Now, we de�ne the FSM in
questionasa productof ~A ' and ~A : ' :

De�nition 2 (Monitor ¹A ' for a LTL-f ormula ' ). Let ~A ' = (§ ; Q' ; f q'
0 g; ±' ; ~F ' )

and ~A : ' = (§ ; Q: ' ; f q: '
0 g; ±: ' ; ~F : ' ) be the DFAs which correspondto the two

NFAsÂ ' andÂ : ' asde�ned for Lemma3. Thenwede�ne themonitor ¹A ' = ~A ' £
~A : ' astheFSM(§ ; ¹Q; ¹q0; ¹±; ¹̧ ), where ¹Q = Q' £ Q: ' , ¹q0 = (q'

0 ; q: '
0 ), ¹±((q; q0); a) =

(±' (q; a); ±: ' (q0; a)) , and ¹̧ : ¹Q ! B3 is de�nedby

¹̧ ((q; q0)) =

8
<

:

> if q0 62~F : '

? if q 62~F '

? if q 2 ~F ' andq0 2 ~F : ' :

We sumup our entireconstructionin Fig. 1 andconcludeby formulatingthecor-
rectnesstheorem.

Theorem1. Let ' 2 LTL3 andlet ¹A ' = (§ ; ¹Q; ¹q0; ¹±; ¹̧ ) bethecorrespondingmoni-
tor. Then,for all u 2 § ¤ thefollowing holds:[u j= ' ] = ¹̧ ( ¹±( ¹q0; u)) .
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'
'

: '

A '

A : '

F '

F : '

Â '

Â : '

~A '

~A : '

¹A

Input (1) Formula (2) NBA (3)
Emptiness
perstate (4) NFA (5) DFA (6) FSM

Fig.1. Theprocedurefor getting[u j= ' ] for a given'

Complexity. ConsiderFig. 1: Given' , step1 requiresusto replicate' andto negate
it, i.e., it is linear in theoriginal size.Step2, theconstructionof theNBAs, causesan
exponentialblow-up in theworst-case.Steps3 and4, leadingto Â ' andÂ : ' , do not
changethesizeof theoriginal automata.Then,computingthedeterministicautomata
of step5, might againrequireanexponentialblow-up in size.In total theFSM of step
6 will havedoubleexponentialsizewith respectto j' j.

While thesizeof the�nal FSMis in O(22n
) whichsoundsalot, standardminimisa-

tion algorithmsfor FSMscanbeusedto deriveanoptimaldeterministicmonitorw. r. t.
thenumberof states.Optimality implies thatany othermethod,in theworstcase,has
thesamecomplexity. Bettercomplexity resultsin otherapproachesareeitherdueto us-
ing a restrictedfragmentof LTL or otherwiseimply thatthechosentemporaloperators
might not limit theexpressive power of LTL but sometimesimposelong formulasfor
encodingthedesiredbehaviour.

That said,we have implementedthe determinisationof NFAs andthe productfor
obtaining ¹A (steps4–6) in anon-the-�y fashion.This techniqueis well known for ex-
amplein compiler construction[1]. Our examplescon�rm hugesavings in memory
consumption.

4 Three-valued LTL in the timed setting—TLTL

In this part, we extendthe approachdevelopedin the precedingsectionto the timed
setting.Thus,thegoal is to dynamicallycheckreal-timespeci�cationsformulatedin a
timedtemporallogic. WeusetimedLTL (TLTL for short),a logic introducedin [21], in
theform presentedin [22]. Thelanguageexpressibleby aTLTL formulacanbede�ned
by event-clock automata[4], a subclassof timedautomata. It wasshown in [11] that
TLTL correspondsexactly to theclassof languagesde�nable in �rst-order logic inter-
pretedover timedwords.Thus,it canbeconsideredasthenaturalcounterpartof LTL
for thetimedsetting.Giventhetranslationto event-clockautomatain theliterature[22],
we baseour timedruntimeveri�cation approachonTLTL andevent-clockautomata.

4.1 Preliminaries

Let us�x analphabet§ of actionsfor therestof thissection.In thetimedsetting,every
symbola 2 § is associatedwith anevent-recordingclock, xa , andanevent-predicting
clock, ya. An (in�nite) timed word w over the alphabet§ is an (in�nite) sequence
of timed events(a0; t0)(a1; t1) : : : consistingof symbolsai 2 § , andnon-negative
numberst i 2 R¸ 0, suchthatfor eachi 2 N, t i < t i +1 (strict monotonicity), andfor all
t 2 R¸ 0 thereis ani 2 N suchthatt i > t (progress). Furthermore,for w asabove,we
call its sequenceof actions(theprojectionto the�rst component)theuntimedword of
w, denotedby ut (w).
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To simplify notation,weabbreviate(§ £ R¸ 0) by T§ . Thus,a �nite timedword is
anelementof T§ ¤ andthedomainof in�nite timedwordsis denotedby T§ ! . Given
an(in�nite) timedwordw, thevalueof theevent-recordingclockvariablexa atposition
i of w equalst i ¡ t j , wherej representsthelastpositionprecedingi suchthataj = a.
If no suchpositionexists,thenthevalueof xa remainsunde�ned,denotedby ? . The
event-predictingclock variableya at positioni equalstk ¡ t i , wherek representsthe
next positionafter i suchthat ak = a. If no suchpositionexists, again,the variable
remainsunde�ned.Thesetof all event-clocksis denotedby C§ = f xa ; ya j a 2 § g.
A clock valuationfunctionover a timed word w, ° i : C§ ! R¸ 0 [ f?g assignsa
positive real,or unde�nedvalueto eachclock variablecorrespondingto positioni . We
abbreviateR¸ 0 [ f?g by T? .

A clock constraint comparesa clock valueto a naturalnumber. Let ª (C§ ) denote
the set of clock constraintsover C§ . Formally, a clock constraintÃ 2 ª (C§ ) is a
conjunctionof formulaeof the form z ./ c, wherez 2 C§ , ./ 2 f <; · ; ¸ ; > g and
c 2 N. For clockconstraintÃ andclockvaluationfunction° , wewrite ° j= Ã to denote
thatw.r.t. ° , constraintÃ is ful�lled, where? ./ c for c 2 N and./ 2 f <; · ; ¸ ; > g
doesnotholdandtheremainingcasesarede�ned in theexpectedmanner.

4.2 Syntaxand semanticsof TLTL 3

Let § bea �nite setof actions.A setof formulas' of TLTL is de�ned by thegrammar
' ::= tr ue j a j Ca 2 I j B a 2 I j : ' j ' _ ' j ' U ' j X ' (a 2 § );

whereCa is theoperatorthatmeasuresthetime elapsedsincethelastoccurrenceof a,
andB a theoperatorthatpredictsthenext occurrenceof a within atimedinterval I 2 I .
Thesetof intervalsI containsintervalsof the form (l ; r ), [l ; r ), (l ; r ], or [l ; r ], where
l ; r 2 R¸ 0 [ f1g . Without lossof generality, we assumel < r , exceptfor [l ; r ], and
for intervals(l ; r ], or [l ; r ] thatr 6= 1 . To simplify notation,weuse[( and)] for interval
borderswhichcaneitherbe( or [, respectively ); ].

Thesemanticsof TLTL formulaearede�ned inductively over in�nite timedwords
w 2 T§ ! , wherew = (a0; t0)(a1; t1) : : : , and i 2 N¸ 0 as follows: w; i j= true,
w; i j= : ' if f w; i 6j= ' , w; i j= a if f ai = a, w; i j= Ca 2 I if f ° i (xa) 2 I , w; i j=
Ba 2 I if f ° i (ya ) 2 I , w; i j= ' 1 _ ' 2 if f w; i j= ' 1 or w; i j= ' 2, w; i j= ' 1U' 2 if f
9k ¸ i with w; k j= ' 2 and8l : (i · l < k ^ w; l j= ' 1), w; i j= X ' if f w; i + 1 j= ' .
Further, let w j= ' , if f w; 0 j= ' .

Analogouslyto the untimedcase,we now de�ne a 3-valuedsemanticsfor TLTL,
from this pointonwardsdenotedasTLTL3, asfollows:

De�nition 3. Let u 2 T§ ¤ denotea �nite timed trace. The truth valueof a TLTL3

formula' w. r. t. u, denotedby [u j= ' ], is anelementof B3 andde�nedasfollows:

[u j= ' ] =

8
><

>:

> if 8¾such thatu¾2 T§ ! u¾j= '
? if 8¾such thatu¾2 T§ ! u¾6j= '
? otherwise:

4.3 Symbolic runs of event-clockautomata

We �rst recall thede�nition of anevent-clockautomaton:Givena �nite setof clocks,
C§ , wede�ne anevent-clockautomatonasa�nite stateautomatonwhoseedgesarean-
notatedbothwith inputsymbolsandwith clockconstraintsasA ec = (§ ; Q; Q0; E ; F ),
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where§ is a �nite input alphabet,Q a �nite setof states,Q0 µ Q areinitial states,
F µ 2Q is a set of acceptingstates(generalizedBüchi acceptancecondition) and
E µ Q £ § £ ª (C§ ) £ Q a setof transitions.An edgee = (q; a; Ã; q0) representsa
transitionfrom stateq uponsymbola to q0, wheretheclock constraintÃ thenspeci�es
whene is enabled.For anevent-clockautomatonA, let K A denotethebiggestconstant
appearingin someconstraintof A ; wewrite K whenA is clearfrom thecontext.

A timedrun µ of an automatonA ec = (§ ; Q; Q0; E ; F ) over a timed word w 2
T§ ! startingin (q0; ° 0) is anin�nite sequenceof state-valuationtuplesandtransitions
(q0; ° 0)

®1! (q1; ° 1)
®2! : : : with qi 2 Q, and° i beingtheevaluationfunctionassigning

for everyelementfrom § thevalueof therecordingandpredictingeventclockscorre-
spondingto ®i , where®i 2 T§ is a timedeventof theform (ai 2 § ; t i 2 R¸ 0), and
for all i ¸ 1 thereis atransitionin E of theform (qi ¡ 1; ai ; Ã; qi ) suchthat° i j= Ã. A ec

acceptsµ, if f for eachFi 2 F , a stateq 2 Fi existssuchthatq occursin�nitely often
in µ. ° 0 is initial (w.r.t. w) if ° 0(xa ) = ? and° 0(ya) = t i if ®i = (a; t i ) andfor j < i
and®j = (aj ; t j ), aj 6= a, and° 0(ya) = ? if a doesnot occurin w. Then,thetimed
languageacceptedby A ec, denotedasL(A ec), is thesetof timedwordsfor which an
acceptingrunof A ec existsstartingin (q0; ° 0), for someq0 2 Q0 andtheinitial ° 0.

For runtimeveri�cation predictingclock variablesposea problem,sinceinforma-
tion aboutthefutureoccurrenceof anactiona is predicted,but this informationis not
availableyet.Wesolvethisproblemby representingthevalueof somepredictingclock
variablesymbolically. A symbolicclock valuationfunction¡ : C§ ! T? [ I assigns
a positive real,or unde�nedvalueto eachrecordingclock variableandan interval or
unde�nedvalueto eachpredictingclock variable.The interval constrainsthepossible
valuesof a predictingvariable.To simplify notation,we identify ¡ (ya) = (l ; r ) with
theconstraintya > l ^ ya < r (andsimilarly for borders[ and]).

For a symbolicclock evaluation¡ , we de�ne thefollowing threeoperations:time
elapse, reset, andconjunction. Given an elapsedtime t 2 R¸ 0, ¡ 0 = ¡ + t, where
¡ 0(xa ) = ¡ (xa ) + t andfor ¡ (ya) = [(l ; r )], we set¡ 0(ya ) = [(l _¡ t; r ¡ t)], where
_¡ yields at least0. If r ¡ t < 0, then¡ 0 is invalid. ¡ resetby actiona, denotedby
¡ #a, setsxa = 0 and removesall constraintson ya , andwe set ¡ 0(ya) = [0; 1 )
and ¡ 0(zb) = ¡ (zb) for all b 6= a. The conjunctionof ¡ with constraintÃ yields
¡ 0 = ¡ ^ Ã, whereeachpredictingclockya is combinedwith theconstraintsof Ã which
involve ya , i. e., for a 2 § , ¡ 0(ya ) = ¡ (ya) ^

V
f ya ./ c µ Ãg. We call ¡ 0 invalid,

if for someya , ¡ 0(ya) is not satis�able. Furthermore,a transition(q; a; Ã; q0) 2 E
is applicableto a pair (q; ¡ ), if the constraintsxb ./ c in Ã are satis�ed by ¡ , for
all b 2 § , and0 2 ¡ (ya). If (q; a; Ã; q0) 2 E is applicable,thenthe corresponding
successorof (q; ¡ ) is (q0; ¡ 0), where¡ 0 = (¡ #a) ^ Ã.

A symbolictimedrun £ of an automatonA ec = (§ ; Q; Q0; E ; F ) over a timed
word w 2 T§ ! startingin (q0; ¡ 0) is anin�nite sequenceof state-symbolic-valuation
tuplesandtransitionsasfollows: (q0; ¡ 0)

®1! (q1; ¡ 1)
®2! : : : with qi 2 Q, and¡ i being

a symbolicvaluationfunction,wherefor each(qi ¡ 1; ¡ i ¡ 1)
(a i ;t i )

! (qi ; ¡ i ), thereexists
sometransition(qi ¡ 1; ai ; Ã; qi ) applicableto (qi ¡ 1; ¡ i ¡ 1 + t i ) and(qi ; ¡ i ) is theresult
of this application.Thenotionof acceptancefor symbolicrunscorrespondsto thatof
runs,i. e., for eachFi 2 F thereis someq 2 Fi occurringin�nitely often.We call ¡ 0

initial if for a 2 § , ¡ 0(xa ) = ? and¡ 0(ya) = [0; 1 ).
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Theorem2. LetA ec = (§ ; Q; Q0; E ; F ) beanevent-clockautomatonandw 2 T§ ! .
Then,thereis anacceptingrun onw startingin (q0; ° 0) iff thereis a symbolicaccepting
run onw startingin (q0; ¡ 0) for initial ¡ 0.

The importantfactabouttheprevioustheoremis that ° 0 is dependenton w (since
eachpredictingclockya hastobeinitialisedto matchthe�rst occurrenceof a), while ¡ 0

is independentof w. Thus,symbolicrunsarea suitabledevice for runtimeveri�cation.

4.4 A monitor procedure for TLTL 3

We canassumethat for someproperty' aswell as its negation,an event-clockau-
tomatonis given, acceptingpreciselythe modelsof ' respectively : ' (see[22] for
details).Looking at theschemedevelopedin theuntimedsetting,we arenow tempted
to checkfor everystateq of theevent-clockautomaton,whetherthelanguageaccepted
from stateq is empty. However, this would yield wrong conclusions,ascanbe seen
in Fig. 2. While the languageacceptedin state2 is non-emptyand,despite,state2 is

0 1 2
a b[x a ¸ 2]

a[x a · 1]

Fig.2. Event-clockautomaton

reachable,the automatondoesnot accept
any wordwhenstartingin state0. Thecon-
straint whenpassingfrom 1 to 2 requires
theclockxa to beat least2. This,however,
preventstheloop in state2 to betaken.

Wethereforedecidedto workontheso-calledregionautomaton(for alternativessee
Remark2 on page11). Recall thatK denotesthebiggestconstantoccurringin some
constraintof the event-clockautomaton.Two clock valuations° 1, ° 2 arein the same
region,denotedby ° 1 ´ ° 2 if f

– for all z 2 C§ , ° 1(z) = ? iff ° 2(z) = ? , and (agreementonunde�ned)
– for all z 2 C§ , if ° 1(z) · K or ° 2(z) · K , thenb° 1(z)c = b° 2(z)c, and

(agreementon integral part)
– for all a 2 § , let h° (xa )i = dxae¡ ° (xa) andh° (ya)i = ° (ya) ¡ byac. Then,for

all z1; z2 2 C§ with ° 1(z1) · K and° 2(z2) · K ,
² h° 1(z1)i = 0 if f h° 2(z1)i = 0
² h° 1(z1)i · h° 1(z2)i if f h° 2(z1)i · h° 2(z2)i . (agreementon fraction'sorder)

A clock region is anequivalenceclassof ´ . Let R denotethesetof all regions.
The key propertyof the region equivalenceis stability [3]: given states andtwo

equivalentvaluations° 1 and° 2, then(s0; ° 0) is ana-successorof (s; ° 1) if f (s0; ° 00) is
oneof (s; ° 2) for suitable° 00equivalentto ° 0. Lifting this to in�nite runs,weget:

Lemma 5. Let A ec bean event-clock automaton,q somestateof A ec, and° 1; ° 2 two
valuationswith ° 1 ´ ° 2. Let ¹w 2 § ! . Then,there existsan acceptingrun on some
in�nite timedword w1 2 T§ ! with ut (w1) = ¹w starting in (q; ° 1) iff there existsan
acceptingrun on somein�nite timedword w2 2 T§ ! with ut (w2) = ¹w starting in
(q; ° 2).

Notethattheso-calledzoneequivalence[2] is notstable.
For completeness,we give thetranslationof anevent-clockautomatonto a region

automaton,aspresentedin [22], whosestatesactuallyserve their purposein our ap-
proach,becauseof thepreviouslemma.
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A clockregion· 2 is atimesuccessorof aclockregion· 1, denotedby · 2 2 TS(· 1),
if f for all ° 2 · 1 thereis somet 2 R¸ 0 suchthat ° + t 2 · 2. Here,° 0 = ° + t is
de�ned as° 0(xa) = ° (xa) + t and° 0(ya) = ° (ya) ¡ t. To simplify notation,let us
�x anevent-clockautomatonA ec = (§ ; Q; Q0; E ; F ). Theregionautomatonof A ec is
the(generalized)Büchi automatonR(A ec) = (§ r ; Qr ; Qr

0; E r ; F r ), where

– Qr = f (l ; ·; ³ ) j l 2 Q; · 2 R; ³ 2 f t; dgg is thesetof states
– Qr

0 = f (l ; ·; ³ ) 2 Qr j l 2 Q0; 8a 2 § ; · (xa) = ? ; ³ = dg is thesetof initial
states

– § r = § [ f ²g
– E r = E r

d [ E r
t is theunionof untimedandtimedtransitions,where

² E r
d = f (( l1; · 1; t); (l2; · 2; d); a) j (l1; a; Ã; l2) 2 E and

9· 3 s.t. · 1 = · 3[ya := 0]; · 2 = · 3[xa := 0]; and· 3 j= Ãg
² E r

t = f (( l ; · 1; d); (l ; · 2; t); ²) j · 2 2 TS(· 1)g
– F r = f F r

i j Fi 2 F g [ f Fx a j Ca 2 I 2 Sub(' )g [ f Fya j Ba 2 I 2 Sub(' )g,
² wherefor Fi 2 F , F r

i = f (l ; ·; ³ ) j l 2 Fi g
² Fx a = f (l ; ·; ³ ) j 8° 2 · ° (xa ) = 0 _ ° (xa ) > c _ ° (xa) = ?g
² Fya = f (l ; ·; ³ ) j 8° 2 · ° (ya) = 0 _ ° (ya) = ?g

Notethat theregion automatonasde�ned hereis a Büchi automatonandthus,the
acceptedlanguageis asequenceof (untimed)wordsover§ . Thus,it is easyto compute
for everystate,whethertheaccepted(untimed)languageis emptyor not.For everystate
(l ; ·; ³ ) with anon-emptylanguage,stabilitynow guaranteesthatfor each° 2 · , there
is someacceptingrun of theoriginal event-clockautomatonstartingin (l ; ° ) for some
timed word w. Dually, if the acceptedlanguageis empty, the underlyingevent-clock
automatonhasnoacceptingrun startingin (l ; ° ) for any ° 2 · andany w (Lemma5).

We now describea procedurethat readstimedeventsanddecideswhetherfurther
eventsmightyield anacceptingrun (satisfyingtheformulato check).

Theprocedureis basedon theevent-clockautomatonaswell astheregionautoma-
ton. It follows the possiblesymboliccomputationsfor the given input alongthe lines
of theevent-clockautomaton.To decide,whetherfutureeventsmight contributeto an
acceptingrun, theregionautomatonis consulted.

Let us �x anevent-clockautomatonA ec andits region automatonR(A ec) for the
moment.Let usconsiderthetimedword w = (a0; t0)(a1; t1) ¢¢¢2 T§ ! . Recallthat
(a0; t0) actuallymeansthatthe�rst actiona0 occursat time t0.

Let ¡ 0 be the initial symbolicvaluationof A ec andl0 oneof the initial statesof
A ec. Now, for the �rst event (a0; t0), we computethe setof successorsw.r.t. A ec. If
this setis empty, the underlyingformula is obviously violated.If not, eachsuccessor
is a pair (l ; ¡ ). Each(l ; ¡ ) now correspondsto a setof statesin theregion automaton.
If andonly if for all of themtheacceptedlanguageis empty, theunderlyingproperty
is violated,which follows directly from Theorem2 andLemma5. We continuewith
eachsuccessorstate(l ; ¡ ) for whicha correspondingacceptingstateof R(A ec) exists,
readingtheinputevent.

Thus,thegeneratedprocedurekeepsasetof possiblestate-symbolicvaluationpairs
that representthepossiblecurrentstatesof A ec (giving credit to thenon-deterministic
natureof A ec). Furthermore,the transitiontableof A ec andthe statesof R(A ec) en-
richedwith emptinessperstateinformationarestoredaslook-uptables.
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'
'

: '

A '
ec

A : '
ec

R '

R : '

F '

F : '

¹A

Input (1) Formula (2) ECA (3) Region
automaton

(4)
Emptiness
perstate

(5) Monitor

Fig.3. Theprocedurefor getting[u j= ' ] for a given' 2 TLTL3 .

Remark1. To enhancethepracticalapplicabilityof ourapproach,weadjusttheproce-
dureslightly: theformal framework describedabove requiresthemonitor to complain
if f for somepre�x (a0; t0) : : : (ai ; t i ) noacceptingrunexists.In particular, it is assumed
that “a watch is consultedonly when someaction occurs”.But the time transitions
yielding thesubsequentregionsin theregion automatonactually(often)constrainthe
possibleoccurrenceof somefutureeventa. For eachcurrentvaluation¡ corresponding
to a setof regions,we checkin R(A) thepossibleacceptingtime successorsandcom-
putea maximaltime boundbeforesomeeventhasto occurto reachanacceptingstate.
Thus,in practice,wecanseta timer interrupt,whensuchaboundexists,anddecidefor
rejection,whena timeoutoccursbeforea suitableactionhasbeenread.

Theoverall monitorprocedurefor TLTL3 is similar to theuntimedcaseandsum-
marisedin Fig.3.However, sincewehavetoconsidertheregionautomaton(with empti-
nessper stateinformation) togetherwith the currentclock valuationto computethe
timedsuccessor, wedonotgetanNFA neithercandeterminiseto getaDFA (at leastin
a straightforwardmanner).We thereforeproposefor theoverall monitorprocedureto
rely onR(A '

ec) andR(A : '
ec ) in anon-the-�y manner, asdescribedabove.

Remark2. We have usedregion automatato keepour presentationshortandsimple.
Thekey propertyof ourmonitorconstruction,however, is stabilityof theregionequiv-
alence.Thus,our approachcanbeimprovedby takinga coarserstablepartitionof the
underlyingtimed transitionsysteminsteadof the region equivalence.Suchpartitions
havebeenstudiedextensively in [25].

Complexity. ConsiderFig. 3 andobservethatstep1 is constant.Theregionautomaton
of A '

ec (resp.A : '
ec ) is exponentialwith respectto thelengthof theunderlyingformula

' aswell asthe largestconstantK appearingin ' . Following the differentpathsfor
somepre�x (dueto thenon-determinismof theregion automaton)might causefurther
exponentialblow-up in space,in theworstcase.

5 Conclusions

The paperpresenteda monitor constructionfor (T)LTL formulae.For LTL, we have
shown theconstructionto beoptimal,in thatno smallerdeterministic�nite statemon-
itor acceptingthesamelanguageasourscanbeconstructed.For both,LTL andTLTL,
theconstructionre�ects minimality, suchthattrueor falseis returnedby themonitoras
earlyasanobservedbehavioural traceallows. The latter is an implicit propertyof the
constructedmonitoranddoesnot requireadditionalanalyses,or datastructuresbesides
themonitoritself.

We have alreadyimplementedtheuntimedsettingandintegratedthemonitorgen-
eratorwithin a larger logging andunit testingframework. Examplesandan extended

11



versionof thispaperincludingdetailsof theimplementationareavailablefrom http:
//runtime.in.tum.de/
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