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Abstract

Reactivaistributedsystem$iavepervadedverydayife
andobijects but oftenlack measuesto ensue adequateoe-
haviourin the presencef unforeseereventsor evenerrors
at runtime As interactionsand dependenciewithin dis-
tributedsystemsncrease the problemof detectingfailures
which dependntheexactsituationandernvironmentcondi-
tionsthey occurin grows.Asa result,notonly thedetection
of failuresis increasinglydif cult, but alsothe differentia-
tion betweerthe symptomf a fault, and the actual fault
itself, i. e., the causeof a problem.

In this paper we presenta novel and ef cient approacd
for analysingreactivedistributedsystemsit runtime in that
we provide a framewvork for detectingfailures as well as
identifyingtheir causesOur approad is baseduponmon-
itoring safety-poperties speci edin thelinear timetempo-
rallogic LTL (respectivelyTLTL) to automaticallygeneiate
monitor componentsvhich detectviolations of theseprop-
erties. Basedon theresultsof themonitors, a dedicateddi-
agnosisis thenperformedin order to identify explanations
for the misbehaviourof a system. Thesemay be usedto
storedetailedlog les, or totrigger recoverymeasues.Our
frameworkis built modular layered,andusesmetely a min-
imal communicatioroverhead—especiallghencompaed
to other similar appracdes.Further, wesketc r stexperi-
mentalresultsfromour implementationsand describehow
it canbeusedto build a variety of distributedsystemsising
our techniques.

1. Intr oduction

Reactivereal-time systemsare increasinglyembedded
and, due to moderncommunicationand fault-tolerantbus
technologiesalsoincreasinglylaid out asdistributed sys-
tems. Often they control safety-criticalapplicationsand
have alreadypenadedeverydaylife, e.g., in termsof au-
tomotive control-systemsisedin present-dayars,mobile
phonespr modernaircraftsystems.

In generalterms,a real-timesystems onein which the

temporalaspectsare part of its speci cation. As suchnot
only thecorrectnessf acomputedesultis crucial,but also
thetime at which it is produced. In caseof anembedded
systemit is usuallythe ernvironmentwhich imposesa strict
frequeng upon the systemwhich needsto reactand re-
spond,i. e., follow hard deadlines Suchsystemsaremore
preciselyreferredto asreactivesystem$11]. However, not
only embeddedystemsanbereactive; mary businessn-
formationsystemsarealsotypically labelledasbeingreal-
time sensitve, or reactive. Unlike in the embeddedvorld,
however, mary deadlinesn businessnformation systems
aresoftdeadlinesi. e.,someof themmaybemissedby the
systemwithout fatal consequencesn the environmentor
evenhumarnlife.

The designand developmentof embeddedystemsges-
pecially in a safety-criticalsettingsuchas automotve, for
instancecanbe guidedby the useof formal methodg28],
suchas model checkingor deductve reasoning,in order
to increaseour con dencein the correctnesof the sys-
tem. However, formal methodseemployedin the designand
developmentprocessalone cannotguaranteahat systems
aresufciently preparedo dealwith unforeseereventsor
evenerrors, probablyinducedby theervironment.More so,
certainassumptionsnadeduring the developmentprocess,
e.g., predeterminedault models,may prove to be inade-
guatein areal-world setting.

1.1 Relatedwork

Althoughalot of today's systemareequippedvith cus-
tom built-in diagnosticmechanismsthey usually provide
insufcient meango distinguishbetweenthe symptom®f
afault,i. e.,anobsenedfailure, andthe actualfault itself,
i. e.,its cause Diagnosticss thenoftenreducedo a mere
recordingof symptoms. To addresghis problem,various
improvementsveresuggestedswell asimplementedfor
instanceaddingadditionalknowledgeaboutthe systenun-
der scrutiry in termsof causeand symptom-“tables”, re-
ecting the effectsof certainfailures[17, 14]. Thesemay
beobtainedprior from adedicatechazardandrisk analysis,
or directly from theengineersvho designedhe systemand



know aboutits possibleways of failure [27, 26, 10]. The
downsideof thesesolutions,however, is that suchknowl-
edgebasically constitutesassumptionsand as suchthese
may beinvalidatedby thereal-world, e.g., whensituations
occurthatarenot explicableusingthis knowledge.

Anotherapproacho obtaina moreholistic view on dis-
tributed systemshasbeenintroducedin [13]: global sys-
tem propertiesare monitoredusing watchdogswhich are
transparentlyistributedamongsthe systems components
in orderto detectviolationsof theseproperties.The holis-
tic view is thenobtainedby exchangingdiagnosisnessages
betweerthewatchdogseachattachedvith atime stamp,n
orderto identify thosesystemparts/vatchdogsvhereaner-
ror initially occurred.However, dependingon the property
thepriceto payfor thissolutionareO( , ) extramessages,
which needto be continuouslycommunicatedwheren is
thenumberof watchdogsused.

1.2 Contrib ution

In this paperwe introducea combinedframenvork for a
dedicateduntimeanalysiswvhich avoids mary of the prob-
lemsthat currentlyexist in monitoringanddiagnosingdis-
tributedreactve systemsWe sketchthetheoreticafounda-
tions for our framework, and provide experimentalresults
from ourimplementations.

Basically the framewnork asis combinestwo novel ap-
proaches,rst for detectingfailuresat runtime, and then
secondlyfor analysingtheir causegequiringonly a mini-
mal communicatioroverhead;n fact, only linear with re-
spectto the numberof usedwatchdogsandonly in caseof
asystemerror. Unlikefailuredetectiorby meansof system
monitoring,the identi cation of failuresis only performed
using a dedicatedsystems diagnosisif, prior, a monitor
hasnoticeda certainmisbehaiour. As such,thereexists
no continuouscomputatiorandcommunicatiorpenaltyfor
diagnosis,in casethe systemunderscrutiry works as ex-
pected.

In contrasto mary similarapproaches.g.,[6, 13, 25,
we alsoprovide meansto explicitly specifyandautomati-
cally reasoraboutreal-timepropertiesand systemswhich
is animportantprerequisitevhendealingwith hard dead-
lines. The experimentalresultsdemonstratehe feasibility
of our approachand hint to the scalability of the methods.
Moreover, the framewvork canbe downloaded(seehttp:
/lruntime.in.tum.de/ ), andis developedand pub-
licly availablein termsof anopen-sourc@roject.

Notice in the remainderof this paper we refer to our
work in termsof aruntimere ection framevork, indicating
asystems ability to reasorandre ect aboutits own operat-
ing modesandoverallsystenstateatruntimeby employing
our framawork, in a e xible andhighly customisabldash-
ion.

Outline. After a brief overvien on the overall architec-
ture in the next section,we provide more details on our
employed methodsfor performingruntime analysis. We,

therefore, rst discussthe backgroundf runtimeveri ca-

tion (seeSec.3), andthen of model-basedliagnosis(see
Sec.4). Afterwards,we develop,at the endof eachrespec-
tive section,our particularapproactandrealisationof that
accordingmethod.Then,in Sec.5, we provide sometech-
nical insightsinto the implementatiorof our methodsand,
nally , concludethe paperin Sec.6.

2. Architectural overview

In this sectionwe rst presentanarchitecturabverview
on our runtimere ection framawork. First, we considerits
structuremerelyin termsof the existing layers,and with-
out regardingin particularthe distribution of its underlying
componentsvithin thelayers.Then,we describeheorgan-
isationof the individual component®f our framevork by
meansof giving a brief intuitive example,re ecting more
on the distributed natureof our architectureandthe appli-
cationto beanalysedt runtime.

2.1 The layeredview

The architecturds a layeredandmodularone,in thatit
well-supportsa separatiorof concernsthatis, the different
tasksof the analysisare handledby separatdayerswhich
communicateonly throughminimal interfaces,asis indi-
catedin Fig. 1.
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Figure 1. An application and the layers of the
runtime re ection framework.

Let the applicationunder scrutiry be a (possibly) dis-
tributed reactve system, instrumentedand/or annotated
to producean outside-visiblestreamof (internal) system
events.



Logging—Recordingof systemevents. A dedicatedog-
ging layer in our architectures thenthe only part of the
runtimere ection framework directly known to the appli-
cationitself. The distributed application,embeddednto
the framework, employs specialcodeannotationsn order
to producethe visible systemevents,which are then col-
lectedandcommunicatedurtherby ourlogginglayer. The
annotationgretheonly prerequisitesnecessaryvithin the
applications code,in orderto beableto useourframenork
in conjunctionwith anapplication.

Further the logging layer allows to register so-called
loggersfor observinghe streamof systemevents,andthus,
to re ect upontheruntimebehaiour of the executedappli-
cation.A loggermightbepartof theapplicationitself, e.g.,
to extractmoregeneraktatisticson the overall systemutil-
isation, or to recordsystemeventsmerelyto a le during
a unit-testsession.However, whenwe employ thelogging
layer in conjunctionwith the completeruntime re ection
framawork, we usethe layer to deliberatelydecouplethe
applications codefrom the remaininglayersin the frame-
work.

In particulay the applications code does not contain
ary knowledgeon the propertiesvhich aremonitored,and
which arethenusedsubsequentlyor deducinga diagnosis
in caseof an error. Therefore,we can changethe moni-
toredpropertiesandthe systemdescription(asusedby the
diagnosis)even on-the- y, during their executionwithout
interruptingthe runningapplication.

Monitoring—F ailur e detection. The monitoring layer
consistof a numberof monitors(complyingto the logger
interfaceof the logginglayer)which obsene the streamof

systemeventsprovided by the logging layer. Its taskis to

detecthepresencef failuresin thesystenmwithoutactually
affectingits behaviour. It is implementedsia automatically
genemted monitors which—eachlocally with respecto a
certainsubsystenor systems component—monitosafety
properties(seeSec.3).

Intuitively a safety property assertsthat “nothing bad
happens”.Therefore safetypropertiesmposeminimal re-
guirementsupon the systemwhich musthold in orderto
have somesort of a well-de ned behaiour. They do not,
however, impose a speci ¢ behaiour on the systemas
such. A typical exampleis the exclusion of certaincrit-
ical systemstates,e.g., one always wantsto ensurethat
. (critical 1 » critical ) holds.

If aviolation of asafetypropertyis detectedn somepart
of the system the generateanonitorswill respondwith an
alarmsignalfor subsequendiagnosis.

Diagnosis—Hailur e identi cation.  We deliberatelysep-
aratetheidenti cation of causedgrom the detectionof fail-
uresin termsof a dedicateddiagnosissystem. The diag-

nosislayer collectsthe verdictsof the distributedmonitors
anddeducesanexplanationfor the currentsystemstate.

For this purposethediagnosidayerinfersaminimal set
of systemcomponentsywhich mustbeassumedaulty in or-
derto explainthe currentlyobsenedsystemstate.The pro-
cedureis solelybasedipontheresultsof the monitors,and
assuch,the diagnostidayeris not directly communicating
with theapplication but rathercreatesvith eachdiagnosis
“snapshot’of thesystematagiventime. Thisbearsamajor
adwantagein thatno extra messageseedto be exchanged
betweerall themonitorsin orderto obtaina holistic system
view.

Our diagnosticlayer theninfers a systemmodelwhich
incorporatesand re ects the obsened failures, and com-
paresit with aninternalreferencanodel. The differences
found constitutepossiblecausedor failure. Basically this
approachs baseduponanef cient realisationof thetheory
of consisteng-basedliagnosigseeSec.4).

Mitigation—F ailur e isolation. The results of the sys-
tem's diagnosisare then usedin orderto isolate the fail-
ure, if possible.However, dependingon the diagnosisand
the occurredfailure, it may not always be possibleto re-
establisha determinedsystembehaiour. Hence,in some
situations,e.g., occurrenceof fatal errors,a recovery sys-
tem may merely be ableto storedetaileddiagnosisinfor-
mationfor off-line treatment.

In thefollowing sectionsfor brevity, we thereforefocus
on the rst two layers, monitoring and diagnosis,and es-
tablishthe theoreticalfoundationsfor our framework, and
sketchits implementatiorelongwith somepreliminaryre-
sults.

2.2 The distrib uted-systemview

Sofar, we merelydiscussedhe tier-structureof our ar
chitecturewhile we did mostlyignorethedistributednature
of it. However, thedistributionis orientedtowardsthelayer
ing of theframawork: thelogginglayerandthe monitoring
layer consistboth of a numberof differentsoftware com-
ponentswhich aredistributedthroughouthe systemunder
scrutiry; thatis, dependingon the granularityand number
of the system$ componentsEachlocal monitorthencom-
putesa verdict on the locally obsened event streamand
providesthis verdict for further, subsequentliagnosisre-
gardingthe systems generaktatus.Thediagnosisandmit-
igationlayers,in contrasto loggingandmonitoring,arere-
alisedin termsof centraliseccomponentsyhich collectthe
information of the monitorsin orderto computeandreact
uponaglobalsystenview.

For instance considerFig. 2, wherewe shav an exam-
ple applicationconsistingof four distributed components,
. To monitor the overall systembehaiour of
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Figure 2. Distrib uted monitoring & diagnosis.

this application,we employ four dedicatednonitoringap-

is thenlocally observingthe outputof a singlecomponent,
Ci, and computests verdicton the correctnes®f the ob-

sened outputstreamso far. Thesedistributedverdictsare

then transmittedback to the centraldiagnosiscomponent
for further treatmentvia the applications communication
infrastructurevhich, dependingnthenatureof thesystem,
may be a physicalbus systemor merely remoteprocedure
calls,for instance.

3. Runtime veri cation

Basically the monitorsusedfor failure detectionin our
settingareautomaticallygeneratedrom speci cationsfor-
mulatedin linear timetempoal logic (LTL) [20].

In amodel-basedlevelopmentprocesf safety-critical
systemg(cf. [4]), formal requirementsreoftenformulated
in LTL. Thenmodelchedking [5] canbe usedto decide
automatically whetherthe modelsatis es the propertyat
hand[21].

Whenimplementingthe modelin termsof software or
hardware, discrepanciebetweenthe modelandthe actual
system(or theervironmentfor thatmatter)mightcomeinto
play. Thus,in orderto improve the overall result,onecan
selectthe mostimportantrequirementgo be monitoredat
runtime,suchthatcrucialaberrationsiredetectecanddealt
with accordingly

In model checking, a completemodel of the system
is given and all possiblein nite tracesare consideredor
checkingthe LTL propertyin question.In runtimeveri ca-
tion, however, we canjust examinea nite partof a possi-
bly in nite behaiour—the sequencef actionscarriedout
by the underlyingsystemso far. It is thereforeimportant

to comeup with an adequatesemanticdor LTL on nite
tracesthat extendssoundlyto the in nite tracesemantics.
As we arguebelow, we achieve this goal usinga 3-valued
semanticgor LTL on nite traces.

Besidesplain LTL, which is suitablefor synchronous
systemawith a x ednotionof stepswe areoftenfacedwith
hardreal-timeconstraintsn softwareor hardwaresystems,
especiallyin theautomotve or telecommunicatioglomain.
We thereforeextendthe settingtowardsa timed versionof
LTL, namelyTLTL, thatallows to formulatereal-timecon-
straintson theactionsobsened.

For both logics, we caneasily obtainmonitors that sig-
nal the semanticsorrespondindo the obsenationsso far
[2]. Theresultsthenconstitutethe basisfor thediagnosisas
describedn the next section.

3.1 Background: linear time temporal logic

Thesetof LTL formulaeisinductively de ned by thefol-
lowing grammarwhereAP is a nite setof atomicpropo-
sitions:

"ustruejpjrt gyt _tjrt U Xt (p2 AP);

A LTL formula' is interpretedover an in nite trace
W = apay:::, whereeacha; is actuallya setof propo-
sitions, identifying the obsenationsof the underlyingsys-
tem. The formula p expresseghatin the currentinstant
of the obsened trace(ag), p hasoccurred. true andthe
booleancombinationsareasexpected.An “until” formula,
e.g.,'U , stateshat holdsata presentor somefuture
instant,andthat’ holdsuntil then.A “next” formula,e.g.,
X', stateghat' holdsin the next time instant.

While thegrammaiaboveis completeto de ne thesetof
LTL formulasiit is typically—asin ourtool set—enhanced
by furtheroperatorghatmake speci cationsmoreconcise,
thus, more readableas well asthe overall approachmore
usefulin practice.For example,we usea “globally” opera-
tor (G) asin G' to expressthat' holdsnow andwill hold
atall futureinstantsanda*“ nally” operator(F) asin F'
to saythat' holdsat presentor will hold at somefuture
instant.

In orderto getanintuitive accesdo LTL speci cations,
letusbrie y getbackto ourexamplepropertyfrom Sec.2.1,
which would be correctly expressedas G: (critical ;
critical ), wheref critical 1;critical ,g 2 AP. Thus, it
saysthat never both critical 1 and critical , occur at the
sametime. Ontheotherhand,if we think of a concretear-
get, suchasan automobile for instance we may want to
malke surethat, while the vehicleis running,the key is not
removedfrom theignition; thatis, we monitorthe property
de ned by G(: (speed= 0) ! : (ignition = keyout)).
Here,(speed= 0) and(ignition = keyout) areatomic
propositionsand! denotedogicalimplication.



3.2 A three-valued approach

Unlike model checking, runtime veri cation is a dy-
namicmethod,applicableto white, gray or black-boxsys-
temsalike. In anutshell it worksasfollows. A correctness
property' , formulatedin (somevariant)of LTL, is given
andanaccordingnonitorA. automaticallygeneratedThe
systemunderscrutiry aswell asthe generategnonitorare
then executedin parallel, suchthat the monitor obsenes
a systemcomponens streamof actions. Systemactions
which violate property' arethendetecteddy the monitor
andanaccordingalarmsignalis raised.

However, sincea monitorcanhave at mosta nite view
on the systems$ behaiour over time, wheread TL is orig-
inally de ned overin nite behaioural traces,a semantics
for LTL on nite traceshasto bede ned—hut onethatgoes
alongwith the engineers expectationthatis basedon the
in nite tracesemantics!

Typically, a two-valued(true /false) semanticon nite
traceshas beende ned and usedin runtime veri cation
tools, suchas,e.qg., [7] or [12]. However, in our opinion,
ary two-valuedsemanticds unsatishctory For instance,
what shouldbe the interpretationof X p in the last obser
vation of some nite trace? Sincethe next statehasnot
beenobsenedyet, we do not know whetherp holdsthere.
Assigningfalse would make amonitorraisecomplaintsal-
thoughno violation hasbeenobsened. Assigningtrue, on
theotherhand,is misleadingsinceit is not clearwhethemp
holdsin the next obsenration.

Ontheotherhand,considetheformula: pU init stating
thatnothingbad(p), shouldhapperbeforetheinit-function
is called.If, indeedtheinit-function hasbeencalledandno
p hasbeenobsenedbefore theformulais true—regardless
asto whatwill happerin thefuture.

In our framawork, we have solved this problemby in-
terpretingLTL using a 3-valuedsemanticsi. e., with the
valuestrue, false, and?, wherethelatterdenotesanincon-
clusiveverdict,indicatingthatthebehaiour obseredsofar
doesnotallow to decidewhether holdsor whetherit will
beviolatedin the future.

Formally, we de ne our 3-valuedsemanticover the set
of truth valuesB; = f? ;?;>g asfollows. Letu 2 de-
notea nite behaiouraltrace.Thetruth valueof aformula
" w.r.t. u, denotedby [u F ' ], is an elementof B3 and
de ned asfollows:

8
> > ifg 2 ':u F
up']=_ 7 if8 2 Yu 6"
? otherwise

where ' denoteghesetof in nite behaiouraltracesand
w F ' denoteghe standardtwo-valued)satistctionrela-
tion of LTL onin nite words,de ned for examplein [18].

Intuitively, thede nition stateghataformulaonly eval-
uatesto > if, basedonthe nite pre x obseredsofar, it is
currentlytrue, andif thereexistsno continuation, , which
may invalidateit; vice versa,for ? . If neitherconclusion
canbedrawn, thetruth valueof aformulais ?, i. e.,incon-
clusive.

For veri cation, it is importantto know whethersome
propertyis indeedtrue, or whetherthe currentobsenation
is justinconclusve. Whenmonitoringa property' andthe
monitor signalstrue, the monitor canbe stoppedsinceit
cannotreportary violationarny more.Theunderlyingprop-
erty of sucha monitor requestedo watchover the system
up-to somemomentthathasoccurredike in the until ex-
ampleabove.

In [2], we have developedan ef cient automata-based
monitor procedurefor our 3-valuedlogic, abbreviated as
LTL3. Basically it builds on the well-known translationof
LTL to Buchiautomatabut substituteshe acceptanceon-
dition in thatit yieldsa nite Moore machinefor aformula
' 2 LTLj thatoutputsthreesymbols,basedntheinternal
statethe machineis currentlyin. The automataaresubse-
guentlyusedto generateodefor the actualruntimemoni-
tors. Someimplementatiordetailsareavailablein Sec.5.

3.3 Extensiontowards real-time

Additionally, we have raisedour 3-valuedruntimever
i cation approacho explicitly dealwith timed behaiour
in orderto be ableto monitor real-timepropertiesof reac-
tive systemsTo formulatesuchreal-timerequirementsye
employ timed LTL (TLTL for short),a logic originally in-
troducedn [22], butin theform presentedh [23].

Thelanguageexpressibleby a TLTL formulacanbede-
ned by event-clo& automata[l], a subclasf timedau-
tomata It wasshownin [8] that TLTL correspondsxactly
to theclassof languagesle nablein rst-order logic inter
pretedovertimedwords.RecallthatLTL correspondto the
classof languagesle nablein rst-order logic interpreted
over (non-timed)words[15]. Thus,it canbe considereds
the naturalcounterparbf LTL for thetimedsetting.

LTL is suitedfor synchronousystemswhereanotionof
stepexists. In eachstep,the propositiondn question(AP)
areeithertrue or false, andalog eventreadby the monitor
is avectordenotingthe correspondingruth values.

In the real-timesetting,we assumean event-driven ar
chitecture. The monitor readssubsequentlynoti cations
of) eventstogethemwith thetime whenthe eventsoccurred.
Correspondingly the atomic entitiesin our logic are no
longeratomicpropositionsbut timed events.

Formally, the syntaxof TLTL is de ned asfollows:

"= truejajCa21jBa21j
X

(@az2);



The booleanoperators X' , and' U , areinterpreted
asbeforein the untimedsetting. The propositiona denotes
thattheeventcurrentlyobsenedis a. Real-timeconstraints
canbe checledusingC, andB,. C, 2 | is the operator
which measureshe time elapsedsincethe last occurrence
of a,andB, 2 | istheoperatowhich predictsthenext oc-
currenceof a, bothsayingthatthisis within atimedintenal
| . Forexample,G(B, 2 [0; 5]) requiresaneventato occur
againandagainwith a delay of at most5 time units. Us-
ing thesededicatedperatorsye arenow ableto explicitly
reasoraboutreal-timesystemsemitting real-timeeventsto
satisfytheir respectre deadlines.

In [2], we introducedthe 3-valued variant of TLTL,
which follows the sameapproachtaken for LTL3. Fur
thermore,we have also describedhow to generatefor a
given TLTL3-formula a correspondingmonitor function
thatreadseventsandoutputswhetherthe eventsseensofar
yield true, false, or justinconclusive

4. Runtime diagnosis

In principle, diagnosisn our framework is basedon the
formal theory of consistency-basediagnosisintroduced
rst by Reiter[24] androughly at the sametime, but in-
dependentlyunderthe nameof model-basedliagnosisby
deKleerandWilliams [6].

4.1 Background: rst-order diagnosis

From the diagnosispoint of view, a systemis a combi-
nationof a nite setof componentsdenotedby COMP .
The componentsare consideredas atomic entities, mean-
ing thatdiagnosiswill determinea subsetof COMP to be
faulty, but—asexpected—doesot yield the actual“bug”
within a componentge.g., division by zeroor stackover-
o w. However, sucha setof componentganbe of almost
arbitrary granularity Dependingon the propertiesof the
systemto be diagnosed,COMP may refer to, say Java
threads,usersessionobjectswithin a web-serer applica-
tion, or evenphysicalentitiessuchassmartsensorsactua-
tors,or entirenodes/CPUsf a computemetwork.

The overall systembehaiour is thenmodelledin terms
of the componentsbehaiours andtheir causality In [24]
and[6], rst-order logic is usedto describethe behaiour
of a system. More speci cally, rst-order logic wherethe
componentin COMP areusedas(uninterpretedonstants
is employed. Furthermorea specialpredicate AB , is used
to denotethat a componentis abnormal;thatis, presents
a behaiour which is differentto its speci ed or intended
behaiour.

A systemis then representedas a tuple S =
(SD; COMP), whereCOMP is a nite setof components
andSD constitutesa nite setof rst-order sentencesver

the signaturecontainingCOMP , comprisingthe systens
description
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Figure 3. Application with four components.

Let's considerthe applicationdepictedn Fig. 3. We as-
sumeM 1, M, to be multiplicators,and A1, andA, to be
adders. The setof componentss thus, COMP = fMy;
M2; A1; Aog. For amultiplicator, the outputis the product
of its two inputs,unlessit doesnot work correctly. We can
modelthis factby theformula

mult(X)” : AB(X))

(outputy(X) = input 1(X) input(X)):

Thus,the crucialideain the descriptionabove is to add
the predicate: AB (X ), denotingthat X is not abnormal
asapremiseto theformuladescribinghecorrectfunctional
behaiour. Thus,if : AB (X ) evaluatedo true,i. e.,compo-
nentX workscorrectly theoutputis, indeed the productof
theinputs.If X isabnormalj. e.,: AB (X)) isfalse,nothing
hasto hold for the conclusve part.

Overall, the systemdescriptionSD thencompriseghe
following list of rst-order sentences:

mult(X)”" : AB (X))
(outputy(X) = input 1(X)

mult(M);

output1(M1) = input 1(A1);

input (M) = iy;

input 2(X));

Notice, the above list is not complete,in that not all
componentsare described. At this point, it shall sufce
to seehow the systemmodelling is generallydone, and
how causalitywithin the systemis de ned (i. e., in terms
of input-outputrelations).

Formally, an observationcorresponddo a mappingof
in- and outputsto actualvalues,e.g., denotedasOBS =
fip 70 2;i, 7! 3;:::09. Obsenationsmay be consistent
with the systemdescription,or not (in caseof anoccurred
failure).

Giventhetuple(SD; COMP ; OBS), adiagnosisis then
de ned asaminimalset COMP suchthat

SD[ OBS| (1)
fAB(c)jc2 g[ f: AB(c)jc2 COMPn g



is consistentj. e., satis able. In otherwords, the compo-
nentsof a diagnosisaresetto beabnormalwhich make the
implicationsof the systemdescriptionin which thecompo-
nentsareinvolvedholdtrivially. Notethat,in generalfor a
givensystendescriptiorandobsenation,severaldiagnoses
alsoof differentcardinalitymight exist.

It follows thatthe only interpretationfor a diagnosis
with = ; isthatthesystems workingasexpected.Com-
ing backto our example,it is self-evidentthat substituting
in OBS, the outputmappingo; 7! v with avaluev 6 26,
will leadto the conclusion = fA;g, i.e., thefollowing
holds:: AB (M1),: AB(M3),: AB (Az),andAB (A1).

However, theapproactoutlinedabore hasa serioudim-
itation for automationlt is well-known thatsatis ability of
rst-order logic is undecidable Thus,thereexists no auto-
matic procedurdor computingdiagnosegor arbitrarysys-
temdescriptions.

In the original theory of consisteng-based diagno-
sis[24], the problemis addressedly usingalternative char
acterisation®f diagnosesn termsof con ict setsandem-
ploying (possiblynon-terminatingr interactve) rst-order
theorenproversfor sub-goals.

Formally, acon ict setfor (SD; COMP ; OBS) is a set
fc;:::; g COMP withl i suchthat

SD[ OBS[ f: AB(c);:::;: AB(G)g  (2)

is inconsistentj. e., not satis able. Thus, the assumption
thatthe components; of acon ict setwork correctlydoes
notexplainthe(partial)obsenations.In otherwords,acon-
ict setis a supersetof thosecomponentassumedaulty,
suchthatanabnormakystembehaiour canbeexplained.

Surely assumingall componentso be faulty makesthe
previousformulaunsatis able.HencefM 1, M2, A1, Aog
(i. e.,all componentsrefaulty) would be a con ict setfor
our example,giveno; 7! 27, andthatmi, m, arenot ob-
senable. Further aconict setfor (SD; COMP ; OBS) is
calledminimal iff no propersubsebf it is acon ict setfor
(SD; COMP; OBS) atthe sametime. Thatis, fA;gisa
minimal con ict set,but nottheonly possiblecon ict set.

Then diagnosesare obtainedby rst determiningan
initial con ict setusinga rst-order theoremprover, and
thensubsequentlynfoldingthe (minimal) setsusingtheso
calledhitting setalgorithm

Theoremproving for rst-order logic is either manual
(i. e.,interactive) or possiblynon-terminatingf automated.
Thehitting setproblem alsoknown asthetransvesal prob-
lem, is oneof the key problemsin the combinatoricof -
nite setsand known to be NP-complete(cf. [9]). Hence,
this comple, two-fold approachis hardly suitableto be
performedat runtime, let alonefor reactive or embedded
systems.

4.2 Diagnosisasa SAT-problem

Fortunately usingthe automaticallygeneratedanonitors
describedn Sec.3, it is possibleto reducethe problemof
diagnosigo a satis ability problemof propositionallogic,
as describedbelon. Recall that satis ability of proposi-
tional logic is decidableand,moreimportantly often solv-
ableefciently. Thus,we candevelop ef cient algorithms
for solvingthediagnosigroblem.

Using monitors,we abstractfrom detailsof the system.
A monitor's duty is to checkwhethera sequencef events
satis esa certainsafetyproperty(seeFig. 4). Then,for di-
agnosiswe no longerrely on the comparisorof the actual
valuestransmittedover somechannelsput just on the in-
formationwhethereverythingworksaccordingo thespeci-

ed propertiesjn thefollowing denotecby anok predicate.

Correspondinglya systemdescriptionis reducedto a set
of formulasdescribingthe correctnes®sf input-outputbe-
haviour.

G(Bsignai 2 [0; 5]) G(: valid ! Xvalid)
: J}
i . = Cs 0
l3 ———= c, C,
lg ———=

9‘4!;

5|gnal 2 [0 ; Va|ld !

Figure 4. Application with four components
and monitor s.

X valid)

Let's considerFig. 4, depictingan abstractdistributed
systemcon5|st|ngof four components Ci;:::;Cq4, and

safetyproperty The systemdescriptionSD canthusbere-
ducedin8termsof SD%asfollows:

9

3 Ok(i1) " ok(iz) * : AB(C1)) ok(mi); 3
ok(is) ~ ok(ia) * : AB(C2) ) ok(mp);

3 ok(m1)~ ok(mz)~ : AB(Cs)) ok(01); 3
©ok(mg)~ ok(mz) ® : AB(C4) ) ok(0z)

sSDl=

where ok is the predicatedenoting that a value or be-
haviour doesnot violate an expectedbehaiour, i. e.,a cor



respondingsafety property Notice, for brevity, we have
not modelledin this exampleary criteria for determining

As discussedin the section on runtime veri cation
(Sec.3), the monitorsusedfor observingthe detailsof the
system,signal either true, false, or inconclusve. For di-
agnosiswe have to look for causef violated properties.
Thus,we canidentify true and?. Thereforejn thefollow-
ing, assumea monitor to yield true or false, wheretrue
mayalsomeaninconclusve.

ThesystemdescriptionSD®in theform presente@bove
canbe corvertedinto conjunctivenormalform, denotedby
CN F(SDY, in a straightfornard mannerusingonly poly-
nomialtime [16]. For example we havefor SD thefollow-
ing form:

8 9

3 il _:i2_AB(C1)_mi; 2
_ 1i3_:i4_AB(C2)_m2 i
CNF(sD) = 2 :ml_:m2_AB(C3)_ol 3

:ml_:m2_AB(C4)_o02

Whenobservingthe systemwe getfor someinput and
someoutput valuesthe information, whetherthe value is
indeedok or not.

Let us now assumehat we have a monitor attachedo
all output channelsof the application,excepton m; and
m, which remain unobserable (i. e., unknovns). Fur
thermore, assumewe have the obsenations OBS =
fil;i2;i3;i4;: ol; 02g, meaningthat the monitor observ-
ing 0; hasreportedafailure.

In orderto determinediagnosesxplaining a monitor's
result,we have to computethe (minimal) modelsfor (1). In
otherwords, the problemof determiningdiagnosess now
reducibleto apropositionakatis ability problem(SAT), us-
ing CN F (SDY) ratherthanSD.

Althoughthe SAT-problemis known to be NP-complete,
thereexist ratheref cient algorithmswhich areableto de-
terminethe satis ability of thousandof CNF-clausesand
variableswithin secondsBecausef this, mary otherlogic
problemsin computerscience,such as model checking
large statespacesareoftenreducedo SAT-problems.

Using a SAT-solver we cannow determinefor the sys-
tem and obsenationsS = (CNF(SDY%; COMP ; OBS)
the setsof all possiblesets,Cs, thatexplain: 0l by means
of one,or mary brokencomponents:

g fC1,C2;C3;: Cdg; S
§ fC1,C2;: C3;: C4g; %
fCl;: C2;C3;: C4g, =
Cs = fCl;: C2;: C3;: C4g; _ :
f. C1;,C2;C3;: Cdg;
f: C1;C2;: C3;: C4g;
" f: CL: C2,CS3;: C4g

Diagnosesi.e. minimal setsshaving satis ability of (1),

arethe fourth andthe last solution,meaningthat eitherC;
or Cs is broken.

Diagnoseswith minimal cardinality. Actually, we have
to nd minimal satisfyingsolutionsof (1). While the SAT-
problemis NP-complete,the so-called#SAT-problemis
known to be in the muchbiggerclass#P[19]. Therefore,
we still facea compleity problem. We solvedit by build-
ing our own SAT-solver, which is describedn greaterde-
tail in [3]. In a nutshell,it works as follows. Assuming
that componentdail independentlyit is very unlikely that
thosediagnosesre relevant diagnosesn which, e.g., all
thecomponentaremarkedfaulty. Of coursethis mayhap-
pen,but (say) from experienceor servicereportsof a cer
tain systemwe may assumehatthe mostlikely diagnoses
arethosewheremerelyoneor two componentaremarked
faulty. Ourcustomsolvercomponenthamed_SAT, re ects
this knowledgein its maindatastructuresandsolvingalgo-
rithm, in thatit prunesthe searctspacebaseddn the cardi-
nality of the AB -predicates.In otherwords, given a two-
fault assumptionfor example,LSAT would merelyreturn
solutionscontainingat mosttwo faulty componentsOther
solutionsareprunedfrom the search-space.

Using the monitorsin combinationwith diagnosis,we
have at handa propositional,hence,very ef cient mech-
anism for differentiating symptomsfor a failure, i.e.,
: ok(oz), from actualcausese.g.,AB (C1), whichis based
uponthe cardinality of the AB -predicatesratherthanso-
lutions obtainedby using a theoremprover or the HS-
algorithm,for instance.

5. Implementation and results

Our runtimere ection framework currently consistsof
the core componentdor performing runtime veri cation
anddiagnosisi. e.,wehaveimplementedndprovidefreely
thelogginglayer, monitoringlayer, aswell asthediagnosis
layerwhich hints to faulty systemcomponentsn the case
of an occurrederror. In the following, we thereforegive
a brief overview on the respectie technicalitiesregarding
theirimplementation.

5.1 Logging and monitoring

Currently we provide anextensive andversatilelogging
layer for distributed and multi-threadedC++-applications.
Thelogginglayerofferstwo separaténterfaces: rst, alog-
ging interfacewhich is usedby the obsenedapplicationto
generateoutside-visiblesystemevents,and seconda con-
guration interfacewhich allows to customisethe logging
and monitoring facilities in an arbitrarymanner To inte-
gratea customapplicationwritten in C++ with thelogging
layer, it is necessaryo annotateéheapplications code.Our



Table 1. Modi ed

ISCAS 89 benchmarks under the n-fault assumption.

1 -fault 5-fault
Name: #COMP: #Var: #Cl.: #Steps: CPU: #Steps: CPU:
s208.1 66 122 389 84 0.17sec 60 0.25sec
s298 75 136 482 27 0.11sec 58 0.32sec
s444 119 205 714 20 0.18sec 105 0.91sec
s526n 140 218 833 timeout 295 0.23sec
s820 256 312 1,335 timeout 562 0.59sec
s1238 428 540 2,057 38 0.97 262 0.21sec
s13207 2,573 8,651 27,067 timeout 17 0.57sec
s15850 3,448 10,383 33,189 timeout 41 0.17sec
s35932 12,204 17,828 60,399 2,339 11.16sec 29 0.21sec

logging layer provides a large numberof annotationgfor
this purposefor example to log certainmethodentriesand
exits or unexpectedexceptions.

Basedon this logging layer, we also provide with our
frameawork a dedicatedyeneratoitool to automaticallycre-
atea monitor basedon a speci cationwrittenin LTL. The
generatednonitoris thenprovidedin termsof a C++-class,
which implementsthe main communicatiorinterfaceem-
ployedin theloggerlayer.

5.2 Diagnosis

Diagnosisin the runtime re ection frameawork is per
formedby employing a customSAT-solver, optimisedfor
consisteng-baseddiagnosisasoutlinedin Sec.4. Instead
of determiningthe minimal hitting setsof all possiblecon-
icts, we employ a datastructurethat providesdiagnoses
basedon the minimal cardinality of abnormalcomponents
(cf. [3]). In otherwords, only thosediagnosesare com-
puted ,which containatmostn faulty componentswheren
is a variablethatcanbe choserby the user e.g., basedon
known probabilitiesof failure,or failure rates.We referred
to this earlierasthe n-fault assumptionwhich constitutes
the pruning criterion of the datastructurerepresentingll
the possiblesupersetsf diagnosesFor example,a 2-fault
assumptiorindicatesthat all possiblediagnosesare omit-
ted,in which morethantwo componentsvould bedeclared
faulty.

Technically thediagnostieengineobtainsfrom themon-
itors information on the statusof the componentseter
minedvia safetyproperties.In termsof the overall frame-
work, this allows for anef cient analysisjn thatwe trigger
diagnosisonly if at leastone monitor hasdetectedan ab-
normalbehaiour in somecomponenbf the systemunder
scrutiry. Alternatively, the diagnosticenginecan be used
stand-aloneg.g., for off-line analysisof arbitrarysystems.

We have validatedthis approachexperimentallyby in-

ducingrandomfaultsin large micro-chipdesignswith tens
of thousand®f clausesandvariables,and have restricted
oursehesto a ve-fault assumption.Notice, from the di-

agnosticpoint of view alone, it is irrelevantasto whether
the systemto be diagnoseds a micro-chip,or a large dis-

tributed system,aslong as an adequatesystemmodel for

diagnosiss available.

The resultsof the computationswvere almostinstanta-
neous,i. e., the searchnever occupiedmorethana second
onastandard®C (686, ca.2 GHz, standard_inux kernel).
Without the optimisation, several secondswere occupied
andoccasionallyno solutionfoundatall (seeTablel).

6. Conclusionsand futur e work

Our framework for runtime analysisas we have pre-
sentedt in this paperprovidestools and methodsthat en-
abledistributedreactive systemdo re ect upontheirsystem
statusatruntime.Dueto thelayeredarchitecturendtheef-

cient combinationand realisationof differenttechniques
for reasoningabout such systems,i. e., runtime veri ca-
tion andsubsequennodel-basediagnosisye avoid some
typical pitfalls that exist in analysingdistributed systems
at runtime whenusing more “monolithic” methodsasde-
scribed,e.g., in Sec.1. Foremost,our component-oriented
approachriggersdiagnosispeci cally attheoccurrencef
a fault, which avoids a continuouscomputationakffort on
the diagnosess side. Additionally, the useof independent
andlocal monitorsin orderto obsene speci ¢ components,
avoidsanexpensve communicatiorpenaltyin thatno extra
diagnosticmessageneedto be exchangedetweerthere-
spectve monitorsin orderto cometo a verdictregardinga
systems overall status.

We have successfullyimplementedhe ideaspresented
in this paperandare currentlyin the processof streamlin-
ing theentirearchitecturdor easeof integrationandfurther
extensibility towardsrecovery measuresfor instance.The



latter were, on purpose,not intensizely dealtwith in this
paper sincethey constitutehighly domain-speci cknowl-
edgeandmethodswhich are not necessarilyapplicableto
all real-timeor reactve systemsalike. Considey for in-
stancethe differencesetweendistributed control systems
andbusinessnformationsystems.

The resultswe presentedor the diagnosiscomponent,
however, hint to the scalability of our approachand show
the potentialfor deploymentevenin resource-boundeehn-
vironmentssuch as embeddedsystems,whereit is often
even more dif cult to differentiatebetweensymptomsof
afailureandits causesinceaccesso thesystemsinternals
is oftenlimited. Moreover, the ability to reasoraboutgray-
box systemdi. e.,reasoningn the presencef unknavns),
aswe have discussecarlier, is additionallyinterestingfor
suchsettings.

Finally, we are developingand provide the runtime re-

ection framework free andunderan open-sourcdicense,
namelythe GNU GeneralPublic License(seehttp://

runtime.in.tum.de/ ), thusenablingwide-spreadie-
ploymentin varioussettingsandto provide a platform for
future add-onsand developmentgossiblyeven by a third

party.
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