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Abstract

Reactivedistributedsystemshavepervadedeverydaylife
andobjects,but oftenlack measuresto ensureadequatebe-
haviourin thepresenceof unforeseeneventsor evenerrors
at runtime. As interactionsand dependencieswithin dis-
tributedsystemsincrease, theproblemof detectingfailures
which dependontheexactsituationandenvironmentcondi-
tionsthey occurin grows.Asa result,notonly thedetection
of failuresis increasinglydif�cult, but also thedifferentia-
tion betweenthe symptomsof a fault, and the actual fault
itself, i. e., thecauseof a problem.

In this paper, wepresenta novel andef�cient approach
for analysingreactivedistributedsystemsat runtime, in that
we provide a framework for detectingfailures as well as
identifyingtheir causes.Our approach is baseduponmon-
itoring safety-properties,speci�edin thelinear timetempo-
ral logic LTL (respectively, TLTL) toautomaticallygenerate
monitorcomponentswhich detectviolationsof theseprop-
erties.Basedon theresultsof themonitors,a dedicateddi-
agnosisis thenperformedin order to identifyexplanations
for the misbehaviourof a system. Thesemay be usedto
storedetailedlog �les, or to trigger recoverymeasures.Our
frameworkis built modular, layered,andusesmerelya min-
imal communicationoverhead—especiallywhencompared
to other, similar approaches.Further, wesketch �r stexperi-
mentalresultsfromour implementations,anddescribehow
it canbeusedto build a varietyof distributedsystemsusing
our techniques.

1. Intr oduction

Reactivereal-time systemsare increasinglyembedded
and,due to moderncommunicationand fault-tolerantbus
technologies,also increasinglylaid out asdistributedsys-
tems. Often they control safety-criticalapplicationsand
have alreadypervadedeverydaylife, e.g., in termsof au-
tomotive control-systemsusedin present-daycars,mobile
phones,or modernaircraftsystems.

In generalterms,a real-timesystemis onein which the

temporalaspectsarepart of its speci�cation. As suchnot
only thecorrectnessof acomputedresultis crucial,but also
the time at which it is produced.In caseof an embedded
system,it is usuallytheenvironmentwhich imposesastrict
frequency upon the systemwhich needsto reactand re-
spond,i. e., follow hard deadlines. Suchsystemsaremore
preciselyreferredto asreactivesystems[11]. However, not
only embeddedsystemscanbereactive; many businessin-
formationsystemsarealsotypically labelledasbeingreal-
time sensitive, or reactive. Unlike in theembeddedworld,
however, many deadlinesin businessinformationsystems
aresoftdeadlines, i. e.,someof themmaybemissedby the
systemwithout fatal consequenceson the environmentor
evenhumanlife.

The designanddevelopmentof embeddedsystems,es-
pecially in a safety-criticalsettingsuchasautomotive, for
instance,canbeguidedby theuseof formal methods[28],
suchas model checkingor deductive reasoning,in order
to increaseour con�dence in the correctnessof the sys-
tem.However, formalmethodsemployedin thedesignand
developmentprocessalonecannotguaranteethat systems
aresuf�ciently preparedto dealwith unforeseeneventsor
evenerrors,probablyinducedby theenvironment.Moreso,
certainassumptionsmadeduringthedevelopmentprocess,
e.g., predeterminedfault models,may prove to be inade-
quatein a real-world setting.

1.1. Relatedwork

Althoughalot of today'ssystemsareequippedwith cus-
tom built-in diagnosticmechanisms,they usually provide
insuf�cient meansto distinguishbetweenthesymptomsof
a fault, i. e., anobservedfailure,andtheactualfault itself,
i. e., its cause. Diagnosticsis thenoftenreducedto a mere
recordingof symptoms.To addressthis problem,various
improvementsweresuggestedaswell asimplemented,for
instance,addingadditionalknowledgeaboutthesystemun-
der scrutiny in termsof causeand symptom“tables”, re-
�ecting the effectsof certainfailures[17, 14]. Thesemay
beobtainedprior from adedicatedhazardandrisk analysis,
or directly from theengineerswhodesignedthesystemand



know aboutits possiblewaysof failure [27, 26, 10]. The
downsideof thesesolutions,however, is that suchknowl-
edgebasicallyconstitutesassumptions,and as suchthese
maybeinvalidatedby thereal-world, e.g., whensituations
occurthatarenotexplicableusingthis knowledge.

Anotherapproachto obtaina moreholistic view on dis-
tributedsystemshasbeenintroducedin [13]: global sys-
tem propertiesaremonitoredusingwatchdogs,which are
transparentlydistributedamongstthesystem's components
in orderto detectviolationsof theseproperties.Theholis-
tic view is thenobtainedby exchangingdiagnosismessages
betweenthewatchdogs,eachattachedwith a timestamp,in
orderto identify thosesystemparts/watchdogswhereaner-
ror initially occurred.However, dependingon theproperty,
thepriceto payfor thissolutionareO(

� n
2

�
) extramessages,

which needto be continuouslycommunicated,wheren is
thenumberof watchdogsused.

1.2. Contrib ution

In this paperwe introducea combinedframework for a
dedicatedruntimeanalysiswhich avoidsmany of theprob-
lemsthatcurrentlyexist in monitoringanddiagnosingdis-
tributedreactivesystems.Wesketchthetheoreticalfounda-
tions for our framework, andprovide experimentalresults
from our implementations.

Basically, the framework as is combinestwo novel ap-
proaches,�rst for detectingfailuresat runtime, and then
secondlyfor analysingtheir causesrequiringonly a mini-
mal communicationoverhead;in fact,only linear with re-
spectto thenumberof usedwatchdogs,andonly in caseof
asystemerror. Unlikefailuredetectionby meansof system
monitoring,the identi�cation of failuresis only performed
using a dedicatedsystem's diagnosisif, prior, a monitor
hasnoticeda certainmisbehaviour. As such,thereexists
nocontinuouscomputationandcommunicationpenaltyfor
diagnosis,in casethe systemunderscrutiny works asex-
pected.

In contrastto many similarapproaches,e.g., [6, 13, 25],
we alsoprovide meansto explicitly specifyandautomati-
cally reasonaboutreal-timepropertiesandsystems,which
is an importantprerequisitewhendealingwith harddead-
lines. The experimentalresultsdemonstratethe feasibility
of our approachandhint to thescalabilityof themethods.
Moreover, the framework canbe downloaded(seehttp:
//runtime.in.tum.de/ ), andis developedandpub-
licly availablein termsof anopen-sourceproject.

Notice in the remainderof this paper, we refer to our
work in termsof a runtimere�ection framework, indicating
asystem'sability to reasonandre�ect aboutits own operat-
ing modesandoverallsystemstateatruntimeby employing
our framework, in a �e xible andhighly customisablefash-
ion.

Outline. After a brief overview on the overall architec-
ture in the next section,we provide more detailson our
employed methodsfor performingruntime analysis. We,
therefore,�rst discussthe backgroundof runtimeveri�ca-
tion (seeSec.3), and thenof model-baseddiagnosis(see
Sec.4). Afterwards,we develop,at theendof eachrespec-
tive section,our particularapproachandrealisationof that
accordingmethod.Then,in Sec.5, we provide sometech-
nical insightsinto the implementationof our methodsand,
�nally , concludethepaperin Sec.6.

2. Ar chitectural overview

In this sectionwe �rst presentanarchitecturaloverview
on our runtimere�ection framework. First, we considerits
structuremerely in termsof the existing layers,andwith-
out regardingin particularthedistribution of its underlying
componentswithin thelayers.Then,wedescribetheorgan-
isationof the individual componentsof our framework by
meansof giving a brief intuitive example,re�ecting more
on the distributednatureof our architectureandthe appli-
cationto beanalysedat runtime.

2.1. The layeredview

Thearchitectureis a layeredandmodularone,in that it
well-supportsaseparationof concerns;thatis, thedifferent
tasksof the analysisarehandledby separatelayerswhich
communicateonly throughminimal interfaces,as is indi-
catedin Fig. 1.

Figure 1. An application and the layers of the
runtime re�ection frame work.

Let the applicationunderscrutiny be a (possibly)dis-
tributed reactive system, instrumentedand/or annotated
to producean outside-visiblestreamof (internal) system
events.

2



Logging—Recordingof systemevents. A dedicatedlog-
ging layer in our architectureis then the only part of the
runtimere�ection framework directly known to the appli-
cation itself. The distributed application,embeddedinto
the framework, employs specialcodeannotationsin order
to producethe visible systemevents,which are thencol-
lectedandcommunicatedfurtherby our logginglayer. The
annotationsaretheonly prerequisites,necessarywithin the
application'scode,in orderto beableto useour framework
in conjunctionwith anapplication.

Further, the logging layer allows to register so-called
loggersfor observingthestreamof systemevents,andthus,
to re�ect upontheruntimebehaviour of theexecutedappli-
cation.A loggermightbepartof theapplicationitself, e.g.,
to extractmoregeneralstatisticson theoverall systemutil-
isation,or to recordsystemeventsmerely to a �le during
a unit-testsession.However, whenwe employ the logging
layer in conjunctionwith the completeruntime re�ection
framework, we usethe layer to deliberatelydecouplethe
application's codefrom the remaininglayersin the frame-
work.

In particular, the application's code does not contain
any knowledgeon thepropertieswhich aremonitored,and
which arethenusedsubsequentlyfor deducinga diagnosis
in caseof an error. Therefore,we can changethe moni-
toredpropertiesandthesystemdescription(asusedby the
diagnosis)even on-the-�y, during their executionwithout
interruptingtherunningapplication.

Monitoring—F ailur e detection. The monitoring layer
consistsof a numberof monitors(complyingto the logger
interfaceof the logginglayer)which observe thestreamof
systemeventsprovidedby the logging layer. Its taskis to
detectthepresenceof failuresin thesystemwithoutactually
affectingits behaviour. It is implementedvia automatically
generatedmonitors which—eachlocally with respectto a
certainsubsystemor system's component—monitorsafety
properties(seeSec.3).

Intuitively a safety property assertsthat “nothing bad
happens”.Therefore,safetypropertiesimposeminimal re-
quirementsupon the systemwhich must hold in order to
have somesort of a well-de�ned behaviour. They do not,
however, impose a speci�c behaviour on the systemas
such. A typical example is the exclusion of certaincrit-
ical systemstates,e.g., one always wants to ensurethat
: (critical 1 ^ critical 2) holds.

If aviolationof asafetypropertyis detectedin somepart
of thesystem,thegeneratedmonitorswill respondwith an
alarmsignalfor subsequentdiagnosis.

Diagnosis—Failur e identi�cation. We deliberatelysep-
aratethe identi�cation of causesfrom thedetectionof fail-
uresin termsof a dedicateddiagnosissystem. The diag-

nosislayer collectstheverdictsof thedistributedmonitors
anddeducesanexplanationfor thecurrentsystemstate.

For thispurpose,thediagnosislayerinfersaminimalset
of systemcomponents,whichmustbeassumedfaulty in or-
derto explain thecurrentlyobservedsystemstate.Thepro-
cedureis solelybasedupontheresultsof themonitors,and
assuch,thediagnosticlayer is not directly communicating
with theapplication,but rathercreateswith eachdiagnosisa
“snapshot”of thesystematagiventime. Thisbearsamajor
advantagein thatno extra messagesneedto be exchanged
betweenall themonitorsin orderto obtainaholisticsystem
view.

Our diagnosticlayer theninfers a systemmodelwhich
incorporatesand re�ects the observed failures,and com-
paresit with an internalreferencemodel. The differences
foundconstitutepossiblecausesfor failure. Basically, this
approachis baseduponanef�cient realisationof thetheory
of consistency-baseddiagnosis(seeSec.4).

Mitigation—F ailur e isolation. The results of the sys-
tem's diagnosisare then usedin order to isolate the fail-
ure, if possible.However, dependingon thediagnosisand
the occurredfailure, it may not always be possibleto re-
establisha determinedsystembehaviour. Hence,in some
situations,e.g., occurrenceof fatal errors,a recovery sys-
tem may merelybe able to storedetaileddiagnosisinfor-
mationfor off-line treatment.

In thefollowing sections,for brevity, we thereforefocus
on the �rst two layers,monitoringanddiagnosis,andes-
tablishthe theoreticalfoundationsfor our framework, and
sketchits implementationalongwith somepreliminaryre-
sults.

2.2. The distrib uted­systemview

So far, we merelydiscussedthe tier-structureof our ar-
chitecture,while wedidmostlyignorethedistributednature
of it. However, thedistributionisorientedtowardsthelayer-
ing of theframework: thelogginglayerandthemonitoring
layer consistboth of a numberof differentsoftwarecom-
ponents,whicharedistributedthroughoutthesystemunder
scrutiny; that is, dependingon thegranularityandnumber
of thesystem's components.Eachlocal monitorthencom-
putesa verdict on the locally observed event streamand
provides this verdict for further, subsequentdiagnosisre-
gardingthesystem'sgeneralstatus.Thediagnosisandmit-
igationlayers,in contrastto loggingandmonitoring,arere-
alisedin termsof centralisedcomponents,whichcollectthe
informationof the monitorsin orderto computeandreact
uponaglobalsystemview.

For instance,considerFig. 2, wherewe show anexam-
ple applicationconsistingof four distributedcomponents,
C1; : : : ; C4. To monitor the overall systembehaviour of
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Figure 2. Distrib uted monitoring & diagnosis.

this application,we employ four dedicatedmonitoringap-
plications,M 1; : : : ; M 4, to the system. Eachmonitor M i

is thenlocally observingtheoutputof a singlecomponent,
Ci , andcomputesits verdict on the correctnessof the ob-
servedoutputstreamso far. Thesedistributedverdictsare
then transmittedback to the centraldiagnosiscomponent
for further treatmentvia the application's communication
infrastructurewhich,dependingonthenatureof thesystem,
maybe a physicalbussystemor merelyremoteprocedure
calls,for instance.

3. Runtime veri�cation

Basically, themonitorsusedfor failuredetectionin our
settingareautomaticallygeneratedfrom speci�cationsfor-
mulatedin linear timetemporal logic (LTL) [20].

In a model-baseddevelopmentprocessof safety-critical
systems(cf. [4]), formal requirementsareoftenformulated
in LTL. Then modelchecking [5] can be usedto decide
automatically, whetherthe modelsatis�es the propertyat
hand[21].

When implementingthe model in termsof softwareor
hardware,discrepanciesbetweenthe modelandthe actual
system(or theenvironmentfor thatmatter)mightcomeinto
play. Thus,in orderto improve theoverall result,onecan
selectthe most importantrequirementsto be monitoredat
runtime,suchthatcrucialaberrationsaredetectedanddealt
with accordingly.

In model checking, a completemodel of the system
is given and all possiblein�nite tracesare consideredfor
checkingtheLTL propertyin question.In runtimeveri�ca-
tion, however, we canjust examinea �nite partof a possi-
bly in�nite behaviour—thesequenceof actionscarriedout
by the underlyingsystemso far. It is thereforeimportant

to comeup with an adequatesemanticsfor LTL on �nite
tracesthat extendssoundlyto the in�nite tracesemantics.
As we arguebelow, we achieve this goal usinga 3-valued
semanticsfor LTL on �nite traces.

Besidesplain LTL, which is suitablefor synchronous
systemswith a�x ednotionof steps,weareoftenfacedwith
hardreal-timeconstraintsin softwareor hardwaresystems,
especiallyin theautomotiveor telecommunicationdomain.
We thereforeextendthesettingtowardsa timedversionof
LTL, namelyTLTL, thatallows to formulatereal-timecon-
straintson theactionsobserved.

For both logics,we caneasilyobtainmonitors that sig-
nal the semanticscorrespondingto the observationsso far
[2]. Theresultsthenconstitutethebasisfor thediagnosisas
describedin thenext section.

3.1. Background: linear time temporal logic

Thesetof LTL formulaeis inductivelyde�nedby thefol-
lowing grammar, whereAP is a �nite setof atomicpropo-
sitions:

' ::= true j p j : ' j ' _ ' j ' U ' j X ' (p 2 AP);

A LTL formula ' is interpretedover an in�nite trace
w = a0a1 : : : , whereeachai is actually a set of propo-
sitions,identifying the observationsof theunderlyingsys-
tem. The formula p expressesthat in the current instant
of the observed trace(a0), p hasoccurred. true and the
booleancombinationsareasexpected.An “until” formula,
e.g., 'U  , statesthat  holdsat a presentor somefuture
instant,andthat ' holdsuntil then.A “next” formula,e.g.,
X ' , statesthat' holdsin thenext time instant.

While thegrammaraboveis completeto de�ne thesetof
LTL formulas,it is typically—asin our tool set—enhanced
by furtheroperatorsthatmake speci�cationsmoreconcise,
thus,more readableaswell as the overall approachmore
usefulin practice.For example,we usea “globally” opera-
tor (G) asin G' to expressthat ' holdsnow andwill hold
at all future instants,anda “�nally” operator(F ) asin F '
to say that ' holdsat presentor will hold at somefuture
instant.

In orderto getan intuitive accessto LTL speci�cations,
letusbrie�y getbacktoourexamplepropertyfrom Sec.2.1,
which would be correctly expressedas G: (critical 1 ^
critical 2), wheref critical 1; critical 2g 2 AP. Thus, it
saysthat never both critical 1 and critical 2 occur at the
sametime. On theotherhand,if we think of a concretetar-
get, suchasan automobile,for instance,we may want to
make surethat,while thevehicleis running,thekey is not
removedfrom theignition; thatis, we monitortheproperty
de�ned by G(: (speed= 0) ! : (ignition = keyout)) .
Here,(speed = 0) and(ignition = keyout) areatomic
propositions,and! denoteslogical implication.
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3.2. A thr ee­valuedapproach

Unlike model checking, runtime veri�cation is a dy-
namicmethod,applicableto white, grayor black-boxsys-
temsalike. In a nutshell,it worksasfollows. A correctness
property' , formulatedin (somevariant)of LTL, is given
andanaccordingmonitorA ' automaticallygenerated.The
systemunderscrutiny aswell asthegeneratedmonitorare
then executedin parallel, such that the monitor observes
a systemcomponent's streamof actions. Systemactions
which violate property' arethendetectedby themonitor
andanaccordingalarmsignalis raised.

However, sincea monitorcanhave at mosta �nite view
on thesystem's behaviour over time, whereasLTL is orig-
inally de�ned over in�nite behavioural traces,a semantics
for LTL on�nite traceshasto bede�ned—but onethatgoes
alongwith the engineer's expectationthat is basedon the
in�nite tracesemantics!

Typically, a two-valued(true/false) semanticson �nite
traceshas beende�ned and usedin runtime veri�cation
tools, suchas,e.g., [7] or [12]. However, in our opinion,
any two-valuedsemanticsis unsatisfactory. For instance,
what shouldbe the interpretationof X p in the last obser-
vation of some�nite trace? Sincethe next statehasnot
beenobservedyet, we do not know whetherp holdsthere.
Assigningfalsewouldmakeamonitorraisecomplaints,al-
thoughno violation hasbeenobserved.Assigningtrue, on
theotherhand,is misleading,sinceit is not clearwhetherp
holdsin thenext observation.

Ontheotherhand,considertheformula: pU init stating
thatnothingbad(p), shouldhappenbeforetheinit-function
is called.If, indeed,theinit-functionhasbeencalledandno
p hasbeenobservedbefore,theformulais true—regardless
asto whatwill happenin thefuture.

In our framework, we have solved this problemby in-
terpretingLTL using a 3-valuedsemantics, i. e., with the
valuestrue, false, and?, wherethelatterdenotesanincon-
clusiveverdict,indicatingthatthebehaviourobservedsofar
doesnotallow to decidewhether' holdsor whetherit will
beviolatedin thefuture.

Formally, we de�ne our 3-valuedsemanticsover theset
of truth valuesB3 = f? ; ?; >g asfollows. Let u 2 � � de-
notea �nite behavioural trace.Thetruth valueof a formula
' w. r. t. u, denotedby [u j= ' ], is an elementof B3 and
de�ned asfollows:

[u j= ' ] =

8
><

>:

> if 8� 2 � ! : u� j= '
? if 8� 2 � ! : u� 6j= '
? otherwise:

where� ! denotesthesetof in�nite behavioural tracesand
w j= ' denotesthestandard(two-valued)satisfactionrela-
tion of LTL on in�nite words,de�ned for examplein [18].

Intuitively, thede�nition statesthata formulaonly eval-
uatesto > if, basedon the�nite pre�x observedsofar, it is
currentlytrue, andif thereexistsnocontinuation,� , which
may invalidateit; vice versa,for ? . If neitherconclusion
canbedrawn, thetruth valueof a formula is ?, i. e., incon-
clusive.

For veri�cation, it is importantto know whethersome
propertyis indeedtrue, or whetherthecurrentobservation
is just inconclusive. Whenmonitoringaproperty' andthe
monitor signalstrue, the monitor canbe stopped,sinceit
cannotreportany violationany more.Theunderlyingprop-
erty of sucha monitor requestedto watchover the system
up-tosomemomentthathasoccurred,like in theuntil ex-
ampleabove.

In [2], we have developedan ef�cient automata-based
monitor procedurefor our 3-valuedlogic, abbreviated as
LTL3. Basically, it builds on thewell-known translationof
LTL to Büchi automata,but substitutestheacceptancecon-
dition in thatit yieldsa �nite Mooremachinefor a formula
' 2 LTL3 thatoutputsthreesymbols,basedon theinternal
statethemachineis currentlyin. The automataaresubse-
quentlyusedto generatecodefor theactualruntimemoni-
tors.Someimplementationdetailsareavailablein Sec.5.

3.3. Extensiontowards real­time

Additionally, we have raisedour 3-valuedruntimever-
i�cation approachto explicitly deal with timed behaviour
in orderto be ableto monitor real-timepropertiesof reac-
tivesystems.To formulatesuchreal-timerequirements,we
employ timed LTL (TLTL for short),a logic originally in-
troducedin [22], but in theform presentedin [23].

Thelanguageexpressibleby a TLTL formulacanbede-
�ned by event-clock automata[1], a subclassof timedau-
tomata. It wasshown in [8] thatTLTL correspondsexactly
to theclassof languagesde�nable in �rst-order logic inter-
pretedovertimedwords.RecallthatLTL correspondsto the
classof languagesde�nable in �rst-order logic interpreted
over (non-timed)words[15]. Thus,it canbeconsideredas
thenaturalcounterpartof LTL for thetimedsetting.

LTL issuitedfor synchronoussystems,whereanotionof
stepexists. In eachstep,thepropositionsin question(AP)
areeithertrue or false, anda log eventreadby themonitor
is a vectordenotingthecorrespondingtruthvalues.

In the real-timesetting,we assumean event-driven ar-
chitecture. The monitor readssubsequently(noti�cations
of) eventstogetherwith thetime whentheeventsoccurred.
Correspondingly, the atomic entities in our logic are no
longeratomicpropositionsbut timedevents.

Formally, thesyntaxof TLTL is de�ned asfollows:

' ::= tr ue j a j Ca 2 I j B a 2 I j
: ' j ' _ ' j ' U ' j X ' (a 2 �) ;
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The booleanoperators,X ' , and ' U  , are interpreted
asbeforein theuntimedsetting.Thepropositiona denotes
thattheeventcurrentlyobservedis a. Real-timeconstraints
canbe checkedusingCa andB a. Ca 2 I is the operator
which measuresthe time elapsedsincethe last occurrence
of a, andB a 2 I is theoperatorwhichpredictsthenext oc-
currenceof a, bothsayingthatthisis within atimedinterval
I . For example,G(B a 2 [0; 5]) requiresaneventa to occur
againandagainwith a delayof at most5 time units. Us-
ing thesededicatedoperators,wearenow ableto explicitly
reasonaboutreal-timesystemsemittingreal-timeeventsto
satisfytheir respectivedeadlines.

In [2], we introducedthe 3-valued variant of TLTL,
which follows the sameapproachtaken for LTL3. Fur-
thermore,we have also describedhow to generatefor a
given TLTL3-formula a correspondingmonitor function
thatreadseventsandoutputswhethertheeventsseensofar
yield true, false, or just inconclusive.

4. Runtime diagnosis

In principle,diagnosisin our framework is basedon the
formal theory of consistency-baseddiagnosis introduced
�rst by Reiter [24] and roughly at the sametime, but in-
dependentlyunderthe nameof model-baseddiagnosisby
deKleerandWilliams [6].

4.1. Background: �rst­order diagnosis

From the diagnosispoint of view, a systemis a combi-
nation of a �nite set of components, denotedby COMP .
The componentsare consideredasatomic entities,mean-
ing thatdiagnosiswill determinea subsetof COMP to be
faulty, but—asexpected—doesnot yield the actual“bug”
within a component,e.g., division by zeroor stackover-
�o w. However, sucha setof componentscanbeof almost
arbitrary granularity. Dependingon the propertiesof the
systemto be diagnosed,COMP may refer to, say, Java
threads,usersessionobjectswithin a web-server applica-
tion, or evenphysicalentitiessuchassmartsensors,actua-
tors,or entirenodes/CPUsof acomputernetwork.

Theoverall systembehaviour is thenmodelledin terms
of thecomponents'behavioursandtheir causality. In [24]
and[6], �rst-order logic is usedto describethe behaviour
of a system.More speci�cally, �rst-order logic wherethe
componentsin COMP areusedas(uninterpreted)constants
is employed.Furthermore,a specialpredicate,AB , is used
to denotethat a componentis abnormal;that is, presents
a behaviour which is different to its speci�ed or intended
behaviour.

A system is then representedas a tuple S =
(SD; COMP ), whereCOMP is a �nite setof components
andSD constitutesa �nite setof �rst-order sentencesover

the signaturecontainingCOMP , comprisingthe system's
description.
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Figure 3. Application with four components.

Let's considertheapplicationdepictedin Fig. 3. We as-
sumeM 1, M 2 to be multiplicators,andA1, andA2 to be
adders. The setof componentsis thus,COMP = f M 1;
M 2; A1; A2g. For a multiplicator, theoutputis theproduct
of its two inputs,unlessit doesnot work correctly. We can
modelthis factby theformula

mul t(X ) ^ : AB (X ) )

(output1(X ) = input 1(X ) � input 2(X )) :

Thus,thecrucial ideain thedescriptionabove is to add
the predicate: AB (X ), denotingthat X is not abnormal,
asapremiseto theformuladescribingthecorrectfunctional
behaviour. Thus,if : AB (X ) evaluatesto true,i. e.,compo-
nentX workscorrectly, theoutputis, indeed,theproductof
theinputs.If X is abnormal,i. e.,: AB (X ) is false,nothing
hasto hold for theconclusivepart.

Overall, the systemdescriptionSD thencomprisesthe
following list of �rst-order sentences:

mul t(X ) ^ : AB (X ) )
(output1(X ) = input 1(X ) � input 2(X )) ;

mul t(M 1);
output1(M 1) = input 1(A1);
input 1(M 1) = i 1;
input 2(M 1) = i 2; : : : ;

Notice, the above list is not complete,in that not all
componentsare described. At this point, it shall suf�ce
to seehow the systemmodelling is generallydone, and
how causalitywithin the systemis de�ned (i. e., in terms
of input-outputrelations).

Formally, an observationcorrespondsto a mappingof
in- andoutputsto actualvalues,e.g., denotedasOBS =
f i 1 7! 2; i 2 7! 3; : : :g. Observationsmay be consistent
with thesystemdescription,or not (in caseof anoccurred
failure).

Giventhetuple(SD; COMP ; OBS), adiagnosisis then
de�ned asa minimalset� � COMP suchthat

SD [ OBS [
f AB (c) j c 2 � g [ f: AB (c) j c 2 COMP n� g

(1)
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is consistent,i. e., satis�able. In otherwords, the compo-
nentsof adiagnosisaresetto beabnormal,whichmakethe
implicationsof thesystemdescriptionin which thecompo-
nentsareinvolvedhold trivially. Notethat,in general,for a
givensystemdescriptionandobservation,severaldiagnoses
alsoof differentcardinalitymight exist.

It follows that the only interpretationfor a diagnosis�
with � = ; is thatthesystemis workingasexpected.Com-
ing backto our example,it is self-evident that substituting
in OBS, theoutputmappingo1 7! v with a valuev 6= 26,
will leadto theconclusion� = f A1g, i. e., the following
holds:: AB (M 1), : AB (M 2), : AB (A2), andAB (A1).

However, theapproachoutlinedabovehasaseriouslim-
itation for automation.It is well-known thatsatis�ability of
�rst-order logic is undecidable.Thus,thereexistsno auto-
maticprocedurefor computingdiagnosesfor arbitrarysys-
temdescriptions.

In the original theory of consistency-based diagno-
sis[24], theproblemis addressedby usingalternativechar-
acterisationsof diagnosesin termsof con�ict setsandem-
ploying (possiblynon-terminatingor interactive) �rst-order
theoremproversfor sub-goals.

Formally, a con�ict setfor (SD; COMP ; OBS) is a set
f ci ; : : : ; cj g � COMP with 1 � i � j suchthat

SD [ OBS [ f: AB (ci ); : : : ; : AB (cj )g (2)

is inconsistent,i. e., not satis�able. Thus, the assumption
thatthecomponentsci of a con�ict setwork correctlydoes
notexplainthe(partial)observations.In otherwords,acon-
�ict setis a supersetof thosecomponentsassumedfaulty,
suchthatanabnormalsystembehaviour canbeexplained.

Surely, assumingall componentsto befaulty makesthe
previousformulaunsatis�able.Hence,f M 1, M 2, A1, A2g
(i. e.,all componentsarefaulty) would bea con�ict setfor
our example,giveno1 7! 27, andthatm1, m2 arenot ob-
servable. Further, a con�ict setfor (SD; COMP ; OBS) is
calledminimal, if f nopropersubsetof it is a con�ict setfor
(SD; COMP ; OBS) at the sametime. That is, f A1g is a
minimalcon�ict set,but not theonly possiblecon�ict set.

Then diagnosesare obtainedby �rst determiningan
initial con�ict set using a �rst-order theoremprover, and
thensubsequentlyunfoldingthe(minimal)setsusingtheso
calledhitting setalgorithm.

Theoremproving for �rst-order logic is either manual
(i. e., interactive)or possiblynon-terminatingif automated.
Thehittingsetproblem,alsoknownasthetransversalprob-
lem, is oneof thekey problemsin thecombinatoricsof �-
nite setsandknown to be NP-complete(cf. [9]). Hence,
this complex, two-fold approachis hardly suitableto be
performedat runtime, let alonefor reactive or embedded
systems.

4.2. Diagnosisasa SAT­problem

Fortunately, usingtheautomaticallygeneratedmonitors
describedin Sec.3, it is possibleto reducetheproblemof
diagnosisto a satis�ability problemof propositionallogic,
as describedbelow. Recall that satis�ability of proposi-
tional logic is decidableand,moreimportantly, oftensolv-
ableef�ciently . Thus,we candevelopef�cient algorithms
for solvingthediagnosisproblem.

Using monitors,we abstractfrom detailsof thesystem.
A monitor's duty is to checkwhethera sequenceof events
satis�esa certainsafetyproperty(seeFig. 4). Then,for di-
agnosis,we no longerrely on thecomparisonof theactual
valuestransmittedover somechannels,but just on the in-
formationwhethereverythingworksaccordingto thespeci-
�ed properties,in thefollowing denotedby anok predicate.
Correspondingly, a systemdescriptionis reducedto a set
of formulasdescribingthe correctnessof input-outputbe-
haviour.

C1

C2

C3

C4

M4

M3

i1

i2

i3

i4

m1

m2

o1

o2

M2

M1

G(B signal 2 [0; 5])

G(: valid ! X valid)

G(: valid ! X valid)

G(B signal 2 [0; 5])

Figure 4. Application with four components
and monitor s.

Let's considerFig. 4, depictingan abstractdistributed
systemconsistingof four components,C1; : : : ; C4, and
monitors,M 1; : : : ; M 4, eachof which observesa custom
safetyproperty. ThesystemdescriptionSD canthusbere-
ducedin termsof SD0 asfollows:

SD0 =

8
>><

>>:

ok(i 1) ^ ok(i 2) ^ : AB (C1) ) ok(m1);
ok(i 3) ^ ok(i 4) ^ : AB (C2) ) ok(m2);
ok(m1) ^ ok(m2) ^ : AB (C3) ) ok(o1);
ok(m1) ^ ok(m2) ^ : AB (C4) ) ok(o2)

9
>>=

>>;
;

where ok is the predicatedenoting that a value or be-
haviour doesnot violateanexpectedbehaviour, i. e.,a cor-
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respondingsafetyproperty. Notice, for brevity, we have
not modelledin this exampleany criteria for determining
ok(i 1); : : : ; ok(i 4).

As discussedin the section on runtime veri�cation
(Sec.3), themonitorsusedfor observingthedetailsof the
system,signal either true, false,or inconclusive. For di-
agnosis,we have to look for causesof violatedproperties.
Thus,we canidentify true and?. Therefore,in thefollow-
ing, assumea monitor to yield true or false, wheretrue
mayalsomeaninconclusive.

ThesystemdescriptionSD0 in theform presentedabove
canbeconvertedinto conjunctivenormalform, denotedby
CN F (SD0), in a straightforwardmannerusingonly poly-
nomialtime[16]. For example,wehavefor SD thefollow-
ing form:

CN F (SD0) =

8
>><

>>:

: i 1 _ : i2 _ AB (C1) _ m1;
: i3 _ : i4 _ AB (C2) _ m2;
: m1 _ : m2 _ AB (C3) _ o1;
: m1 _ : m2 _ AB (C4) _ o2

9
>>=

>>;
:

Whenobservingthesystem,we get for someinput and
someoutput valuesthe information, whetherthe value is
indeedok or not.

Let us now assumethat we have a monitor attachedto
all output channelsof the application,except on m1 and
m2 which remain unobservable (i. e., unknowns). Fur-
thermore, assumewe have the observations OBS =
f i1; i2; i 3; i 4; : o1; o2g, meaningthat the monitor observ-
ing o1 hasreporteda failure.

In order to determinediagnosesexplaining a monitor's
result,wehaveto computethe(minimal)modelsfor (1). In
otherwords,theproblemof determiningdiagnosesis now
reducibleto apropositionalsatis�ability problem(SAT), us-
ing CN F (SD0) ratherthanSD.

AlthoughtheSAT-problemis known to beNP-complete,
thereexist ratheref�cient algorithmswhich areableto de-
terminethe satis�ability of thousandsof CNF-clausesand
variableswithin seconds.Becauseof this,many otherlogic
problemsin computerscience,such as model checking
largestatespaces,areoftenreducedto SAT-problems.

Using a SAT-solver we cannow determinefor the sys-
tem and observationsS = (CN F (SD0); COMP ; OBS)
thesetsof all possiblesets,CS , thatexplain : o1 by means
of one,or many brokencomponents:

CS =

8
>>>>>>>><

>>>>>>>>:

f C1; C2; C3; : C4g;
f C1; C2; : C3; : C4g;
f C1; : C2; C3; : C4g;
f C1; : C2; : C3; : C4g;
f: C1; C2; C3; : C4g;
f: C1; C2; : C3; : C4g;
f: C1; : C2; C3; : C4g

9
>>>>>>>>=

>>>>>>>>;

:

Diagnoses,i.e.minimalsetsshowing satis�ability of (1),

arethe fourth andthe lastsolution,meaningthateitherC1

or C3 is broken.

Diagnoseswith minimal cardinality . Actually, we have
to �nd minimal satisfyingsolutionsof (1). While theSAT-
problem is NP-complete,the so-called#SAT-problem is
known to be in the muchbiggerclass#P [19]. Therefore,
we still facea complexity problem.We solvedit by build-
ing our own SAT-solver, which is describedin greaterde-
tail in [3]. In a nutshell, it works as follows. Assuming
that componentsfail independently, it is very unlikely that
thosediagnosesare relevant diagnosesin which, e.g., all
thecomponentsaremarkedfaulty. Of course,thismayhap-
pen,but (say)from experienceor servicereportsof a cer-
tain system,we mayassumethat themostlikely diagnoses
arethosewheremerelyoneor two componentsaremarked
faulty. Ourcustomsolvercomponent,namedLSAT, re�ects
thisknowledgein its maindatastructuresandsolvingalgo-
rithm, in thatit prunesthesearchspacebasedon thecardi-
nality of the AB -predicates.In otherwords,given a two-
fault assumption,for example,LSAT would merelyreturn
solutionscontainingat mosttwo faulty components.Other
solutionsareprunedfrom thesearch-space.

Using the monitorsin combinationwith diagnosis,we
have at handa propositional,hence,very ef�cient mech-
anism for differentiating symptoms for a failure, i. e.,
: ok(o1), from actualcauses,e.g.,AB (C1), which is based
uponthe cardinalityof the AB -predicates,ratherthanso-
lutions obtainedby using a theoremprover or the HS-
algorithm,for instance.

5. Implementation and results

Our runtimere�ection framework currentlyconsistsof
the core componentsfor performing runtime veri�cation
anddiagnosis,i. e.,wehaveimplementedandprovidefreely
thelogginglayer, monitoringlayer, aswell asthediagnosis
layer which hints to faulty systemcomponentsin the case
of an occurrederror. In the following, we thereforegive
a brief overview on the respective technicalitiesregarding
their implementation.

5.1. Logging and monitoring

Currently, weprovideanextensiveandversatilelogging
layer for distributedandmulti-threadedC++-applications.
Thelogginglayerofferstwo separateinterfaces:�rst, a log-
ging interfacewhich is usedby theobservedapplicationto
generateoutside-visiblesystemevents,andsecond,a con-
�guration interfacewhich allows to customisethe logging
andmonitoring facilities in an arbitrarymanner. To inte-
gratea customapplicationwritten in C++ with thelogging
layer, it is necessaryto annotatetheapplication'scode.Our
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Table 1. Modi�ed ISCAS`89 benc hmarks under the n­fault assumption.

1 -fault 5-fault
Name: #COM P: #Var.: #Cl.: #Steps: CPU: #Steps: CPU:

s208.1 66 122 389 84 0.17sec 60 0.25sec
s298 75 136 482 27 0.11sec 58 0.32sec
s444 119 205 714 20 0.18sec 105 0.91sec
s526n 140 218 833 � timeout 295 0.23sec
s820 256 312 1,335 � timeout 562 0.59sec
s1238 428 540 2,057 38 0.97 262 0.21sec
s13207 2,573 8,651 27,067 � timeout 17 0.57sec
s15850 3,448 10,383 33,189 � timeout 41 0.17sec
s35932 12,204 17,828 60,399 2,339 11.16sec 29 0.21sec

logging layer provides a large numberof annotationsfor
thispurpose,for example,to log certainmethodentriesand
exits or unexpectedexceptions.

Basedon this logging layer, we also provide with our
framework a dedicatedgenerator-tool to automaticallycre-
atea monitorbasedon a speci�cationwritten in LTL. The
generatedmonitoris thenprovidedin termsof aC++-class,
which implementsthe main communicationinterfaceem-
ployedin theloggerlayer.

5.2. Diagnosis

Diagnosisin the runtime re�ection framework is per-
formedby employing a customSAT-solver, optimisedfor
consistency-baseddiagnosisasoutlinedin Sec.4. Instead
of determiningtheminimal hitting setsof all possiblecon-
�icts, we employ a datastructurethat providesdiagnoses
basedon theminimal cardinalityof abnormalcomponents
(cf. [3]). In other words, only thosediagnosesare com-
puted,whichcontainatmostn faultycomponents,wheren
is a variablethatcanbechosenby theuser, e.g., basedon
known probabilitiesof failure,or failurerates.We referred
to this earlierasthe n-fault assumption,which constitutes
the pruningcriterion of the datastructurerepresentingall
thepossiblesupersetsof diagnoses.For example,a 2-fault
assumptionindicatesthat all possiblediagnosesareomit-
ted,in whichmorethantwo componentswouldbedeclared
faulty.

Technically, thediagnosticengineobtainsfrom themon-
itors information on the statusof the componentsdeter-
minedvia safetyproperties.In termsof theoverall frame-
work, thisallows for anef�cient analysis,in thatwe trigger
diagnosisonly if at leastonemonitor hasdetectedan ab-
normalbehaviour in somecomponentof thesystemunder
scrutiny. Alternatively, the diagnosticenginecanbe used
stand-alone,e.g., for off-line analysisof arbitrarysystems.

We have validatedthis approachexperimentallyby in-

ducingrandomfaultsin largemicro-chipdesignswith tens
of thousandsof clausesandvariables,andhave restricted
ourselvesto a � ve-fault assumption.Notice, from the di-
agnosticpoint of view alone,it is irrelevant asto whether
thesystemto be diagnosedis a micro-chip,or a largedis-
tributedsystem,as long asan adequatesystemmodel for
diagnosisis available.

The resultsof the computationswere almost instanta-
neous,i. e., the searchnever occupiedmorethana second
on a standardPC(i686,ca.2 GHz,standardLinux kernel).
Without the optimisation,several secondswere occupied
andoccasionallynosolutionfoundat all (seeTable1).

6. Conclusionsand futur e work

Our framework for runtime analysisas we have pre-
sentedit in this paperprovidestools andmethodsthat en-
abledistributedreactivesystemsto re�ect upontheirsystem
statusatruntime.Dueto thelayeredarchitectureandtheef-
�cient combinationandrealisationof different techniques
for reasoningabout such systems,i. e., runtime veri�ca-
tion andsubsequentmodel-baseddiagnosis,weavoid some
typical pitfalls that exist in analysingdistributed systems
at runtimewhenusingmore“monolithic” methodsasde-
scribed,e.g., in Sec.1. Foremost,our component-oriented
approachtriggersdiagnosisspeci�cally attheoccurrenceof
a fault, which avoids a continuouscomputationaleffort on
the diagnoser's side. Additionally, the useof independent
andlocalmonitorsin orderto observespeci�c components,
avoidsanexpensivecommunicationpenaltyin thatnoextra
diagnosticmessagesneedto beexchangedbetweenthere-
spective monitorsin orderto cometo a verdict regardinga
system'soverallstatus.

We have successfullyimplementedthe ideaspresented
in this paperandarecurrentlyin theprocessof streamlin-
ing theentirearchitecturefor easeof integrationandfurther
extensibility towardsrecovery measures,for instance.The
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latter were, on purpose,not intensively dealt with in this
paper, sincethey constitutehighly domain-speci�cknowl-
edgeandmethods,which arenot necessarilyapplicableto
all real-timeor reactive systemsalike. Consider, for in-
stance,thedifferencesbetweendistributedcontrolsystems
andbusinessinformationsystems.

The resultswe presentedfor the diagnosiscomponent,
however, hint to the scalabilityof our approachandshow
thepotentialfor deploymentevenin resource-boundeden-
vironmentssuchas embeddedsystems,where it is often
even more dif�cult to differentiatebetweensymptomsof
a failureandits cause,sinceaccessto thesystem's internals
is oftenlimited. Moreover, theability to reasonaboutgray-
box systems(i. e., reasoningin thepresenceof unknowns),
aswe have discussedearlier, is additionallyinterestingfor
suchsettings.

Finally, we aredevelopingandprovide the runtimere-
�ection framework free andunderan open-sourcelicense,
namelythe GNU GeneralPublic License(seehttp://
runtime.in.tum.de/ ), thusenablingwide-spreadde-
ploymentin varioussettings,andto provide a platformfor
future add-onsanddevelopmentspossiblyeven by a third
party.
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