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Abstract

For the practical development of provably correct soft-
ware for embedded systems the close integration of CASE
tools and verification tools is required. This paper de-
scribes the combination of the CASE tool AutoFocus with
the model checker SMV. AutoFocus provides graphical de-
scription techniques for system structure and behavior. In
AutoFocus, data types are specified in a functional style,
while SMV supports only primitive data types. Hence, a
data type translation based on the techniques used in com-
piling functional programming languages is a major part in
the mapping from AutoFocus to SMV.

1. Introduction

Commontechniquedor the quality assurancef soft-
warearecodereviews andtests.Both techniqueshowever,
fail to ensurehehighlevelsof quality requiredfor software
in embeddedystemswherehumarnlife or propertymaybe
at stale, or malfunctionscanleadto expensve productre-
calls.

Formal methods,on the otherhand,allow to prove the
correctnessf a programbasedon mathematicamodelsof
both the programand the correctnesriteria. The math-
ematicalformalizationof programsand propertiesitself is
a possiblesourceof errors,thereforeit is doneby experts
in formal methodsin orderto ensurethe adequag of the
modelandthe properties.

Therearevariousapproacheso closethis gap. Oneis
to baseformal methodson commonmathematicaprinci-
ples—e.g.settheory—thatareeitherknown to the system
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designersor that are easierto master Examplesfor this
approaclarethe speci cationmethodsB [1] andZ [23]. In
bothcasestool supporis secondaryandcorrectnesproofs
mustbedonemanually Neitheris theresupportfor graphi-
cal notationsfor systemstructureor behaior.

Anotherapproachs to avoid mathematicahotationby
de ning formal semanticsfor the programmingand mo-
deling languagedypically usedin industry Examplesare
formalizationsof UML [4], SDL [10] or StateChartg8].
Unfortunately even whenthe formalizationis sufciently
precisesothatveri cation supportcanbe provided,thefor-
malizationis often too complicatedfor practical, perhaps
evenautomaticyeri cation.

A third approachs to usedomain-speci cprogramming
languagesindto provide veri cation supportfor them.Ex-
amplesarethe modelchecler SPIN[11] with its program-
minglanguage®PROMELA for communicatiorprotocolsor
modelcheclersfor subset®f thehardwaredescriptionan-
guagesverilog andVHDL, asfor exampleVIS [24] or the
Cadenceversionof SMV. Thesesystemshowever, have no
supportfor moreintuitive graphicaldescriptiortechniques;
they alsohave no supportfor datatypesmorecomplex than
(tuplesof) booleans,nite subsetof the integersandenu-
merations.

This paperdescribesan attemptto addresghe de cits
of the approachesnentionedby closelyintegratinggraph-
ical notations straightforvard semanticandcomplex data
types,basedon the CASE tool AutoFocus [12, 13]. Au-
toFocus offers graphical, hierarchicaland view oriented
descriptionsof systems. In contrastto other approaches
thesemantic®f AutoFocus is basedn elementarymathe-
maticalconceptswhich allows usto useexisting automatic
veri cation tools,in this casethemodelchecler SMV. Like
mostautomaticveri cation toolsSMV is restrictedo rather
simple datatypes,while AutoFocus allows powerful data
speci cationsin the style of functional programminglan-
guages. Therefore,datatypesmustbe mappedto simple



integersubsetsand nite enumerationor veri cation.

The paperis structuredasfollows. In the next section,
we introducethe AutoFocus descriptiontechniquesvith a
smallavionicsexample.§ 3 containsashortoverview of the
SMV featuresthat are usedfor the translationfrom Auto-
Focus to SMV. Themain partof the paperarethetransla-
tion of the userde ned datatypesandfunctionsin § 4 and
the translationof the graphicaldescriptiontechniquedor
systemstructureandbehaior in § 5. § 6 containssomere-
sultsof alargerexample;in theconclusion(§ 7) we mention
extensionsof our approachandgive an outlook on further
work.

2. AutoFocus

AutoFocus [12, 13] is aCASEtool for thedevelopment
of correctembeddedystemssoftware. In embeddedys-
temsa software part runsembeddednto a electricor me-
chanicalhardwareervironment.They oftenfollow acyclic
operationmodel, similar to the clocked hardware model.
Conceptdrom object-orientatiorarenot asdominantasin
otherareasf softwaredesign.

In AutoFocus systemsare specied as hierarchical
data ow graphs;the componentgshemselesare basically
extendedViealy machinesThis helpsto keepthesemantics
of AutoFocus cleanandsimple. The datatypesof compo-
nentstatesand communicatiorchannelsare speci edin a
style similar to that of functional programminglanguages
[3,9,19].

In additionto the editorsfor systemspeci cation, Auto-
Focus hasa consistency wizard [14] which allows the de-
signerto de ne andcheckstatic consisteng conditionsof
systemdescriptionsA simulationenvironmentcanbeused
for rapid prototyping.

For a detailed descriptionof AutoFocus we refer to
[12, 13]; in this papemwe explain the relevantviews of Au-
toFocus usinga simpleavionicsexample.

2.1. Example

Our exampleis analarmmanagemengystemfor a two-
engineaircraft;it is asimpli cation of acasestudyfrom the
project‘K orSys”(correct systems, [7]). Thesystencollects
alarmsfrom the enginesanddisplaysthemto the pilot to-
getherwith a list of instructionshow the pilot shoulddeal
with the alarm; for example,the pilot might shutdown an
overheateengine.

The pilot can selecttwo display modesusing function
keysNAV andAC. In navigation mode, thepilot canswitch
betweerdifferentviewsrelatedo the positionof theaircraft
on amap. In alarm control mode, the pilot dealswith the
alarms. In eachmodedifferentfunction keys are enabled.

In the navigation modethe pilot canswitch betweeninfor-
mationdisplayswith functionkeys F1, F2, andF3. In the
alarmmodethe pilot canbrowsethe “do-lists” (holdingthe
instructionsfor possiblecorrective actions)usinga Do key
andacknavledgeactionsandalarmsusinganAck key.

If the alarmmanagemengystemreceivesan alarm,the
displayautomaticallyswitchesnto thealarmcontrolmode.
Themaintaskof theavionic alarmcontrolis to ensurethat
the pilot receivesall incomingalarms thatthe latestalarm
is displayedn front of otherpendingalarmsandthatalarms
arestoreduntil they have beenexplicitly acknavledgedby
thepilot.

In the restof this section,we demonstratéhe AutoFo-
cus descriptiontechniquedor systemstructure systembe-
havior anddatatypes.

2.2. System Structure

Thesystenstructures describedy systenstructuredi-
agramqSSDs)whichdescribeahecomponeninterconnec-
tion, the syntacticalinterfacesof the componentsandthe
interface datatypes. Figure 1 shaws the structureof the

a2d:Display show:Display
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Figure 1. System Structure Diagram

avionics system.It hastwo subcomponentsneto control
the display andthe otherto storethe alarms. AutoFocus
descriptionsanbe hierarchical andthe componentgould
bere ned to furtherSSDs.

The externalchannelsn Figure1 describethe interface
of the alarmsystem. The interfaceconsistsof threechan-
nels:

e user:Keysreceveskey signals(F1, F2, F3, Do, Ack,
NAV andAC) from the pilot to changethe displayed
informationandto controlthe reactionson the occur
renceof alarms.

e env:Alarmreceivesthe alarmmessagefom the en-
vironment. Therearethreekinds of alarms: “Fuel”,
denotingthat an engine has no fuel, “Temp”, if an
engineis overheatedand “PonR”, signalingthat the
point of no returnhasbeenreachedj.e. thatthe fuel
doesnotsufce to returnhome.

e show:Display is the outputto the display The dis-
play presentsgeneral ight information, the engine
state(all enginesoperating,one engineinoperatve,
all enginesnoperatve) andthelist of alarmstogether
with instructiongo handlethe mostrecentalarm.



/I description of alarm type and alarm store
data Engine = Engl| Eng2;
data Alarm = None| Fuel(Engine)

data AlarmStore = Store(Bool,Bool,Bool,Bool,Bo

/I constant for an empty alarm store:
const EmptyStore = Store(False,
/I description of keys

False,

data Functkeys = F1 | F2 | F3 | Do| Ack;

data ContrlIKkeys = AC| NAV;

False,

| Temp(Engine) | PonR,;

ol);

False, False);

data Keys = FK(getFK:FunctKeys) | CK(getCK:ContrlKeys);

/I description of engine state

data EngineState = AIEngOp | OneEnglnop(Engine) | AllEnginop;

/I abstract description of display information

data Actions = Refill(Engine)

| SwitchOff(Engine) | FindOtherBase | GoDown;

data NavigationModes = Sector | Rose| North;
data Display = Nav(NavigationModes,EngineState )

| Err(AlarmStore,EngineState)
| DolList(Actions,EngineState);

Figure 2. Data type declarations

2.3. Data Types

Thetypesof theinterfacesarede ned usingafunctional
speci cation style, similar to the functional programming
languagedaslell or ML [9, 19]. They have thefollowing
generaform:

dt = Ci(selyq :typra;:iii;selix ‘typak)|:ii]

The C; areconstructorfunctions,the sel;; areselector
functions. The constructorand selectornameshave to be
different. If selectorsareomittedin the de nition, default
namesaregeneratedMoreover, for everyconstructorC; an
implicit discriminatorfunctionis _C; is generated.

In our avionics example,the alarmtype andthe alarm
store type are de ned as shawvn in Figure 2. Only for
the data type Keys are explicit selector functions de-

ned. The gure alsocontainsthe de nition of a constant
EmptyStore

Functionsor predicate®verdatatypesarealsospeci ed
asin functionalprogrammindanguagesln particular they
canbede ned usingpatternmatchingon the left handside

of a de nition. For example,the avionics systemusesa
functioninsertAlarm, de nedby:
fun insertAlarm(Fuel(Engl),Store(el  ,e2,t 1,t2 ,p))
= Store(True,e2,t1,t2,p)
| insertAlarm(Fuel(Eng2),Store(el  ,e2,t 1,t2 ,p))
= Store(el,True,t1,t2,p)
| insertAlarm(Temp(Engl),Store(el ,e2,t 1,t2 ,p))
= Store(el,e2,True,t2,p)
| insertAlarm(Temp(Eng2),Store(el ,e2,t 1,t2 ,p))

= Store(el,e2,t1,True,p)
| insertAlarm(PonR,Store(el,e2,t
= Store(el,e2,t1,t2,True);

1,t2, p)

Componentsanalsohavelocal datastatevariables.The
local variablesof the componentAlarmStore arelistedin
Figure3.

| Name| Type | Initial value |
as AlarmStore EmptyStore
es EngineState | A11EngOp
last | Alarm None

Figure 3. AlarmStore variables

2.4. Behavioral View

In AutoFocus—asin mary otherCASEtools—the be-
havior of componentss de ned by statemachinesthecor-
respondingdiagramsare called state transition diagrams
(STDs).

We skip the STD for the driver componentasits func-
tion is quite simple: It just ensurescontinuousoutput of
displayinformationto the hardware,evenif no new signals
arrive from the alarmstore. The STD for AlarmStore is
shawvn in Figure4. It hastwo statesgachcorrespondingo
adisplaymode.Eachtransitionlabel consistsof four parts,
separatedby a colon (*;"): aprecondition, oneor morein-
put statements, one or more output statements and an ac-
tion. Eachpartis optional.



Thepreconditiorcanrestricttheexecutionof atransition
dependingnthevalueof thedatastatevariablestheaction
changeshesevariables.Variablenameghatareusedin the
transitionlabel but that are not componentvariables,are
calledtransition variables.

Similarto functionde nitions, transitiondn AutoFocus
usepatternmatchingto readfrom theinput channelsandto
bind transitionvariables.Preconditionsputputstatements,
andactionscanbe expressedisinguserde ned and auto-
matically generatedunctionsfrom the datatype speci ca-
tion.

For example,in Figure4 oneof thetransitionsfrom NAV
into AC usesthe function insertAlarm de ned in § 2.3.
The input statement®f a transition, too, can use pattern
matching: We can usethe more compactuser?CK (NAV)
insteadof addingis_CK(x) & getCK(x) = NAV to the
preconditiontogethemwith theinput statementiser?x.

Like structurediagrams,STDs can be hierarchical. In
our example, the descriptionof the two modesis re ned
usingsub-STDsautomatahatdescribéhebehaior in each
statein more detail. Figure5 shaws the sub-STDof the
alarmcontrolstateAC.

For eachincomingandoutgoingtransitionin theenclos-
ing statetransitiondiagram(cf. Figure4) thereis a connec-
tor, representedsa smallbullet. A transitionfrom or to a
connectois anentryor exit transitionof thesub-STD Mul-
tiple transitionsmayleadto or from anexit (emptybulllet)
or entry (black bullet) connector In the examplethe exit
connectoris connectedo threeinternal transitions,since
thealarmcontrolmodecanbeleft from all connectedtates
if thekey NAV is pressed.

Figure5 alsoshaws thattransitionscanuseabbreviated
labels,to avoid clutteringthe STDswith thefull labeldef-
inition. StoreFirstAlarm, for example,is the abbreviated
labelfor the following transition:

isEmptyStore(as)

env?al :
out!Err(insertAlarm(al,as),es )
as = insertAlarm(al,as)

whereisEmptyStoreisauserde nedfunctionthatchecks
for equalitywith the constanEmptyStore from Figure2.

3. The Model Checker SMV

A model checler is a programthat veri es whethera
given systemmodel (describedin a simple programming
language)satis esa propertyspeci cation (describedn a
temporallogic). This veri cation is donenot deductvely,
but ratherby exhaustvely examiningevery possiblebeha-
ior of thesystem.If the propertydoesnothold for asystem,
the modelchecler producesa counterexample,i.e. atrace
of asystemexecutionthatviolatesthe property

We chooseSMV [17] as the veri cation tool, mainly
becausédts semanticss closeto the synchronousexecu-
tion modelof thecurrentAutoFocus implementationpther
veri cation systemssuchasSPIN or STePaim moreatin-
terleaving executionmodels. SMV is a symbolic model
checler, i.e.it useBDDsfor therepresentatioof statesets,
anddoesnot storestatesexplicitly in a hashtable. Thisis
claimedto bemoreef cient for hardware-likesystemsLast
but notleast,SMYV is freely availableandeasilyportableto
otherplatforms.

Thetypical application eld of SMV is hardwareveri -
cation. Thisis re ectedin its input languagewhich allows
concisespeci cationsof combinatorialhardware and reg-
isters, but offers no direct supportfor more complex data
types,function declarationspr statemachines.In § 4 and
§ 5we shov how thesehigherlevel concepteanbemapped
to SMV.

In this section,we give an overview over thosepartsof
the modelandpropertydescriptionanguage®f SMV that
arerelevantto this paper;moreinformationaboutSMV as
well asthesystenitselfis availablefrom the SMV website:
http://www.cs.cmu.edu/ "modelcheck/.

3.1. Model Language

Fundamentallyan SMV modelis a speci cationof a -
nite statemachine.The statespaceof this machineconsists
of variablesthathold eithera Booleanvalue,a memberof
anenumerationpr anelemenf a nite integerrange.For
example,

VARDb: boolean; VARe: { el, e2}; VARi: -5.5;

The initial state of the model is speci ed by a formula
in propositionallogic that refersto the valuesof the state
variables.For Booleanvariablesthe usualconnectvescan
be used;for integervaluescomparisonsandarithmeticare
available.

Thetransitionrelationis alsospeci edby aformulathat
in additionrefersto the valuesof the statevariablesin the
following state.For example,giventhe declarationsbove,
theformula

nexth) =1!b &nexte) =el &(@{ =0] i =1)
speci esatransitionrelationfrom all stateswith i € {0;1}
to stateswheree equalsel, b is inverted,andthevalueof i
is arbitrary

Obviously, this relationis not total: thereare no tran-
sitionsfrom stateswherei is lessthanzero,or largerthan
one.lt isthetaskof themodeldesigner—or, in ourcasethe
compilerfrom AutoFocus to SMV— to ensurethattransi-
tion relationsareconsistenaindtotal.

To structure larger formulas, SMV allows case-
expressions:



env?al:a2d!Err(insertAlarm(al,as),es):as=insertAlarm(a,as),last=as

isEmptyStore(as):user?CK(AC),env?:a2d!Err(as,es):

~isEmptyStore(as):user?CK(AC),env?:a2d!Err(as,es):

user?CK(NAV),env?:a2d!Nav(Sector,es):

Figure 4. Behavior of AlarmStore

~isEmptyStore(as):user?CK(AC),env?:a2d!Err(as,es):
[}

isEmptyStore(as):user?CK(AC),env?:a2d!Err(as,es):
lErr(insertAlarm(al,as),es):as=insertAlarm(al,as),last=as ¢

O

user?CK(NAV),env?:a2d!Nav(Sector,es):

Figure 5. Behavior of AC

case
cl: el;
c2 . ez2;
cn . en;
esac;

is anabbreviationfor:
(cl1 > el) &(lcl &c2 -> e2) &
& (lcl &!.. &cn -> en)
Note that sincethe casesare prioritized, the value of the
case is the rst e with ¢;. Frequently a default caseis
introducedby choosing‘true” (in SMV: 1) for c,, .

For thespeci cationof largersystemsSMV modelscan
bedividedinto severalmodules Modulescanbeparameter
ized,andeachmodulecanhave local variabledeclarations,
its own initialization andits own transitionrelation. The
modulesareinstantiatedn a main modulesimilar to state
variabledeclarations.

Semantically the modulesoperatein parallel: the ini-
tialization predicateof all modulesandtheir transitionre-
lationsareconjoined.

3.2. Property Language

Thesecondnputlanguagef SMV is the propertyspec-
i cation languagePropertiesareformulatedin the compu-
tation tree logic CTL. A detaileddescriptiorof CTL formu-
lasandtheir semanticeanbefoundin [6].

In general,it is hardto formulate systempropertiesin
temporallogics; [16] containsa classi cation of typical
property speci cation patternsand their formalizationin
CTL andotherlanguages.

4. Data Type Transation

In this sectionwe describethe translationfrom user
de ned typesandfunctionsinto SMV. The conceptof the
translatioris to de ne amappingfrom all valuesof theuser
de ned typeto integernumbersandto usecasestatements
insteadof functioncalls. Of coursethis conceptworksonly
for nite typesandfunctions,but modelcheckinggenerally
is restrictedo nite systems.



Thetranslatioris basednthefollowing two steps First,
functionsarenormalizedby generatingsymbolicconstants
for all valuesof eachdatatype usedin the AutoFocus
model, for all standardfunctions (constructorsselectors,
discriminatorsindfor all userde ned functions.

Then, the symbolic constantsare eliminatedby textual
replacementisingthe C preprocessor

Firstwe presenthetranslatiorof datatypesandthegen-
erationof the standardfunctions(see§ 4.1). In § 4.2 we
shav how userde ned functionsaretranslatednto SMV.

4.1. Types

The rst stepin the translationof datatypesis to check
whetherthedatatypesare nite. A datatypedt is nite, if
it is equalto Bool, or if in its de nition all typestyp i, (see
§ 2.3)are nite anddifferentfromdt.

For nite datatypesthetranslationstartswith thegener
ation of the symbolicconstantdor eachvalueof the type.
For eachconstructoIrC; we generatesymbolicconstantas
the concatenatiorof the constructornamewith all possi-
ble combinationsf the aguments:if a constructothasno
arguments,just the nameof the constructoris used. All
symbolicconstant@arethennumbered.

To usethe typein SMV declarationsve de ne a sym-
bolic namefor the type by listing all possiblevalues. For
example, translatingthe datatype de nition of Alarm in
§ 2.2resultsin:

#define
#define
#define

FuelEngl O

FuelEng2 1

TempEng12

#define TempEng23

#define PonR 4

#define Alarm { FuelEngl, FuelEng2,
TempEngl, TempEng2,
PonR}

Constructors. Constructorfunctions are translatedinto
casesplits on all possibleargumentvalues. For example,
the constructofFuel of Alarm is translatednto:

#define Fuel(X0)
case
X0 = Engl: FuelEngl;
X0 = Eng2 : FuelEng2;
esac

In the caseof multiple agumenttypesthe case constructs
for eachargumentare nestednto all casef the previous
arguments.

Discriminators.  The generationof discriminator func-
tionsusesa case constructwith a default case.Thetrans-
lateddiscriminatorfor Fuel looksasfollows:

#define
case
X

is_Fuel(x)

FuelEngl : True;

X = FuelEng2 : True;
1: False;
esac

Selectors. For every argumentof a constructoy one se-
lector functionis generated.Lik e discriminatorfunctions,
selectorfunctionshave oneargument.Fuel is a constructor
with a single agument,henceonly one selectoris gener

ated.Selectomamesaregeneratedchematically

#define Fuell(x)
case
X = FuelEngl : Engl;
x = FuelEng2 : Eng2;
esac

Usingthesede nitions andthe macromechanisnof the
C preprocessomwe cantranslateexpressiondik e

is_PonR(Fuel(Engl)) = False

into SMV terms. Often, asin this example,the term con-
sistsonly of constantsand functions. Since SMV builds
BDD-basednormalforms, suchtermsarereducedo con-
stantvalues,in this caseto the value“true”. In our experi-
mentssofar, SMV hadnodif culties parsingtheinput les.
Of course to reducetheir size,anothempreprocessocould
simplify suchtermsbeforepassinghemto SMV.

4.2. Functions

Userde ned functionsin AutoFocus are de ned with
patternmatching. A patternis a variableor a constructor
appliedto further patterns. A term matchesa patternif it
hasthe sameconstructorsyariablesin a patternarebound
to thematchingsubterms.

Forthetranslatiorto SMV, constructopatternsareelim-
inatedusingdiscriminatorandselectorfunctions.Construc-
tor functionsremainonly on the right handsideof a func-
tion de nition.

The translationalgorithm for patternmatchingfollows
the patternmatchingsemanticgjivenin the Haslell report
[9]; herewe only demonstratéhetranslationusingthedef-
inition of thefunctioninsertAlarm (§ 2.3).

Assumehefunctionis calledasinsertAlarm(X1,X2).
The function de nition usesa pattern Store(el, e2,
t1, t2, p) for the secondargument. In order for this
patternto match, the secondargumentmust be of type
Store. Therefore, in the translationthe discriminator
is_Store(X2) isintroduced.Now, thevariablee1 mustbe
matchedwith the rst argumentof the constructorwhichis
representedby the selectorStore1 (X2). Variablesmatch



everything, so the condition “true” (in SMV: 1) is gener
ated,andthevariablee1 is boundto Store1 (X2). Thus,in
the right handside of the de nition, eachoccurenceof el
is replacedby Store1 (X2). Similarly, the remainingvari-
ablesarematchedandbound.In addition,the samestrateyy
is usedfor the rst argument.

The resultof the translationof insertAlarm is shovn
in Figure6.

5. Diagram Tranglation

Given the translationof datatypesand functionsfrom
§ 4, it is straightforwardto translateAutoFocus modelsinto
SMV. In this section,we describehow AutoFocus models
arenormalizedprior to the codegenerationhow commu-
nication channelsare encoded how systemstructuredia-
gramsaremappednto SMV modulesand nally how state
transitionsandstatetransitiondiagramsaretranslated.

5.1. Normalization

All AutoFocus descriptiontechniquessupporthierar
chy asa meango reducethe compleity of speci cations.
For the SMV code, hawever, this hierarchyneednot be
presered. In particulart it is sufcient to translateonly
thosecomponentdnto SMV that contain statetransition
diagrams. We refer to thesecomponentsas basic compo-
nents. Thus,beforecodegeneratiorwe build a attenedAu-
toFocus modelwhich consistsonly of basiccomponents,
andwhosechannelsare derived from the transitive hull of
the original systemconnectionstructure. To avoid name
clashesin the attened systemstructure,eachcomponent
nameis adornedvith auniquenumber

The statetransitiondiagramstoo, are attened. A at
STD is an STD whereno statecontainsa sub-SSD.Note
thatahierarchicaSTD canberegardedasatree. Theleaves
of the treeare at STDs, the inner STDs containat least
onestatethatholdsa sub-STD.Fromthis treea new STD
is built which containsall control statesand state-to-state
transitionof thetree'sleaf STDs.In addition,state-to-state
transitionof theinnerSTDsareresohedby nding thecor-
respondingconnectordn the correspondingub-STDand
meiging all connectedransitionsegments. Again, control
statesneedto be renamedo avoid nameclashes.This is
doneby concatenatinghe namesof the STDson the path
fromrootto theleaf STD, followedby the nameof the con-
trol statein theleaf STD.

For example, in the normalizationof the hierarchical
STD of AlarmStore (Figure 4, 5), the statesDo, Alarm,
OK arerenamedo ACDo, ACAlarm and ACOK, respec-
tively. Thetransitionsbetweerthe statesn Figure5 areall
included.Thetransitionsfrom the stateNAV to AC in Fig-
ure4 arelinkedwith thecorrespondingransitionsfrom the

entry connectiorpointsin Figure5; they now leadto states
ACAlarmandACOK.

The resultof normalizationis a at SSD, where each
componentontainsa at STD with basicstatesonly and
transitionsbetweerthem.

5.2. Channéls

For the synchronoussemanticsof AutoFocus, each
channelcancarry at mostonedatavaluein eachclock cy-
cle. Hencesimplevariablessufce to holdthechannebata.
However, the presenceor absenceof a properdatavalue
mustalsobe encoded.Thus,eachchannelC is encodedas
two variables:avalue-carryingzariableC_v, andaBoolean
variableC_p thatdenotesvhethera propervalueis present
onthechannelor whetherthechanneis empty

It is not really importantwherein the SMV codethe
channelvariablesare declared.We chooseto declareeach
channein thecodeof the STD thatoutputsinto it.

5.3. System Structure

Eachcomponenbf the attened SSDis mappednto an
SMV module. Eachcomponentmoduleis parameterized
with the value/presenceariable pair for eachcomponent
input channel. As mentionedabore, output channelsare
declaredocally in eachcomponent.lnitially, all channels
areempty: the presencevariableof eachoutputchannelis
setto false.

Below is the codefragmentfor the AlarmStorecompo-
nent. The partsmarkedby “. ..” areproducedbvy the STD
translationwhichis describedn § 5.5.

MODULEIlarmStore_O(user_v, user_p, env_v, env_p)
VARout_v : Display;
VARout_p : boolean;

INIT
lout_p & ...

TRANS

ThetypenameDisplay is laterreplacedy integerranges
in apreprocessingtep(sees 4.1).

The channelXeys and Alarm areinputsfrom the en-
vironment. They are declaredin an abstractervironment
module,which is not presentin the SSD but generatedn
thecodegeneration:

MODULRvionic_Env(show_v, show_p)
VARuser_v : Keys;
VARuser_p : boolean;
VARenv_v : Alarm;
VARenv_p : boolean;
INIT
luser_p & lenv_p
TRANS 1



#define insertAlarm(X1,X2)

case
is_Fuel(X1) & is_Engl(Fuell(X1)) & is_Store(X2)
Store(True,Store2(X2),Store3(
is_Fuel(X1) & is_Eng2(Fuell(X1)) & is_Store(X2)

Store(Storel(X2),True,Store3(

is_Temp(X1) & is_Engl(Templ(X1l)) & is_Store(X2)
rue,S tore 4(X2),Sto re5( X2));

Store(Storel(X2),Store2(X2),T

is_Temp(X1) & is_Eng2(Temp1(X1)) & is_Store(X2)
tore3 (X2) ,True ,Sto re5( X2));
&1&1&1&1&1:

tore3 (X2) ,Stor e4(X2),T rue);

Store(Store1(X2),Store2(X2),S
is_PonR(X1) & is_Store(X2)
Store(Store1(X2),Store2(X2),S

esac

&1 &1&1&1&1:

X2),Store 4(X2),Sto re5( X2));

&1 &1&1&1&1:

X2),Store 4(X2),Sto re5( X2));

&1 &1&1&1&1:

&1 &1&1&1&1:

Figure 6. Translation of insertAlarm

The transition relation of the ervironmentis completely
nondeterministicThe ervironmentmay sendarbitrarykey
signalsandalarmsto the systemin eachcycle.

Finally, thesemodulesareinstantiatedn the main mod-
ule. The parametersf the individual modulesare lled in
with the variablenameof the correspondinghannelsthe
AlarmStore is instantiatedasfollows:

VARAlarmStore_0 : AlarmStore_0(
Avionic_Env.user_v, Avionic_Env.user_p,
Avionic_Env.env_v, Avionic_Env.env_p

);
5.4. Transitions

Thetranslationof transitionsis similar to thetranslation
of userde ned functions; in particular patternmatching
within the input patternsandtransitionvariablesare elimi-
nated.

The result of the translationfor the transition Store-
FirstAlarm (§ 2.4)is:

env.p=1 input

& iIsEmptyStore(as) precondition

& next(out_ p) =1 -- output

& next(out_v) =
Err(insertAlarm(env_v, as), es)

& next(last) = -- actions
env_v

& next(as) =

insertAlarm(env_v,  as)

= csACOK
= csACAlarm

& ControlState
& next(ControlState)

The variablenamesendingin “_p” and“ _v” referto the
presencestatusand currentvalue of communicatiorchan-
nels,asmentionedn § 5.2. Thelasttwo linesrepresenthe
control statechangeof the transition; the statenamesare
pre x edwith AC becausef the normalizationstep.

5.5. Behavior

In additionto the outputchannelariablesgachcompo-
nentde nesthefollowing statevariables:

e A controlstatevariable(anenumerationype).

e Thedatastatevariablesjik e channelypes.theirtypes
arelaterreplacedby integerrangesn a preprocessing
step.

Initially, the control statevariableis setto the nameof the
STD's initial state;for the componentAlarmStorethis a
statecalled Sectorin NAV. The datavariablesare set to
theirinitial values(seeFigure3). Again,thesymboliccon-
stantsarelaterreplacedy integervaluesin the preprocess-
ing step.

MODULEIlarmStore_0O(user_v,
VARout_v : Display;
VARout_p : boolean;
VARControlState:  {

csNAVSector, csNAVNorth, csNAVRose,
csACAlarm, csACDo, csACOK};

user_p, env_v, env_p)

VARas : AlarmStore;

VARes : EngineState;

VARlast : Alarm;
INIT

lout_p &

ControlState = csNAVSector &
as = EmptyStore & es = AIIEngOp & last
TRANS

= None



| | Components | Channels | Types | Constants | States | Transitions | Inputs | BDD nodes | Memory | Time ]

ALARM 3 4 7 43 13 13 140 25287 3.6 MB 18s

SSB 27 56 2 8 20 62 186624 12642 1.7MB | 04s

SSB2 27 56 3 10 22 90 470596 51339 46MB | 25s

SSBBig 27 56 2 8 22 62 96 Mio 12003 296 MB | 139s

Figure 7. Verification Results

-- Transition relation: Figure7 shovs someresultsconcerninghesizeof some

variationsof the casestudy For eachsystemwe measured
I the numberof componentsgchannelsdatatypes;the num-
-- Idle transition:

Thetransitionrelationis expressedsa formulain disjunc-
tive normalform. Eachmintermis a singletransitionof the
STD, aspresentedbove.

Thelasttransitionis theidle transition,which is not ex-
plicitly visible in the AutoFocus model. Its purposeis to
male thetransitionrelationtotal. It is takenwhenno other
transitionis enabled.Thusits preconditionis the negation
of theconjunctionof all othertransitions preconditiongnd
input statementsit leavesall datavariablesandthe control
stateunchange@ndclearsall outputchannels.

6. Case Study: Storm Surge Barrier

The storm sumge barrierin Oosterscheldgreventsthe
Netherland$rom catastrophicoods like the onein 1959,
whichtook thelivesof morethan1000people.Thebarrier
consistsof several slidesthat separateéhe EasternScheldt
(inside)from theNorth Sea(outside).Theslidesareclosed,
whenthewaterlevel of the northseais too high.

Thereis an emegeng closing systemthat controlsthe
slides. This systemis currentlyredesignedanddueto the
high criticality of the systemthe designhasto be formally
veri ed. Onesafetycritical propertyis thatthe “open” sig-
nalis sentto thebarrierwhen

e the“close” signalhadbeensentbefore,and

¢ theinsidewaterlevel becomesigherthanthe outside
waterlevel (plusa x edconstantfor the rst time after
the“close” signalwastrue,and

¢ theoperatordid notforbid giving the “open” signal.

The AutoFocus modelis a completemodel of the system,
accordingto the informal speci cation of the functions. It
alsoincludesredundanyg for the waterlevel sensorswith
a two-threemajority vote. The only abstractiormadewas
thatwe useddiscreteinput valuesfor the six sensorsignals
that measurehe waterlevels. The modelhasbeentrans-
latedto SMV; the proof of the critical propertiesakesless
thanonesecond.

berof valuesandconstantproduceddy thedatatypetrans-
lation, thenumberof statesandtransitionsan the STDs,and
the numberof possibleinput combinationsrom the ervi-
ronmentto the system(in one time interval). The other
numbersdescribethe ressourcesisedby SMV; the results
wereproducedona SUN Ultra 2.

The SSB2systemin the gure is a re nement of the
storm suige barrier that allows the sensorgdo senderrors
to the system. It could be proved that the systembehaes
correctly evenif therearefaulty input values. SSBBigis
a systemwhich allows more differentinput valuesfor the
waterlevel sensossignals.

The rst line of thetableresultsfrom thealarmmanage-
mentsystemthat we usedthroughoutthis paper;the prop-
erty checledwasartrivial consisteng test.

Ourexperiencdrom thestormsuigebarriercasestudyis
thatthe AutoFocus modelis adequatéor theformalization
of the system,andthatthe critical propertiesof the barrier
could be veri ed usingour translationapproachand SMV.
Moreover, the descriptiontechniquef AutoFocus posed
no dif culties for theengineersvorking with us.

7. Conclusion and Further Work

Themaingoalof ourworkis to combineintuitive graphi-
caldescriptiortechniquedor systenstructureandbehaior
andanexpressve datatype speci cationlanguagewith au-
tomaticveri cation techniquesThuswe hopeto reducethe
problemof the acceptabilityof formal modelsandto make
veri cation moreaccessibleéo industrialsoftwaredevelop-
ers.

This paperis a rst steptowardsthis goal. We shav
how high-level speci cations can be translatedinto the
hardware-orientedanguagesf SMV. To our knowledge,no
otherautomaticveri cation systemallows functionalspec-
i cation of datatypes. We believe this is a main feature
of our approachaspatternmatchingallows usto concisely
formulatecomplex transitionconditionsandactionsof tran-
sitiondiagramsWithoutuserde ned functionsit would of-
tenbenecessario introduceaspeciakcomponenthatcom-
putesa function's result. The systemspeci cation would



thenhave to trigger this componentandto wait for its re-
sult; this introducedots of intermediatestatesandleadsto
clutteredandoverly complicatedspeci cations.

The translationof diagrammaticand functional speci -
cationsis partof alargerongoingproject: Within theproject
Quest [22, 20], we develop atool setthat consistsof Au-
toFocus, the model checler SMV, a testernvironmentas
well asthe theoremproving systemVSE [15]. Moreover,
usingsimilartechniquesstheonespresentedh this paper
we canalsodirectly generatgproductioncodefrom Auto-
Focus.

In particular thetheoremproveris essentiafor theveri-
cation of larger systems.Using AutoFocus it is easyto
modelsystemghatcannotbe handleddirectly by SMV, es-
pecially whenmore complex or evenrecursve (i.e. in -
nite) datatypesareused.Usingthe Quest toolset,it is pos-
sible to verify a systemby abstraction. Propertieghatare
provenfor asmallersystenmalsoholdin theoriginal system,
provided a numberof abstractionconditionshold [5, 18].
Theseabstractiorconditionsareautomaticallygeneratedby
AutoFocus andfed to the VSE prover, wherethey canbe
dischagedusinginteractve proof. The conditionsarefor-
mulasin simple predicatelogic, and much easierto prove
thantemporallogic formulas. Abstractioncanbe usedto
reducethe systemSSBBIigto SSB(Figure7).

Anotherextensionthatis currentlybeingintegratedinto
AutoFocus is the visualizationof the counterexamples
generatedby SMV asextendedeventtraces(EETSs,[21]).
EETs are a simple variant of messagesequencecharts;
they area diagrammatimotationfor single systemrunsor
groupsof similar runs. EETscanalsobe usedto drive the
simulationfacilities of AutoFocus, so that counterexam-
plescanbeinteractively replayed.

Finally, thedatatypetranslationtechniquegpresentedn
this papercan be appliedfor other speci cation and pro-
gramming notations; for example, the synchronouspro-
gramminglanguageEsterel[2] could be extendedwith a
hostlanguagendependentlatatype system.
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