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Abstract

For the practical development of provably correct soft-
ware for embedded systems the close integration of CASE
tools and verification tools is required. This paper de-
scribes the combination of the CASE tool AutoFocus with
the model checker SMV. AutoFocus provides graphical de-
scription techniques for system structure and behavior. In
AutoFocus, data types are specified in a functional style,
while SMV supports only primitive data types. Hence, a
data type translation based on the techniques used in com-
piling functional programming languages is a major part in
the mapping from AutoFocus to SMV.

1. Introduction

Commontechniquesfor the quality assuranceof soft-
warearecodereviewsandtests.Both techniques,however,
fail to ensurethehighlevelsof qualityrequiredfor software
in embeddedsystems,wherehumanlife or propertymaybe
at stake, or malfunctionscanleadto expensive productre-
calls.

Formal methods,on the otherhand,allow to prove the
correctnessof a programbasedon mathematicalmodelsof
both the programand the correctnesscriteria. The math-
ematicalformalizationof programsandpropertiesitself is
a possiblesourceof errors,thereforeit is doneby experts
in formal methodsin order to ensurethe adequacy of the
modelandtheproperties.

Therearevariousapproachesto closethis gap. Oneis
to baseformal methodson commonmathematicalprinci-
ples—e.g.settheory—thatareeitherknown to thesystem
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designersor that are easierto master. Examplesfor this
approacharethespeci�cationmethodsB [1] andZ [23]. In
bothcases,tool supportis secondary, andcorrectnessproofs
mustbedonemanually. Neitheris theresupportfor graphi-
calnotationsfor systemstructureor behavior.

Anotherapproachis to avoid mathematicalnotationby
de�ning formal semanticsfor the programmingand mo-
deling languagestypically usedin industry. Examplesare
formalizationsof UML [4], SDL [10] or StateCharts[8].
Unfortunately, even when the formalizationis suf�ciently
precisesothatveri�cation supportcanbeprovided,thefor-
malizationis often too complicatedfor practical,perhaps
evenautomatic,veri�cation.

A third approachis to usedomain-speci�cprogramming
languagesandto provideveri�cation supportfor them.Ex-
amplesarethemodelchecker SPIN[11] with its program-
minglanguagePROMELA for communicationprotocolsor
modelcheckersfor subsetsof thehardwaredescriptionlan-
guagesVerilog andVHDL, asfor exampleVIS [24] or the
Cadenceversionof SMV. Thesesystems,however, haveno
supportfor moreintuitivegraphicaldescriptiontechniques;
they alsohavenosupportfor datatypesmorecomplex than
(tuplesof) booleans,�nite subsetsof the integersandenu-
merations.

This paperdescribesan attemptto addressthe de�cits
of theapproachesmentionedby closelyintegratinggraph-
ical notations,straightforwardsemanticsandcomplex data
types,basedon the CASE tool AutoFocus [12, 13]. Au-
toFocus offers graphical,hierarchicaland view oriented
descriptionsof systems. In contrastto other approaches
thesemanticsof AutoFocus is basedonelementarymathe-
maticalconcepts,whichallowsusto useexistingautomatic
veri�cation tools,in thiscasethemodelcheckerSMV. Like
mostautomaticveri�cation toolsSMV is restrictedto rather
simpledatatypes,while AutoFocus allows powerful data
speci�cationsin the style of functionalprogramminglan-
guages.Therefore,datatypesmust be mappedto simple
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integersubsetsand�nite enumerationsfor veri�cation.
The paperis structuredasfollows. In the next section,

we introducetheAutoFocus descriptiontechniqueswith a
smallavionicsexample.§ 3 containsashortoverview of the
SMV featuresthat areusedfor the translationfrom Auto-
Focus to SMV. Themainpartof thepaperarethetransla-
tion of theuser-de�ned datatypesandfunctionsin § 4 and
the translationof the graphicaldescriptiontechniquesfor
systemstructureandbehavior in § 5. § 6 containssomere-
sultsof alargerexample;in theconclusion(§ 7) wemention
extensionsof our approachandgive an outlookon further
work.

2. AutoFocus

AutoFocus [12, 13] is aCASEtool for thedevelopment
of correctembeddedsystemssoftware. In embeddedsys-
temsa softwarepart runsembeddedinto a electricor me-
chanicalhardwareenvironment.They oftenfollow a cyclic
operationmodel, similar to the clocked hardware model.
Conceptsfrom object-orientationarenot asdominantasin
otherareasof softwaredesign.

In AutoFocus systemsare speci�ed as hierarchical
data�ow graphs;the componentsthemselvesarebasically
extendedMealymachines.Thishelpsto keepthesemantics
of AutoFocus cleanandsimple.Thedatatypesof compo-
nentstatesandcommunicationchannelsarespeci�ed in a
style similar to that of functionalprogramminglanguages
[3, 9, 19].

In additionto theeditorsfor systemspeci�cation,Auto-
Focus hasa consistency wizard [14] which allows thede-
signerto de�ne andcheckstaticconsistency conditionsof
systemdescriptions.A simulationenvironmentcanbeused
for rapidprototyping.

For a detaileddescriptionof AutoFocus we refer to
[12, 13]; in this paperwe explain therelevantviews of Au-
toFocus usingasimpleavionicsexample.

2.1. Example

Our exampleis analarmmanagementsystemfor a two-
engineaircraft;it is asimpli�cation of acasestudyfrom the
project“KorSys”(correct systems, [7]). Thesystemcollects
alarmsfrom theenginesanddisplaysthemto the pilot to-
getherwith a list of instructionshow thepilot shoulddeal
with the alarm; for example,thepilot might shutdown an
overheatedengine.

The pilot can selecttwo displaymodesusing function
keysNAV andAC. In navigation mode, thepilot canswitch
betweendifferentviewsrelatedto thepositionof theaircraft
on a map. In alarm control mode, thepilot dealswith the
alarms. In eachmodedifferentfunction keys areenabled.

In thenavigationmodethepilot canswitchbetweeninfor-
mationdisplayswith functionkeys F1, F2, andF3. In the
alarmmodethepilot canbrowsethe“do-lists” (holdingthe
instructionsfor possiblecorrectiveactions)usinga Do key
andacknowledgeactionsandalarmsusinganAck key.

If thealarmmanagementsystemreceivesan alarm,the
displayautomaticallyswitchesinto thealarmcontrolmode.
Themaintaskof theavionic alarmcontrol is to ensurethat
thepilot receivesall incomingalarms,that the latestalarm
is displayedin front of otherpendingalarmsandthatalarms
arestoreduntil they have beenexplicitly acknowledgedby
thepilot.

In the restof this section,we demonstratethe AutoFo-
cus descriptiontechniquesfor systemstructure,systembe-
havior anddatatypes.

2.2. System Structure

Thesystemstructureis describedby systemstructuredi-
agrams(SSDs),whichdescribethecomponentinterconnec-
tion, the syntacticalinterfacesof the componentsand the
interfacedatatypes. Figure 1 shows the structureof the

AlarmStore Driver
a2d:Display show:Display

user:Keys

env:Alarm

Figure 1. System Structure Diagram

avionicssystem.It hastwo subcomponents,oneto control
the display, andthe otherto storethe alarms. AutoFocus
descriptionscanbehierarchical,andthecomponentscould
bere�ned to furtherSSDs.

Theexternalchannelsin Figure1 describethe interface
of the alarmsystem.The interfaceconsistsof threechan-
nels:

• user:Keys receiveskey signals(F1, F2, F3, Do, Ack,
NAV andAC) from the pilot to changethe displayed
informationandto control the reactionson theoccur-
renceof alarms.

• env:Alarm receivesthealarmmessagesfrom theen-
vironment. Thereare threekinds of alarms: “Fuel”,
denotingthat an enginehas no fuel, “Temp”, if an
engineis overheated,and “PonR”, signalingthat the
point of no returnhasbeenreached,i.e. that the fuel
doesnot suf�ce to returnhome.

• show:Display is the output to the display. The dis-
play presentsgeneral�ight information, the engine
state(all enginesoperating,one engineinoperative,
all enginesinoperative)andthelist of alarms,together
with instructionsto handlethemostrecentalarm.
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// description of alarm type and alarm store
data Engine = Eng1 | Eng2;
data Alarm = None | Fuel(Engine) | Temp(Engine) | PonR;
data AlarmStore = Store(Bool,Bool,Bool,Bool,Bo ol);

// constant for an empty alarm store:
const EmptyStore = Store(False, False, False, False, False);

// description of keys
data FunctKeys = F1 | F2 | F3 | Do | Ack;
data ContrlKeys = AC | NAV;
data Keys = FK(getFK:FunctKeys) | CK(getCK:ContrlKeys);

// description of engine state
data EngineState = AllEngOp | OneEngInop(Engine) | AllEngInop;

// abstract description of display information
data Actions = Refill(Engine) | SwitchOff(Engine) | FindOtherBase | GoDown;
data NavigationModes = Sector | Rose | North;
data Display = Nav(NavigationModes,EngineState )

| Err(AlarmStore,EngineState)
| DoList(Actions,EngineState);

Figure 2. Data type declarations

2.3. Data Types

Thetypesof theinterfacesarede�nedusingafunctional
speci�cation style, similar to the functionalprogramming
languagesHaskell or ML [9, 19]. They have the following
generalform:

dt = C1 (sel1;1 : typ 1;1 ; : : : ; sel1;k : typ 1;k ) | : : : |

Cn (seln;1 : typ n;1 ; : : : ; seln;m : typ n;m )

The Ci areconstructorfunctions,the sel i j
areselector

functions. The constructorandselectornameshave to be
different. If selectorsareomittedin the de�nition, default
namesaregenerated.Moreover, for everyconstructorCi an
implicit discriminatorfunctionis Ci is generated.

In our avionics example,the alarm type andthe alarm
store type are de�ned as shown in Figure 2. Only for
the data type Keys are explicit selector functions de-
�ned. The �gure alsocontainsthede�nition of a constant
EmptyStore.

Functionsor predicatesoverdatatypesarealsospeci�ed
asin functionalprogramminglanguages.In particular, they
canbede�ned usingpatternmatchingon theleft handside
of a de�nition. For example, the avionics systemusesa
functioninsertAlarm, de�ned by:

fun insertAlarm(Fuel(Eng1),Store(e1 ,e2,t 1,t2 ,p))
= Store(True,e2,t1,t2,p)

| insertAlarm(Fuel(Eng2),Store(e1 ,e2,t 1,t2 ,p))
= Store(e1,True,t1,t2,p)

| insertAlarm(Temp(Eng1),Store(e1 ,e2,t 1,t2 ,p))
= Store(e1,e2,True,t2,p)

| insertAlarm(Temp(Eng2),Store(e1 ,e2,t 1,t2 ,p))

= Store(e1,e2,t1,True,p)
| insertAlarm(PonR,Store(e1,e2,t 1,t2, p))

= Store(e1,e2,t1,t2,True);

Componentscanalsohavelocaldatastatevariables.The
local variablesof thecomponentAlarmStore arelisted in
Figure3.

Name Type Initial value

as AlarmStore EmptyStore

es EngineState AllEngOp

last Alarm None

Figure 3. AlarmStore variables

2.4. Behavioral View

In AutoFocus—asin many otherCASEtools—thebe-
havior of componentsis de�ned by statemachines;thecor-
respondingdiagramsare called state transition diagrams
(STDs).

We skip theSTD for thedriver component,asits func-
tion is quite simple: It just ensurescontinuousoutput of
displayinformationto thehardware,evenif nonew signals
arrive from the alarmstore. The STD for AlarmStore is
shown in Figure4. It hastwo states,eachcorrespondingto
a displaymode.Eachtransitionlabelconsistsof four parts,
separatedby a colon(“:”): a precondition, oneor morein-
put statements, oneor moreoutput statements andan ac-
tion. Eachpartis optional.
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Thepreconditioncanrestricttheexecutionof atransition
dependingonthevalueof thedatastatevariables;theaction
changesthesevariables.Variablenamesthatareusedin the
transition label but that are not componentvariables,are
calledtransition variables.

Similar to functionde�nitions, transitionsin AutoFocus
usepatternmatchingto readfrom theinputchannelsandto
bind transitionvariables.Preconditions,outputstatements,
andactionscanbe expressedusinguser-de�ned andauto-
maticallygeneratedfunctionsfrom thedatatypespeci�ca-
tion.

For example,in Figure4 oneof thetransitionsfrom NAV
into AC usesthe function insertAlarm de�ned in § 2.3.
The input statementsof a transition, too, can usepattern
matching: We can usethe more compactuser?CK(NAV)
insteadof adding is_CK(x) & getCK(x) = NAV to the
preconditiontogetherwith theinput statementuser?x.

Like structurediagrams,STDscan be hierarchical. In
our example, the descriptionof the two modesis re�ned
usingsub-STDsautomatathatdescribethebehavior in each
statein more detail. Figure 5 shows the sub-STDof the
alarmcontrolstateAC.

For eachincomingandoutgoingtransitionin theenclos-
ing statetransitiondiagram(cf. Figure4) thereis a connec-
tor, representedasa smallbullet. A transitionfrom or to a
connectoris anentryor exit transitionof thesub-STD.Mul-
tiple transitionsmayleadto or from anexit (emptybulllet)
or entry (black bullet) connector. In the examplethe exit
connectoris connectedto threeinternal transitions,since
thealarmcontrolmodecanbeleft from all connectedstates
if thekey NAV is pressed.

Figure5 alsoshows that transitionscanuseabbreviated
labels,to avoid clutteringtheSTDswith thefull labeldef-
inition. StoreFirstAlarm, for example,is the abbreviated
labelfor thefollowing transition:

isEmptyStore(as) :
env?al :
out!Err(insertAlarm(al,as),es ) :
as = insertAlarm(al,as)

whereisEmptyStore is auser-de�nedfunctionthatchecks
for equalitywith theconstantEmptyStore from Figure2.

3. The Model Checker SMV

A model checker is a programthat veri�es whethera
given systemmodel (describedin a simple programming
language)satis�esa propertyspeci�cation (describedin a
temporallogic). This veri�cation is donenot deductively,
but ratherby exhaustively examiningeverypossiblebehav-
ior of thesystem.If thepropertydoesnotholdfor asystem,
themodelchecker producesa counterexample,i.e. a trace
of asystemexecutionthatviolatestheproperty.

We chooseSMV [17] as the veri�cation tool, mainly
becauseits semanticsis close to the synchronousexecu-
tion modelof thecurrentAutoFocus implementation;other
veri�cation systemssuchasSPINor STePaim moreat in-
terleaving executionmodels. SMV is a symbolic model
checker, i.e.it usesBDDsfor therepresentationof statesets,
anddoesnot storestatesexplicitly in a hashtable. This is
claimedto bemoreef�cient for hardware-likesystems.Last
but not least,SMV is freelyavailableandeasilyportableto
otherplatforms.

Thetypical application�eld of SMV is hardwareveri�-
cation.This is re�ected in its input language,which allows
concisespeci�cationsof combinatorialhardwareandreg-
isters,but offers no direct supportfor morecomplex data
types,function declarations,or statemachines.In § 4 and
§ 5 weshow how thesehigher-levelconceptscanbemapped
to SMV.

In this section,we give anoverview over thosepartsof
themodelandpropertydescriptionlanguagesof SMV that
arerelevantto this paper;moreinformationaboutSMV as
well asthesystemitself is availablefrom theSMV website:
http://www.cs.cmu.edu/~modelcheck/.

3.1. Model Language

Fundamentally, anSMV modelis a speci�cationof a �-
nitestatemachine.Thestatespaceof this machineconsists
of variablesthathold eithera Booleanvalue,a memberof
anenumeration,or anelementof a �nite integerrange.For
example,

VARb: boolean; VARe: { e1, e2 }; VARi: -5..5;

The initial stateof the model is speci�ed by a formula
in propositionallogic that refersto the valuesof the state
variables.For Booleanvariablestheusualconnectivescan
beused;for integervaluescomparisonsandarithmeticare
available.

Thetransitionrelationis alsospeci�edby a formulathat
in additionrefersto thevaluesof thestatevariablesin the
following state.For example,giventhedeclarationsabove,
theformula

next(b) = !b & next(e) = e1 & (i = 0 | i = 1)

speci�esa transitionrelationfrom all stateswith i ∈ {0;1}

to stateswheree equalse1, b is inverted,andthevalueof i
is arbitrary.

Obviously, this relation is not total: thereare no tran-
sitionsfrom stateswherei is lessthanzero,or larger than
one.It is thetaskof themodeldesigner—or, in ourcase,the
compilerfrom AutoFocus to SMV— to ensurethattransi-
tion relationsareconsistentandtotal.

To structure larger formulas, SMV allows case-
expressions:
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NAV AC

isEmptyStore(as):user?CK(AC),env?:a2d!Err(as,es):

env?al:a2d!Err(insertAlarm(al,as),es):as=insertAlarm(a,as),last=as

~isEmptyStore(as):user?CK(AC),env?:a2d!Err(as,es):

user?CK(NAV),env?:a2d!Nav(Sector,es):

Figure 4. Behavior of AlarmStore

Alarm

OKDo

user?CK(NAV),env?:a2d!Nav(Sector,es):

isEmptyStore(as):user?CK(AC),env?:a2d!Err(as,es):

~isEmptyStore(as):user?CK(AC),env?:a2d!Err(as,es):

env?al:a2d!Err(insertAlarm(al,as),es):as=insertAlarm(al,as),last=as

ShowNextAction

AckAndShowNextAlarm

AckLastAlarm

StoreNewAlarm

StoreFirstAlarm

Figure 5. Behavior of AC

case
c1 : e1;
c2 : e2;
...
cn : en;

esac;
is anabbreviation for:

(c1 -> e1) & (!c1 & c2 -> e2) &
... & (!c1 & !... & cn -> en)

Note that sincethe casesare prioritized, the value of the
case is the �rst ei with ci . Frequently, a default caseis
introduced,by choosing“true” (in SMV: 1) for cn .

For thespeci�cationof largersystems,SMV modelscan
bedividedintoseveralmodules.Modulescanbeparameter-
ized,andeachmodulecanhave local variabledeclarations,
its own initialization and its own transitionrelation. The
modulesareinstantiatedin a main modulesimilar to state
variabledeclarations.

Semantically, the modulesoperatein parallel: the ini-
tializationpredicatesof all modulesandtheir transitionre-
lationsareconjoined.

3.2. Property Language

Thesecondinput languageof SMV is thepropertyspec-
i�cation language.Propertiesareformulatedin thecompu-
tation tree logic CTL. A detaileddescriptionof CTL formu-
lasandtheir semanticscanbefoundin [6].

In general,it is hard to formulatesystempropertiesin
temporal logics; [16] containsa classi�cation of typical
property speci�cation patternsand their formalization in
CTL andotherlanguages.

4. Data Type Translation

In this sectionwe describethe translationfrom user-
de�ned typesandfunctionsinto SMV. The conceptof the
translationis to de�ne amappingfrom all valuesof theuser-
de�ned typeto integernumbers,andto usecasestatements
insteadof functioncalls.Of coursethisconceptworksonly
for �nite typesandfunctions,but modelcheckinggenerally
is restrictedto �nite systems.
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Thetranslationis basedonthefollowing two steps.First,
functionsarenormalizedby generatingsymbolicconstants
for all valuesof eachdata type usedin the AutoFocus
model, for all standardfunctions(constructors,selectors,
discriminators)andfor all user-de�ned functions.

Then, the symbolicconstantsareeliminatedby textual
replacementusingtheC preprocessor.

Firstwepresentthetranslationof datatypesandthegen-
erationof the standardfunctions(see§ 4.1). In § 4.2 we
show how user-de�ned functionsaretranslatedinto SMV.

4.1. Types

The�rst stepin thetranslationof datatypesis to check
whetherthedatatypesare�nite. A datatypedt is �nite, if
it is equalto Bool, or if in its de�nition all typestyp i j

(see
§ 2.3)are�nite anddifferentfrom dt .

For �nite datatypesthetranslationstartswith thegener-
ationof the symbolicconstantsfor eachvalueof the type.
For eachconstructorCi we generatesymbolicconstantsas
the concatenationof the constructornamewith all possi-
ble combinationsof thearguments:if a constructorhasno
arguments,just the nameof the constructoris used. All
symbolicconstantsarethennumbered.

To usethe type in SMV declarationswe de�ne a sym-
bolic namefor the type by listing all possiblevalues. For
example, translatingthe datatype de�nition of Alarm in
§ 2.2resultsin:

#define FuelEng1 0
#define FuelEng2 1
#define TempEng12
#define TempEng23
#define PonR 4
#define Alarm { FuelEng1, FuelEng2,

TempEng1,TempEng2,
PonR}

Constructors. Constructorfunctions are translatedinto
casesplits on all possibleargumentvalues. For example,
theconstructorFuel of Alarm is translatedinto:

#define Fuel(X0)
case

X0 = Eng1 : FuelEng1;
X0 = Eng2 : FuelEng2;

esac

In thecaseof multiple argumenttypesthecase constructs
for eachargumentarenestedinto all casesof theprevious
arguments.

Discriminators. The generationof discriminator func-
tionsusesa case constructwith a default case.Thetrans-
lateddiscriminatorfor Fuel looksasfollows:

#define is_Fuel(x)
case

x = FuelEng1 : True;
x = FuelEng2 : True;
1 : False;

esac

Selectors. For every argumentof a constructor, one se-
lector function is generated.Like discriminatorfunctions,
selectorfunctionshaveoneargument.Fuel is aconstructor
with a singleargument,henceonly oneselectoris gener-
ated.Selectornamesaregeneratedschematically.

#define Fuel1(x)
case

x = FuelEng1 : Eng1;
x = FuelEng2 : Eng2;

esac

Usingthesede�nitions andthemacromechanismof the
C preprocessor, we cantranslateexpressionslike

is_PonR(Fuel(Eng1)) = False

into SMV terms. Often, asin this example,the term con-
sistsonly of constantsand functions. SinceSMV builds
BDD-basednormalforms, suchtermsarereducedto con-
stantvalues,in this caseto thevalue“true”. In our experi-
mentssofar, SMV hadnodif�culties parsingtheinput�les.
Of course,to reducetheir size,anotherpreprocessorcould
simplify suchtermsbeforepassingthemto SMV.

4.2. Functions

User-de�ned functionsin AutoFocus are de�ned with
patternmatching. A patternis a variableor a constructor
appliedto further patterns.A term matchesa patternif it
hasthesameconstructors;variablesin a patternarebound
to thematchingsubterms.

For thetranslationto SMV, constructorpatternsareelim-
inatedusingdiscriminatorandselectorfunctions.Construc-
tor functionsremainonly on theright handsideof a func-
tion de�nition.

The translationalgorithm for patternmatchingfollows
thepatternmatchingsemanticsgiven in theHaskell report
[9]; hereweonly demonstratethetranslationusingthedef-
inition of thefunctioninsertAlarm (§ 2.3).

AssumethefunctioniscalledasinsertAlarm(X1,X2).
The function de�nition usesa pattern Store(e1, e2,

t1, t2, p) for the secondargument. In order for this
pattern to match, the secondargumentmust be of type
Store. Therefore, in the translation the discriminator
is Store(X2) is introduced.Now, thevariablee1 mustbe
matchedwith the�rst argumentof theconstructor, which is
representedby the selectorStore1(X2). Variablesmatch
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everything,so the condition “true” (in SMV: 1) is gener-
ated,andthevariablee1 is boundto Store1(X2). Thus,in
the right handsideof thede�nition, eachoccurenceof e1
is replacedby Store1(X2). Similarly, theremainingvari-
ablesarematchedandbound.In addition,thesamestrategy
is usedfor the�rst argument.

The resultof the translationof insertAlarm is shown
in Figure6.

5. Diagram Translation

Given the translationof datatypesand functionsfrom
§ 4, it is straightforwardto translateAutoFocus modelsinto
SMV. In this section,we describehow AutoFocus models
arenormalizedprior to the codegeneration,how commu-
nication channelsare encoded,how systemstructuredia-
gramsaremappedinto SMV modules,and�nally how state
transitionsandstatetransitiondiagramsaretranslated.

5.1. Normalization

All AutoFocus descriptiontechniquessupporthierar-
chy asa meansto reducethecomplexity of speci�cations.
For the SMV code, however, this hierarchyneednot be
preserved. In particular, it is suf�cient to translateonly
thosecomponentsinto SMV that contain statetransition
diagrams.We refer to thesecomponentsasbasic compo-
nents. Thus,beforecodegenerationwebuild a�attenedAu-
toFocus modelwhich consistsonly of basiccomponents,
andwhosechannelsarederivedfrom the transitive hull of
the original systemconnectionstructure. To avoid name
clashesin the �attened systemstructure,eachcomponent
nameis adornedwith auniquenumber.

The statetransitiondiagrams,too, are �attened. A �at
STD is an STD whereno statecontainsa sub-SSD.Note
thatahierarchicalSTDcanberegardedasatree.Theleaves
of the tree are �at STDs, the inner STDs containat least
onestatethatholdsa sub-STD.Fromthis treea new STD
is built which containsall control statesandstate-to-state
transitionsof thetree's leafSTDs.In addition,state-to-state
transitionsof theinnerSTDsareresolvedby �nding thecor-
respondingconnectorsin the correspondingsub-STDand
merging all connectedtransitionsegments.Again, control
statesneedto be renamedto avoid nameclashes.This is
doneby concatenatingthe namesof the STDson thepath
from root to theleafSTD,followedby thenameof thecon-
trol statein theleafSTD.

For example, in the normalizationof the hierarchical
STD of AlarmStore (Figure 4, 5), the statesDo, Alarm,
OK arerenamedto ACDo, ACAlarm andACOK, respec-
tively. Thetransitionsbetweenthestatesin Figure5 areall
included.Thetransitionsfrom thestateNAV to AC in Fig-
ure4 arelinkedwith thecorrespondingtransitionsfrom the

entryconnectionpointsin Figure5; they now leadto states
ACAlarmandACOK.

The result of normalizationis a �at SSD, whereeach
componentcontainsa �at STD with basicstatesonly and
transitionsbetweenthem.

5.2. Channels

For the synchronoussemanticsof AutoFocus, each
channelcancarryat mostonedatavaluein eachclock cy-
cle. Hencesimplevariablessuf�ce to holdthechanneldata.
However, the presenceor absenceof a properdatavalue
mustalsobeencoded.Thus,eachchannelC is encodedas
two variables:avalue-carryingvariableC v, andaBoolean
variableC p thatdenoteswhethera propervalueis present
on thechannel,or whetherthechannelis empty.

It is not really importantwhere in the SMV codethe
channelvariablesaredeclared.We chooseto declareeach
channelin thecodeof theSTD thatoutputsinto it.

5.3. System Structure

Eachcomponentof the�attenedSSDis mappedinto an
SMV module. Eachcomponentmoduleis parameterized
with the value/presencevariablepair for eachcomponent
input channel. As mentionedabove, output channelsare
declaredlocally in eachcomponent.Initially, all channels
areempty: thepresencevariableof eachoutputchannelis
setto false.

Below is thecodefragmentfor theAlarmStorecompo-
nent. Thepartsmarkedby “. . . ” areproducedby theSTD
translation,which is describedin § 5.5.

MODULEAlarmStore_0(user_v, user_p, env_v, env_p)
VARout_v : Display;
VARout_p : boolean;
...

INIT
!out_p & ...

TRANS
...

ThetypenameDisplay is laterreplacedby integerranges
in a preprocessingstep(see§ 4.1).

The channelsKeys andAlarm are inputs from the en-
vironment. They are declaredin an abstractenvironment
module,which is not presentin the SSDbut generatedin
thecodegeneration:

MODULEAvionic_Env(show_v, show_p)
VARuser_v : Keys;
VARuser_p : boolean;
VARenv_v : Alarm;
VARenv_p : boolean;

INIT
!user_p & !env_p

TRANS 1
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#define insertAlarm(X1,X2)
case

is_Fuel(X1) & is_Eng1(Fuel1(X1)) & is_Store(X2) & 1 & 1 & 1 & 1 & 1 :
Store(True,Store2(X2),Store3( X2),Store 4(X2) ,Sto re5( X2));

is_Fuel(X1) & is_Eng2(Fuel1(X1)) & is_Store(X2) & 1 & 1 & 1 & 1 & 1 :
Store(Store1(X2),True,Store3( X2),Store 4(X2) ,Sto re5( X2));

is_Temp(X1) & is_Eng1(Temp1(X1)) & is_Store(X2) & 1 & 1 & 1 & 1 & 1 :
Store(Store1(X2),Store2(X2),T rue,S tore 4(X2) ,Sto re5( X2));

is_Temp(X1) & is_Eng2(Temp1(X1)) & is_Store(X2) & 1 & 1 & 1 & 1 & 1 :
Store(Store1(X2),Store2(X2),S tore3 (X2) ,True ,Sto re5( X2));

is_PonR(X1) & is_Store(X2) & 1 & 1 & 1 & 1 & 1 :
Store(Store1(X2),Store2(X2),S tore3 (X2) ,Stor e4(X2),T rue);

esac

Figure 6. Translation of insertAlarm

The transition relation of the environment is completely
nondeterministic:Theenvironmentmaysendarbitrarykey
signalsandalarmsto thesystemin eachcycle.

Finally, thesemodulesareinstantiatedin themainmod-
ule. Theparametersof the individual modulesare�lled in
with thevariablenamesof thecorrespondingchannels;the
AlarmStore is instantiatedasfollows:

VARAlarmStore_0 : AlarmStore_0(
Avionic_Env.user_v, Avionic_Env.user_p,
Avionic_Env.env_v, Avionic_Env.env_p

);

5.4. Transitions

Thetranslationof transitionsis similar to thetranslation
of user-de�ned functions; in particular, patternmatching
within the input patternsandtransitionvariablesareelimi-
nated.

The result of the translationfor the transition Store-
FirstAlarm (§ 2.4) is:

env_p = 1 -- input

& isEmptyStore(as) -- precondition

& next(out_p) = 1 -- output
& next(out_v) =

Err(insertAlarm(env_v, as), es)

& next(last) = -- actions
env_v

& next(as) =
insertAlarm(env_v, as)

& ControlState = csACOK
& next(ControlState) = csACAlarm

Thevariablenamesendingin “ p” and“ v” refer to the
presencestatusandcurrentvalueof communicationchan-
nels,asmentionedin § 5.2. Thelasttwo linesrepresentthe
control statechangeof the transition; the statenamesare
pre�xedwith AC becauseof thenormalizationstep.

5.5. Behavior

In additionto theoutputchannelvariables,eachcompo-
nentde�nesthefollowing statevariables:

• A controlstatevariable(anenumerationtype).

• Thedatastatevariables;likechanneltypes,their types
arelaterreplacedby integerrangesin a preprocessing
step.

Initially, thecontrol statevariableis setto thenameof the
STD's initial state; for the componentAlarmStorethis a
statecalled Sectorin NAV. The datavariablesare set to
their initial values(seeFigure3). Again, thesymboliccon-
stantsarelaterreplacedby integervaluesin thepreprocess-
ing step.

MODULEAlarmStore_0(user_v, user_p, env_v, env_p)
VARout_v : Display;
VARout_p : boolean;
VARControlState: {

csNAVSector, csNAVNorth, csNAVRose,
csACAlarm, csACDo, csACOK};

VARas : AlarmStore;
VARes : EngineState;
VARlast : Alarm;

INIT
!out_p &
ControlState = csNAVSector &
as = EmptyStore & es = AllEngOp & last = None

TRANS
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Components Channels Types Constants States Transitions Inputs BDD nodes Memory Time

ALARM 3 4 7 43 13 13 140 25287 3.6 MB 1.8 s
SSB 27 56 2 8 20 62 186624 12642 1.7 MB 0.4 s
SSB2 27 56 3 10 22 90 470596 51339 4.6 MB 2.5 s
SSBBig 27 56 2 8 22 62 96 Mio 12003 296 MB 139 s

Figure 7. Verification Results

-- Transition relation:
...

|
-- Idle transition:
...

Thetransitionrelationis expressedasa formulain disjunc-
tivenormalform. Eachmintermis asingletransitionof the
STD,aspresentedabove.

Thelast transitionis theidle transition,which is not ex-
plicitly visible in the AutoFocus model. Its purposeis to
make thetransitionrelationtotal. It is takenwhenno other
transitionis enabled.Thusits preconditionis thenegation
of theconjunctionof all othertransition'spreconditionsand
input statements;it leavesall datavariablesandthecontrol
stateunchangedandclearsall outputchannels.

6. Case Study: Storm Surge Barrier

The storm surge barrier in Oosterscheldepreventsthe
Netherlandsfrom catastrophic�oods like theonein 1959,
which took thelivesof morethan1000people.Thebarrier
consistsof several slidesthat separatethe EasternScheldt
(inside)from theNorthSea(outside).Theslidesareclosed,
whenthewaterlevel of thenorthseais toohigh.

Thereis an emergency closingsystemthat controlsthe
slides. This systemis currentlyredesigned,anddueto the
high criticality of thesystemthedesignhasto beformally
veri�ed. Onesafetycritical propertyis thatthe“open” sig-
nal is sentto thebarrierwhen

• the“close” signalhadbeensentbefore,and

• theinsidewaterlevel becomeshigherthantheoutside
waterlevel (plusa�x edconstant)for the�rst timeafter
the“close” signalwastrue,and

• theoperatordid not forbid giving the“open” signal.

TheAutoFocus modelis a completemodelof thesystem,
accordingto the informal speci�cationof the functions. It
also includesredundancy for the water level sensorswith
a two-threemajority vote. The only abstractionmadewas
thatwe useddiscreteinput valuesfor thesix sensorsignals
that measurethe water levels. The modelhasbeentrans-
latedto SMV; theproof of thecritical propertiestakesless
thanonesecond.

Figure7 showssomeresultsconcerningthesizeof some
variationsof thecasestudy. For eachsystem,we measured
thenumberof components,channels,datatypes;thenum-
berof valuesandconstantsproducedby thedatatypetrans-
lation,thenumberof statesandtransitionsin theSTDs,and
the numberof possibleinput combinationsfrom the envi-
ronmentto the system(in one time interval). The other
numbersdescribethe ressourcesusedby SMV; the results
wereproducedona SUN Ultra 2.

The SSB2systemin the �gure is a re�nement of the
storm surge barrier that allows the sensorsto senderrors
to the system. It could be proved that the systembehaves
correctly, even if therearefaulty input values. SSBBigis
a systemwhich allows moredifferentinput valuesfor the
waterlevel sensorsignals.

The�rst line of thetableresultsfrom thealarmmanage-
mentsystemthatwe usedthroughoutthis paper;theprop-
ertycheckedwasa trivial consistency test.

Ourexperiencefrom thestormsurgebarriercasestudyis
thattheAutoFocus modelis adequatefor theformalization
of thesystem,andthat thecritical propertiesof thebarrier
couldbeveri�ed usingour translationapproachandSMV.
Moreover, thedescriptiontechniquesof AutoFocus posed
nodif�culties for theengineersworking with us.

7. Conclusion and Further Work

Themaingoalof ourwork is to combineintuitivegraphi-
caldescriptiontechniquesfor systemstructureandbehavior
andanexpressivedatatypespeci�cationlanguagewith au-
tomaticveri�cation techniques.Thuswehopeto reducethe
problemof theacceptabilityof formal modelsandto make
veri�cation moreaccessibleto industrialsoftwaredevelop-
ers.

This paperis a �rst steptowardsthis goal. We show
how high-level speci�cations can be translatedinto the
hardware-orientedlanguageof SMV. To ourknowledge,no
otherautomaticveri�cation systemallows functionalspec-
i�cation of datatypes. We believe this is a main feature
of our approach,aspatternmatchingallowsusto concisely
formulatecomplex transitionconditionsandactionsof tran-
sitiondiagrams.Withoutuser-de�nedfunctionsit wouldof-
tenbenecessaryto introduceaspecialcomponentthatcom-
putesa function's result. The systemspeci�cation would
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thenhave to trigger this componentandto wait for its re-
sult; this introduceslots of intermediatestatesandleadsto
clutteredandoverly complicatedspeci�cations.

The translationof diagrammaticandfunctionalspeci�-
cationsispartof alargerongoingproject:Within theproject
Quest [22, 20], we developa tool setthat consistsof Au-
toFocus, the model checker SMV, a test environmentas
well asthe theoremproving systemVSE [15]. Moreover,
usingsimilar techniquesastheonespresentedin thispaper,
we canalsodirectly generateproductioncodefrom Auto-
Focus.

In particular, thetheoremprover is essentialfor theveri-
�cation of larger systems.Using AutoFocus it is easyto
modelsystemsthatcannotbehandleddirectlyby SMV, es-
pecially whenmore complex or even recursive (i.e. in�-
nite)datatypesareused.UsingtheQuest toolset,it is pos-
sible to verify a systemby abstraction. Propertiesthatare
provenfor asmallersystemalsoholdin theoriginalsystem,
provided a numberof abstractionconditionshold [5, 18].
Theseabstractionconditionsareautomaticallygeneratedby
AutoFocus andfed to theVSE prover, wherethey canbe
dischargedusinginteractive proof. Theconditionsarefor-
mulasin simplepredicatelogic, andmucheasierto prove
thantemporallogic formulas. Abstractioncanbe usedto
reducethesystemSSBBigto SSB(Figure7).

Anotherextensionthat is currentlybeingintegratedinto
AutoFocus is the visualizationof the counterexamples
generatedby SMV asextendedevent traces(EETs, [21]).
EETs are a simple variant of messagesequencecharts;
they area diagrammaticnotationfor singlesystemrunsor
groupsof similar runs. EETscanalsobeusedto drive the
simulationfacilities of AutoFocus, so that counterexam-
plescanbeinteractively replayed.

Finally, thedatatypetranslationtechniquespresentedin
this papercan be appliedfor other speci�cation and pro-
grammingnotations; for example, the synchronouspro-
gramminglanguageEsterel[2] could be extendedwith a
hostlanguageindependentdatatypesystem.
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